@ Internal Reference Guide: Law Enforcement
Requests for HMIS Data

Responding to Law Enforcement Requests for HMIS Data

Audience: CHO Agencies, CHO Administrators, and HMIS Leads

Purpose: Prevent unlawful or inappropriate release of data to law enforcement.

Key Message: CHO agencies and staff are strictly prohibited from disclosing any HMIS data to law
enforcement. All requests must be referred to the HMIS Lead for legal review and response.

® CHO Agencies Must NOT Release HMIS Data to Law
Enforcement

x Required Action:
All law enforcement requests must be referred to the HMIS Lead at Butte County Department of Employment
and Social Services (DESS):

HMIShelp@buttecounty.net | §8 (530) 552-6200

[ Unauthorized disclosure by CHOs may result in violations of federal and state law, financial penalties, client
harm, and loss of system access.

{@ Why This Is Critical: Legal Protections

1. @ Legal Foundation & Key Citations

e HUD 2004 HMIS Data and Technical Standards Final Notice (69 FR 45888)

o Butte CoC HMIS Privacy and Security Plan (2024)

e Butte CoC Privacy Notice (Approved 11/18/2024)

e Other relevant laws: HIPAA, 42 CFR Part 2, VAWA, California state privacy laws

Y Key Principle: Disclosure of Protected Personal Information (PPI/PII) is prohibited unless explicitly
authorized by law, legal process, or with informed written client consent.


mailto:HMIShelp@buttecounty.net

2. Federal HUD Standards Prohibit Unauthorized Disclosure
o HMIS data is protected by strict federal privacy and security rules.
e Per HUD and CoC policy, CHOs may only disclose client PII:
o With written client consent, or

o Under limited, legally defined exceptions, and
o Only by authorized staff following official policy.

@ Sources: Privacy Plan, pp. 9-11; HUD 69 FR 45888

3. Butte CoC Policies Require Referral to HMIS Lead
e CHOs are not authorized to evaluate or respond to any law enforcement or legal request.

e The HMIS Lead is the only party permitted to review and respond to these requests.
e Any disclosure without this process is a violation of CoC policy.

& Sources: Privacy Plan pp. 6, 10; Privacy Notice pp. 6-8

4. Improper Disclosure May Violate Federal or State Law
Unauthorized disclosure may lead to violations under:

o HIPAA (Health records protection)

e 42 CFR Part 2 (Substance use treatment confidentiality)

e  VAWA (Survivor protection)
o California privacy laws

/\ These laws may result in civil penalties, lawsuits, fines, and loss of funding.

£ Common Situations & Correct Actions

A Situation Correct Response
LE asks for client info Politely decline; refer to HMIS Lead
LE claims it's an emergency Still refer to HMIS Lead
LE wants access to a workstation or file Deny access and notify supervisor
LE provides no legal documents Do not release info; refer to HMIS Lead

LE presents a warrant, subpoena, or court order Refer immediately to HMIS Lead for review

Do not disclose anything. Refer to the HMIS Lead immediately.



& Example Scripts for CHO Staff

@ If asked for data:

“Our client data is protected by federal privacy law and our CoC’s Privacy Plan. I’'m not authorized to release
anything. I’ll refer you to our HMIS Lead.”

@ If pressured due to an emergency:

“Even in emergencies, we’re required to protect client information and refer all requests to our HMIS Lead.
They’re the only one authorized to respond.”

CHO Responsibilities Checklist

& Task Description
Do NOT share any data No verbal, written, or visual disclosure to law enforcement
Do NOT allow access Do not allow access to screens, devices, or paperwork
Refer all requests Immediately escalate to HMIS Lead
Train staff annually Cover privacy, data protection, and refusal protocol
Post Public/Privacy Notices Ensure visibility in all service areas
Document any incident Record who, when, what was asked

Notify supervisor or security officer Follow internal incident reporting procedures

Summary for CHO Leadership

o Ensure all staff complete annual privacy training

e Maintain and publicly post Privacy and Public Notices

o Implement and update incident response protocols

e Require confidentiality agreements for all HMIS users

o Designate a Security Officer as required by the CoC Privacy Plan

@ Why This Matters

Client information in HMIS is highly sensitive, often linked to domestic violence, immigration status, mental
health, and more.

Inappropriate disclosure endangers client safety, erodes trust, and puts your agency and the CoC at legal and
financial risk.
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