@ Quick Guide for End Users: Law
Enforcement & HMIS Data

Client information in HMIS is legally protected. You are not allowed to decide whether a law
enforcement request is valid. Only the HMIS Lead can determine if and when data may be released.

Your job is to protect client confidentiality and refer all law enforcement requests to the HMIS Lead.

© DO NOT...

e X Share any HMIS data with law enforcement for any reason

e X Let anyone view client data on your screen, in print, or in the system
e X Tryto determine if a request is legal or allowed

e X Assume it’s okay “just this once” or “in an emergency”

DO...

. Ask for legal documentation (subpoena, court order, etc.)

o Say:
“I’'m not authorized to release any information. Our HMIS Lead handles all law enforcement
requests.”

. Immediately contact your supervisor or the HMIS Lead
. Document what happened (who, when, what was asked)
o Report the incident using your agency’s process

€ What You Can Say

“Our client data is protected by federal law. I’'m not allowed to release anything. Only our HMIS Lead can
review and respond to law enforcement requests.”



Staff Step-by-Step Response

What To Do
Stay calm and professional
Do NOT give access to data or screens
Ask for official documentation
Say: “I need to refer you to our HMIS Lead to handle this request.”
Contact the HMIS Lead immediately

Document the request: date, time, name, and what was asked

Submit a report to your supervisor or security officer
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When unsure — do NOT disclose anything

@ Why This Is Critical: Legal Protections

1. @ Legal Foundation & Key Citations

e HUD 2004 HMIS Data and Technical Standards Final Notice (69 FR 45888)

e Butte CoC HMIS Privacy and Security Plan (2024)

e Butte CoC Privacy Notice (Approved 11/18/2024)

e Otherrelevant laws: HIPAA, 42 CFR Part 2, VAWA, California state privacy laws

D Key Principle: Disclosure of Protected Personal Information (PPI/PIl) is prohibited unless explicitly
authorized by law, legal process, or with informed written client consent.

Refer Law Enforcement To:

HMIS Lead — HMIShelp@buttecounty.net
Qs (530) 552-6200 — ask for the HMIS Lead
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