
BUTTE COUNTYWIDE HOMELESS CONTINUUM OF CARE 

HMIS PRIVACY & SECURITY PLAN 

NEW HMIS END USER PRE-TRAINING TEST 

Clarity HMIS — Complete Before Training Begins 

 
Trainer:_____________________________ Date of Training: ______________________ 

 
Agency: ____________________________ 

 
Trainee Name: ________________________ 

 

ABOUT THIS PRE-TEST 

This pre-test helps assess your familiarity with HMIS privacy and security requirements 
before training begins. Each question is worth one point (20 points total). For multiple choice 
questions, circle the letter of the best answer. For True/False questions, circle TRUE or 
FALSE. 

 

Section A: Privacy Plan (Questions 1–7) 
 

1.  What is the main purpose of the HMIS Privacy Notice? 

A.  To explain how client information is 
collected, used, and disclosed 

B.  To provide login credentials to End Users 

C.  To document security breaches D.  To list all participating agencies by county 

 

2.  Before entering any client data into HMIS, what must be completed? 

A.  A background check on the client B.  A signed or verbally documented 
Informed Consent 

C.  Approval from the HMIS Lead Agency D.  A supervisor signature on the intake form 

 

3.  The Public Notice must be posted: 

A.  Only at the main agency reception desk B.  On the agency website only 

C.  At any location or workstation where 
HMIS data is collected, including during 
outreach 

D.  In the break room for staff to review 

 

4.  If a client submits a written request for a copy of their PPI/PII, how many business 
days does the CHO have to respond? 

A.  1 business day B.  3 business days 

C.  5 business days D.  10 business days 

 



5.  Which of the following is an example of a permitted disclosure of PPI/PII that does 
NOT require client consent (if listed in the Privacy Notice)? 

A.  Sharing information with a client's family 
member 

B.  Posting client information on social media 
to raise awareness 

C.  Providing information to coordinate 
services for the client 

D.  Giving information to a reporter writing 
about homelessness 

 

6.  Verbal consent to share a client's PII is acceptable in any situation, as long as it is 
documented. 

TRUE FALSE 

 

7.  Clients have the right to request that their personal data be marked as private (not 
shared) within HMIS. 

TRUE FALSE 

 

Section B: Security Plan (Questions 8–14) 
 

8.  What is the maximum number of minutes before a password-protected screensaver 
must activate on an HMIS workstation? 

A.  5 minutes B.  10 minutes 

C.  15 minutes D.  30 minutes 

 

9.  Which of the following is true about HMIS User IDs and passwords? 

A.  Passwords can be shared with your 
supervisor in case of emergency 

B.  User IDs may be transferred to a 
replacement employee 

C.  Each End User must have a unique User 
ID and password that is never shared 

D.  Passwords only need to be changed once 
per year 

 

10.  An End User uses their personal laptop to access HMIS from home while off the 
clock. What should happen? 

A.  Nothing, as long as the work gets done B.  The End User should notify their 
supervisor after the fact 

C.  The CHO Administrator must inform the 
HMIS Lead Agency within one hour and the 
End User immediately and permanently loses 
HMIS access 

D.  The End User receives a written warning 
for the first offense 

  



 

11.  How often are End Users required to change their HMIS password? 

A.  Every 30 days B.  Every 60 days 

C.  Every 90 days D.  Every 6 months 

 

12.  Unencrypted PPI/PII may be sent as an email attachment if it is sent to another 
HMIS participating agency. 

TRUE FALSE 

 

13.  If you leave your workstation for any amount of time, you must log out of HMIS and 
lock or log off the device before leaving. 

TRUE FALSE 

 

14.  HMIS will automatically log you out after 60 minutes of inactivity. 

TRUE FALSE 

 

Section C: Reporting, Background Checks & Forms (Questions 15–20) 
 

15.  If you suspect a security or privacy breach by another End User, you must notify 
your CHO Administrator: 

A.  By the end of the business day B.  Within one (1) hour, in writing 

C.  At your next scheduled supervision 
meeting 

D.  Within 24 hours by phone 

 

16.  Which of the following crimes would prevent someone from being granted HMIS 
access? 

A.  A minor traffic violation B.  A misdemeanor conviction for identity 
theft 

C.  A civil lawsuit D.  A parking ticket 
 

17.  The Informed Consent form is valid for how long from the date of signature? 

A.  1 year B.  2 years 

C.  3 years D.  Until the client leaves the program 

 

18.  You are allowed to look up a client's information in HMIS for personal reasons, as 
long as you know the client. 

TRUE FALSE 



 

19.  HMIS data and client interactions must be entered into the system within 3 
business days. 

TRUE FALSE 

 

20.  The End User Agreement must be re-signed every six (6) months in the live HMIS 
system. 

TRUE FALSE 
 

TRAINER USE ONLY — DO NOT COMPLETE 

Score: _____ / 20           
Pre-Test Notes:  
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ANSWER KEY — FOR TRAINER USE ONLY 

HMIS Privacy & Security Plan — New End User Pre-Training Test 
 

# Answer Reference / Explanation 

1. A The Privacy Notice describes how client information is collected, used, and disclosed. 
(Privacy Plan — Plan Overview, p. 5) 

2. B A signed or verbally documented Informed Consent (Appendix D) must be completed 
before any data entry. (Privacy Plan — HMIS User Responsibilities, p. 7) 

3. C The Public Notice must be posted at every data collection location, including during 
outreach. (Privacy Plan — CoC Approved Public Notice, p. 25) 

4. C CHOs must respond in writing to client PPI/PII requests within five (5) business days. 
(Privacy Plan — Client Requests, p. 13) 

5. C Providing or coordinating services is a permitted disclosure not requiring consent if 
listed in the Privacy Notice. (Privacy Plan — Permitted Disclosures, p. 10) 

6. FALSE Verbal consent is only acceptable when the visit is not in person or not in a location 
conducive to paper signature. (Privacy Notice — Consent section, Appendix A) 

7. TRUE Clients may request their data be marked as private within HMIS. (Privacy Notice — 
Your Rights, Appendix A) 

8. C Screensavers must activate within 15 minutes. (Security Plan — Physical Safeguards, 
p. 16) 

9. C Each End User must have a unique User ID and password that is never shared. 
(Security Plan — User Authentication, p. 18) 

10. C Use of a personal device results in immediate and permanent loss of HMIS access; 
the CHO must notify the HMIS Lead within one hour. (Security Plan — Physical 
Safeguards, p. 17) 

11. C End Users are prompted to change their password every 90 days. (Security Plan — 
User Authentication, p. 18) 

12. FALSE Unencrypted PPI/PII may not be transmitted in any fashion, including by email. 
(Security Plan — Technical Safeguards, p. 19) 

13. TRUE End Users must log out and lock or log off the workstation whenever they leave. 
(Security Plan — User Authentication, p. 18) 

14. FALSE Automatic logout occurs after 45 minutes of inactivity, not 60. (Security Plan — User 
Authentication, p. 18) 

15. B Notification of a suspected breach must occur within one (1) hour and in writing. 
(Security Plan — Reporting Security Incidents, p. 13) 

16. B A misdemeanor conviction for identity theft is specifically disqualifying. (Security Plan 
— Background Check, p. 21) 

17. C The Informed Consent is valid for 3 years from the date of signature. (Appendix D — 
Informed Consent) 

18. FALSE End Users may only access HMIS data necessary to perform their job duties; personal 
use is prohibited. (End User Agreement, Appendix C) 

19. TRUE HMIS data and client interactions must be entered within 3 business days. (End User 
Agreement, Appendix C) 

20. TRUE The End User Agreement must be re-signed every six (6) months in the live site. (End 
User Agreement, Appendix C) 

 


