
 
Logging into HMIS  
for the First Time 

 

HMIS uses a sign-in system called Auth0. This is a  required extra security step called Multi-factor Authentication 
(MFA), sometimes called two-step verification.   

MFA or 2FA means that after you enter your password, you will also confirm your identity a second way, such as a 
code sent to your phone or an app. This keeps client information safer. 

What You'll See When You Log In 
Step 1: Enter your email address 
Go to the same HMIS website you always use. Enter your email address and select Sign In. 

 
The HMIS sign-in screen. Enter your email address here. 

Step 2: Enter your password 
You will be sent to a new screen. This is Auth0, our new sign-in partner. Enter your password here, just like before. 
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The Auth0 password screen. 

 

Step 3: Choose how you want to verify it's you 
The first time you log, you will be asked to set up your extra security step. You will choose one of these options: 

● A code sent by text message or phone call 
● A push notification through an app called Auth0 Guardian 

● A code from another authenticator app, such as Google Authenticator 

 
Choose your security method. 

If you choose a phone number, you will see a screen like this: 

 
Enter your phone number to receive a code by text or call. 
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If you choose an authenticator app, you will be asked to install one and then either scan a QR code or enter a short 
setup code: 

 
Install an authenticator app from the App Store or Google Play. 

 
Or enter a setup code directly into your app. 
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Step 4: Enter your verification code 
Enter the code you received or that appears in your app.  

 
Enter your one-time code to finish signing in. 

Can I Use My Email as My Security Method? 
Not by itself. Email can only be added as a backup option, and only after you've already set up a phone or app method 
first. This means if you ever lose access to your phone or app, a code can be sent to your email so you can still get in. 

The email address used for this is the one on file in your staff profile. If that email address ever changes, you will need 
to re-add email as a backup method afterward, since the old one is automatically removed. 
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Managing Your Security Settings 
After you've logged in once, you can view or update your own security methods any time. Here's how: 

● Click your name icon in the upper-right corner of HMIS. (the one with your initials)  

 
● Select ACCOUNT SETTINGS. 

 
● Click Security Settings under Advanced Options.  
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● You'll see a Multi-Factor Authentication page listing each method (phone, app, email) and whether you're 

enrolled. 

  
From this page, you can add a new method by clicking ENROLL, which opens a short setup screen. If you need to 
remove a method, for example because you got a new phone, click the delete icon next to it. You'll then be asked to set 
that method up again the next time you log in. 

If you're ever locked out and can't access any of your methods, contact HMIS Help or your agency's system 
administrator for assistance. 

 

A Few Common Questions 
1) What authenticator app can I use? 

If you have a smartphone, consider downloading a free authenticator app like Google Authenticator or Microsoft 
Authenticator ahead of time. This isn't required in advance, but it can make your first login smoother. 
 

2) What if I don’t have a smartphone or I’m not allowed to use personal devices for work? 
If you don't have a smartphone or can't use your personal phone for work, you can use a landline for a phone call code, 
or a free desktop app called Proton. Let us know if you need help with this option. 
 

3) Why do I log in with my email instead of a username? 
Email is unique to you and makes it easier to reset your password if you ever forget it. 
 

4) Why was I sent to another website? 
That's expected. Auth0 handles the sign-in step securely, then sends you right back to HMIS automatically. 
 

5) What if I have trouble logging in? 
Contact HMIS Help and we will walk you through it. 
 

6) Can I use my email address for MFA? 
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Email can only be used as a backup, after you've already set up a phone or app as your main method. It cannot be your 
only method. 
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