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Monday, November 18, 2024, 1:00 p.m. – 3:00 p.m.   
All Member Meeting 

Butte County Employment & Social Services 
78 Table Mountain Blvd. Oroville, CA – Andes Room  

CoC Coordinator: Erin Murray 
Recording: Lisa Angle 

 
AGENDA 

 
1)  Convene Meeting and Establish Quorum 

 
A. Abney-Bass 

2)  Approval of Minutes - ACTION 
A) October 21, 2024 

 

A. Abney-Bass 

3)  Community Partner Spotlight – INFORMATION 
Housing Authority of the County of Butte County 
Presenting: Angie Little 
 

A. Little 

4)  Council Member Nominations and Elections – ACTION: All Voting Members 
 

E. Murray 

5)  HMIS/CES Committee Update – ACTION: All Voting Members 
HMIS Privacy and Security Plan 
HMIS Policy and Procedure 
 

E. Rawlinson 

6)  2025 Point in Time Methodology – ACTION: All Voting Members 
 

E. Murray 

7)  2025 CoC Meeting Calendar - INFORMATION 
 

E. Murray 

8)  Lead Agency, Collaborative Applicant, Administrative Entity Updates – INFORMATION 
 

B.H. Butterfield 

9)  Committee Reports – INFORMATION 
 

All 

10)  Coalition and Jurisdiction Reports/Updates – INFORMATION 
 

All 

11)  Announcements 
 

All 

  

COC COUNCIL MEMBERS: 
Amber Abney-Bass Briana Harvey-Butterfield Jennifer Macarthy Steve Culleton 
Anastacia Snyder Ian Clement Matthew McCoy Tami Ritter 
Angie Little Josh Indar Meagan Meloy Tracy Johnstone 
Ann Winters Josh Jamison Sarah Frohock  
Brad Brunner Keesha Hills   
    

Butte Countywide Homeless Continuum of Care  
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12)  Next Meeting – Monday, December 16, 2024: Council Member Meeting 
Butte County Department of Employment & Social Services to host Virtual Meeting 
 

 

13)  ADJOURN  
 

 



 

 

  
 
 
Continuum of Care All Member Meeting 
In-Person Meeting 
November 18, 2024 1:00 p.m. – 3:00 p.m. 
 

 
CoC Agenda Item #2: 
 
Approval of Minutes: 
 

A) October 21, 2024 CoC Council Meeting 

 
 

Butte Countywide Homeless Continuum of Care 
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Butte County Continuum of Care 
 Council Member Meeting Minutes 

Monday – October 21, 2024 1:00 PM to 3:00 PM  
Virtual Meeting Hosted by: Butte County Employment & Social Services 

 

            CoC Coordinator: Erin Murray, DESS H&H Recording: Lisa Angle, DESS H&H 
 

  

COUNCIL MEMBERS PRESENT: OTHER ATTENDEES: 
Amber Abney-Bass, Jesus Center Jay Coughlin, DESS 
Josh Indar, BCOE Wendy Lo, DESS 
Tracy Johnstone, City of Oroville Kim Hogan, ORC/ORM 
Angie Little, HACB Erin Kennedy, Boys and Girls Club 
Brad Brunner, Caminar Ray Duchene, Volunteers of America 
Sarah Frohock, BCDBH Lisa Torres, OSCIA 
Ann Winters, Catalyst Tracey Gillihan, Butte/Glenn 211 
Jennifer Macarthy, City of Chico Sherry Morgado, Housing Tools 
Briana Harvey-Butterfield, DESS H&H Shelly Storkan, BCDBH 
Keesha Hills, OSCIA Megan Massie, New Beginnings 
Tami Ritter, BC Board of Supervisors Rayna Bryson, DESS 
Ian Clement, Hope Cooperative Philip Wysocki, TNHB 
Josh Jamison, Oro Hope Center Pamela Beeman, Chico Interfaith 
Matthew McCoy, DESS Brian Boyer 
 Lorena Reed, BCDBH 
COUNCIL MEMBERS ABSENT: MaryJo Alonzo, City of Chico 
Anastacia Snyder, Catalyst Debbie Villasenor, Housing Consultant 
Steve Culleton, Town of Paradise Halle Brown, NCIHA 
Meagan Meloy, BCOE Eduardo Abarca, Ampla MMU 
 Elisa Rawlinson, DESS 
 Amie Decker, Nation’s Finest 
 Kenneth Huenink, DESS 
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ORDER OF BUSINESS 
 

1. CONVENE MEETING AND ESTABLISH QUORUM 
 
The meeting was called to order by A. Abney-Bass, Chairperson, at 1:00pm. Roll call of the council members 
conducted and a quorum established. This meeting is being facilitated by A. Abney-Bass, Chairperson, and the 
meeting is being recorded.   
 

2. APPROVAL OF MINUTES – ACTION 
 
A motion was made to approve the meeting minutes for September 16, 2024 as presented. 
 

a. September 16, 2024 – CoC Meeting Minutes  
 
Motion: Jennifer Macarthy 
Second: Tami Ritter 
Oppose: None 
Abstain: None 
 

A motion was made to approve the meeting minutes for September 30, 2024 as presented with a note indicating 
that J. Macarthy was present for the September 30, 2024 meeting but was not present for the vote of item 2: 
Approval of Priority Listing for HUD Continuum of Care 2024-25 Application.  
 

b. September 30, 2024 –Special CoC Meeting Minutes  
 
Motion:  Brad Brunner 
Second:  Tami Ritter 
Oppose: None 
Abstain: Tracy Johnstone, Sarah Frohock and Keesha Hills 
 

A motion was made to approve the meeting minutes for October 7, 2024 as presented. 
 

c. October 7, 2024 – CoC Meeting Minutes  
 

Motion: Tracy Johnstone 
Second: Matt McCoy 
Oppose: None 
Abstain: Sarah Frohock  

 
3. COMMUNITY SPOTLIGHT:  OROVILLE RESCUE MISSION – INFORMATION 

Presenting:  Allan Dikes 
 
A. Dikes, Oroville Resource Center & Rescue Mission, shared the history of the Oroville Rescue Mission and the 
programs offered at the Oroville Resource Center & Rescue Mission which include: 
 
• Emergency Food Boxes 
• Emergency Shelter 
• Transitional Housing 
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• Drug and Alcohol Recovery (New Life Recovery Program) 
• Case Management 
• Housing Navigation 
• Housing Deposits 
• Eviction Prevention 
• Permanent Housing (Round About Housing) 
• Resume Building 
• Job Readiness 
• Financial Seminars 
• CalAIM- Enhanced Case Management and Community Supports 

 
A. Dikes reviewed and provided an overview of Project Esperanza: 

 
• 40 Congregate Beds, 20 Male/20 Female 
• Laundry Facilities, ADA restroom facilities and showers 
• Case Management/Housing Navigation 
• Low Barrier Entry 
• Night by Night 

 
Esperanza Village includes: 
 
• 30 100 sq ft Pallet Shelters 
• 5 ADA Units 
• Pet Area 
• Safe Camping (5 spaces), Safe Parking (5 spaces) 
• Shower/Laundry Facilities 
• 24 hr. Security 
• Transitional Housing 

 
Brief discussion held on Esperanza. 

 
A. FY 2024 CoC PROGRAM CONSOLIDATED APPLICATION AND PLANNING GRANT REVIEW 

AND APPROVAL – ACTION 
 

S. Morgado, Housing Tools, reviewed and explained the information in the memo included in the agenda packet 
for “Approval of HUD Continuum of Care 2024 and 2025 Consolidated Application and Acceptance of Planning 
Grant for 2024 and 2025.”  This is a 2-year funding grant.  
 
A motion was made to approve the HUD Continuum of Care 2024 and 2025 Consolidated Application and 
Acceptance of Planning Grant for 2024 and 2025. 
 

Motion: Tami Ritter 
Second: Tracy Johnstone 
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Oppose: None 
Abstain: None 

 
 Voting conducted by roll call of the Council Members. 
 

B. ELECTIONS POLICY AND PROCEDURE – INFORMATION 
 
E. Murray, CoC Coordinator, presented and reviewed the CoC Election Activity Timeline which is included in the 
agenda packet and on the CoC website.  The Timeline was approved in the regular CoC meeting in September.  
The approved Nomination Form will sent out after the meeting today and nominations will begin being accepted.  
In order to be nominated, the individual must be a CoC member Individuals can self-nominate.  The upcoming 
expiration of Council member seats were reviewed. 
 
C. GOVERNANCE COMMMITTEE: POLICY AND PROCEDURE UPDATE – ACTION 

 
E. Murray, CoC Coordinator, reviewed the recommended update from the Governance committee to the 
Continuum of Care (CoC) Policy and Procedure which is: 
 
Section VI Emergency Transfer Lease Breaking Fees (a) 
• (a) All Program Participants, regardless of known survivor status are notified of the availability the 

Emergency Transfer Plan via the Informed Consent Form that is provided during enrollment into the 
Homeless Management Information System (HMIS).  Contacts include: 

o Catalyst – 800-895-8476 
o Legal Services of Northern California – 800-345-9491 

 
A motion was made to approve the update to the Continuum of Care (CoC) Policy and Procedure Section VI (a) 
 

Motion: A. Abney-Bass 
Second: J. Macarthy 
Oppose: None 
Abstain: None 

 
 Vote was conducted by roll call of the voting Council Members.  

 
D. 2024 CoC BUILDS PROJECT APPLICATION RECOMMENDATION – ACTION 

 
E. Murray, CoC Coordinator stated there were 2 applications submitted for the 2024 CoC Builds Project.  After 
review by the Review and Ranking Committee it was determined that 1 application did not meet threshold 
requirements and was not scored.  The application submitted by CHAT was scored and proposes to construct 7 
free standing houses, adding an additional 21 bedrooms to property already owned by CHAT.  E. Murray 
reviewed the 2024 CoC Builds Project Application Recommendation memo included in the agenda packet.  
 
A motion was not made for the approval of the recommendation.  Voting was conducted by roll call of all of the 
Council Members and a unanimous vote concluded the approval of the Committee’s recommendation. 
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E. LEAD AGENCY, COLLABORATIVE APPLICANT, ADMINISTRATIVE ENTITY UPDATES – 
INFORMATION 

 
B. Harvey-Butterfield, DESS, stated the State is still in the process of finalizing the HHAP 5 contract and once it 
is finalized, the Request for Proposals process will be initiated. 
 
B. Harvey-Butterfield, also informed the CoC that the Emergency Services Grant Balance of State Notice of 
Funding Availability is set to be released in December. 
 
B. Harvey-Butterfield reminded everyone about the Point in Time (PIT) in January 2025. 
 
B. Harvey-Butterfield stated the lead agency will be working with CHAT to submit the 2024 Continuum of Care 
(CoC) Builds application by the deadline.  
 
B. Harvey-Butterfield reminded everyone the CoC all member meeting is in November and will be an in-person 
meeting in Oroville.  
 
E. Rawlinson, DESS, reviewed and explained the Longitudinal System Analysis (LSA) that is currently in 
process. 

 
F. COMMITTEE REPORTS – INFORMATION 
 
Governance Committee – E. Murray stated the committee was working on the update to the CoC Policy as 
presented at this meeting.  Next meeting is in November and taking a hiatus for December. If interested in joining 
the Governance Committee reach out to E. Murray directly.  
 
HMIS/CES Committee – E. Rawlinson stated at the last meeting was October 7, 2024.  The committee completed 
and approved the Privacy and Security Plan which included updates to the HMIS Policy and Procedure and the 
Informed Consent Form.  All changes approved by the Committee will be presented at the All-Member meeting 
in November for approval.  
 
Households with Children – B. Boyer stated the Committee met on October 1, 2024 and discussed Back to 
School. The committee is going to start having in-person meetings with the meetings rotating locations. 
 
Chronic Homelessness – S. Storkan stated the Committee met on September 18, 2024 and a presentation was 
given by the Sobering Center. Next meeting is November 20, 2024 via zoom if interested in attending email 
Shelly Storkan.  
 
PIT Committee – J. Coughlin stated the Committee has been meeting diligently the last several months and has 
finalized the questions to be used  for the 2025 PIT.  The questions will be presented at the All-Member meeting 
for approval. Volunteer information will also be provided to solicit volunteers.  A lot of volunteers are needed for 
the PIT to be successful. Training will occur in January. Next meeting is October 30, 2024 from 3pm to 4pm.  
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Equity Committee – On hiatus until January 2025 
 
Youth Homelessness – J. Indar stated the committee has been working on the November Youth Homeless 
Awareness activities. Proclamations to be released by local municipalities and the Board of Supervisors. Light the 
Night Candlelight vigil on November 14, 2024 at about sundown in downtown Chico. Information regarding 
events to be sent out.  
 
Veteran’s – M. McCoy stated last meeting was on October 9, 2024 with discussion held on the Veteran Stand 
Down happening this week September 24, 25 and 26.  The Veteran Stand Down will be held in Chico at the Elks 
Club. Medical and Dental services will be provided.  Butte College Veteran’s Event is on November 7, 2024 from 
11am to 2pm.  Chico State’s Veteran’s event is on November 5, 2024 starting at 11am at Colusa Hall. Nation’s 
Finest has a food fundraiser at Woodstock’s pizza from 12pm to 9pm. Vector’s Food pantry is open every Sunday 
and Vector’s has 4 beds available.  

 
G. COALITION AND JURISDICTION REPORTS/UPDATES - INFORMATION 

 
Tami Ritter, BOS – No report 

 
 Greater Oroville Homeless Coalition – J. Jamison stated there is nothing new to report.  
 

City of Chico – M. Alonzo stated a community meeting will be held to get feedback from the public on the HUD 
funding.  All interested parties are encouraged to attend the meeting is Thursday at the Dorothy Johnson Center 
from 6pm to 8pm. Food and drinks will be provided. There will be activities for children. Please share flyer for 
the community meeting.  
 
City of Oroville – T. Johnstone stated very excited about the Esperanza Project to be completed.  
 

 City of Paradise – No report 
 
H. ANNOUCEMENTS:  

 
P. Wysocki, TNHA, announced breaking ground on the Navigation Center last Friday and thanked all those who 
came and supported the opening.  

 
 
I. NEXT MEETING – MONDAY, NOVEMBER 18, 2024:  ALL MEMBER MEETING 
Butte County Department of Employment & Social Services 
78 Table Mountain Blvd., Oroville – Andes Room 
 
J. ADJOURN 

 
Meeting adjourned at 2:02pm. 
 



 

 

  
 
 
Continuum of Care All Member Meeting 
In-Person Meeting 
November 18, 2024 1:00 p.m. – 3:00 p.m. 
 

 
CoC Agenda Item #4: 
 
Council Member Nomination and 
Elections 
 
 

Butte Countywide Homeless Continuum of Care 
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DATE:   November 18, 2024 

MEMORANDUM FOR: CoC Council and Voting Members 

FROM:   Erin Murray 
Program Manager, Housing and Homeless 
Butte County Department of Employment and Social Services 
Butte Countywide Homeless CoC Lead Agency 

 
SUBJECT:  2024 CoC Council Nominations and Elections 
 
 
Nominations for the CoC Council were solicited via email on October 21, 2024. Reminder emails 
followed on October 28, 2024 and October 31, 2024. A total of six service area representatives have 
terms that end December 31, 2024. Newly elected Council members will begin their terms at the first 
CoC Council Meeting in the new calendar year. 
 
The following documents related to the election process can be found following this memo: 

 
• CoC Council Elected Seats and Nominees 
• CoC Council Nominees Guide 
• Nomination Forms in order by category 

 

http://www.buttehomelesscoc.com/


 2024 CoC Council Elected Seats and Nominees

Service Category Nominees
Homeless or Formerly Homeless Individual Brittnie Paxman, Jordan Crossing

Sam Keller, Community Member

CDBG/HOME/ESG Entitled Jurisdiction /Local Government MaryJo Alonzo, City of Chico

Domestic Violence Service Provider Anastacia Snyder, Catalyst

Faith-Based Organizations Brittnie Paxman, Jordan Crossing

Keesha Hills, Oroville Southside Community Improvement Association

Higher Educational Institution Maisue Thao, Butte-Glenn Community College

LGBTQ+ Service Organizations / Advocates Jennifer Zellers, Youth for Change

Street Outreach Teams Charles Withuhn, North State Shelter Team

Philip Wysocki, True North Housing Alliance

Sam Keller, Community Member

Substance Abuse Service Organization Brittnie Paxman, Jordan Crossing

Tribal Nations or Indigenous Entities Priest Martinez, Northern Circle Indian Housing Authority

Youth Homeless Organizations and Youth Advocates Josh Indar, Butte County Office of Education

Other: Families and Youth That Have Experienced Homelessness Haley Irish, Chico Housing Action Team

Other: Families with Youth Sarah Graham, Chico Housing Action Team

Other: Those That Do Not Fit in Existing Shelters Charles Withuhn, North State Shelter Team

Category Elected Seats
Affordable Housing Developer Brad Brunner, Caminar
Emergency Shelter Amber Abney-Bass, Jesus Center
Employment and Social Services Organizations Briana Harvey-Butterfield, Butte County DESS
Mental Health Service Organization Sarah Frohock, Butte County DBH
Public Housing Authorities Angie Little, Housing Authority of the County of Butte
Veteran Services Matthew McCoy, Butte County VSO
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2024 CoC Council Nominees Guide 
By Category 

 

Homeless or Formerly Homeless Individual 

Brittnie Paxman 

Title and Agency: Administrative Supervisor, Jordan Crossing 

Expertise: Lived experience with homelessness, addiction, abuse, domestic violence and justice 
involvement. 6.5 Years of experience providing direct services to the above‐mentioned populations, 
including but not limited to program oversight, case mgmt, counseling, etc. 

Nominated by: Self 

 

Sam Keller 

Title and Agency: Community Member 

Expertise: Sam is currently homeless in Chico. As someone who currently uses our system of 
homeless services he brings a wealth of insight to what works and what doesn’t work. Sam is highly 
intelligent and acts as an advocate and support person to other people who are experiencing 
homelessness. Sam has been involved in helping to create homeless service programs in other states 
and has useful knowledge from how other communities approach this issue. 

Nominated by: Siana Sonoquie, Community Member 

 

CDBG/HOME/ESG Entitled Jurisdiction/Local Government Staff 

MaryJo Alonzo 

Title and Agency: Housing Program Manager, City of Chico 

First Nomination 

Expertise: MaryJo is the City of Chico’s Housing Program Manager. She administers HOME, CDBG, 
and local affordable housing programs and works with state and federal representatives, community 
agencies, and affordable housing providers to create affordable housing opportunities in the area. 
MaryJo regularly attends the CoC’s monthly meetings and is the Vice Chair of its Governance 
Committee. 

Nominated by: CoC Member Debbie Villasenor, Housing Consultant 

 

Second Nomination 

Expertise: Her role with the City of Chico makes her the ideal candidate for this position. 

Nominated by: CoC Member Brad Brunner, Caminar  
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Domestic Violence Service Provider 

Anastacia Snyder 

Title and Agency: Executive Director, Catalyst 

Expertise: Experience and knowledge of the need of housing for those fleeing domestic violence. 

Nominated by: CoC Member Brad Brunner, Caminar 

 

Faith‐Based Organization 

Brittnie Paxman (See Homeless or Formerly Homeless) 

 

Keesha Hills 

Title and Agency: Director of Operations, Oroville Southside Community Improvement Association 
(OSCIA) 

Expertise: Keesha has direct experience providing services to homeless households in our service 
area and has served on the Butte CoC Council since 2022. Keesha comes prepared and contributes 
to finding critical services to help vulnerable individuals in our area. 

Nominated by: Debbie Villasenor, Housing Consultant 

 

Higher Educational Institution 

Maisue Thao 

Title and Agency: Basic Needs Coordinator, Butte‐Glenn Community College  

Expertise: I am currently the first Basic Needs Coordinator at Butte College and have worked for 
over 4 years with individuals and families who were at risk of losing housing or currently without 
housing. The students I work with represent all age groups and cultural backgrounds. Additionally, I 
lead our Roadrunner Cares team who provide case management to our most at risk students, 
connecting them to services across campus and in the community. I also lead our Asian Pacific 
Islander Council on campus which provides opportunities and a voice to our API community on 
campus. 

Nominated by: Self 

 

Lesbian Gay Bisexual Transgender Queer and Others (LGBTQ+) Service Organizations / 
Advocates 

Jennifer Zellers 

Title and Agency: Program Manager, Youth for Change 

Expertise: Jennifer works for Youth for Change, she's previously worked for the juvenile justice 
system in the state of Georgia. Jennifer has her MSW, previously interned at Stonewall, is a part of 
the LGBTQ+ community. She's been an advocate for her community for many years and has worked 
with LGBTQ+ youth and adults. 

Nominated by: CoC Member Elisa Rawlinson, Butte County 
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School Administrator and Homeless Liaisons (Preschool‐12th Grade) 

Josh Indar 

Title and Agency: Assistant Director of School Ties, Butte County Office of Education (BCOE) 

Expertise: Josh has over 15 years of experience supporting students and unaccompanied youth in 
Butte County. He has chaired the CoC's Runaway Homeless Youth Subcommittee, lead Homeless 
Youth Awareness Month activities, and most recently secured funding to expand our Youth Advisory 
Board, Voices United. He trains school district homeless liaisons and provides other supports to 
schools and students around the county. 

Nominated by: CoC Member Meagan Meloy, BCOE 

 

Street Outreach Teams 

Charles Withuhn 

Title and Agency: President, North State Shelter Team 

Expertise: The expertise he would bring to the council is from his direct connections and personal 
contacts with homeless people of our area multiple times a week for over three years; the research 
he has done of successful shelter programs on the west‐coast will bring needed insight to 
prospective proposals. North State Shelter Team (NSST) has won two international awards for their 
ground breaking work with their Solar Charged Mobile Showers program. NSST is currently working 
on five programs for the care of the homeless. NSST is in meetings with the Chico City Staff on our 
Managed Campground Proposal. 

Nominated by: Self 

 

Philip Wysocki 

Title and Agency: Principal Management Analyst, True North Housing Alliance (TNHA) 

Expertise: Phil brings a wealth of experience working with unhoused communities across the North 
State. With a background in law enforcement, community needs assessments, policy analysis, grant 
writing, and program development, Phil now serves as TNHA's Principal Management Analyst. In this 
role, he has spearheaded outreach and partner coordination efforts, strengthening TNHA's 
partnerships and optimizing programming to complement, rather than duplicate, community‐wide 
initiatives that support unhoused individuals in shelters and encampments. 

Nominated by: CoC Member Taylor Bunch, TNHA 

Sam Keller (See Homeless or Formerly Homeless) 

 

Substance Abuse Service Organization 

Brittnie Paxman (See Homeless or Formerly Homeless) 
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Tribal Nations or Indigenous Entities 

Priest Martinez 

Title and Agency: Empowerment and Supportive Service Manager, Northern Circle Indian Housing 
Authority 

Expertise: He is the EES Manager for the Northern Circle Indian Housing Authority. He’s on the CoC 
council in Sacramento and one other community. His agency works with two different tribal entities 
in our county and he’s got extensive experience working with state and federal grants, over 7 
different tribal entities and multiple CoCs. He has attended both CoC meetings and HMIS/CES 
meetings within the last 12 months. 

Nominated by: CoC Member Elisa Rawlinson, Butte County 

 

Youth Homeless Organizations and Youth Advocates 

Josh Indar (see School Administrator and Homeless Liaisons (Presechool‐12th Grade)) 

 

Other Homeless Subpopulation Advocates 

Charles Withuhn (See Street Outreach Teams) 

Subpopulation: Those That Do Not Fit in Existing Shelters 

 

Haley Irish 

Subpopulation: Families and Youth That Have Experienced Homelessness 

Title and Agency: Housing Support Coordinator, Chico Housing Action Team (CHAT) 

Expertise: My background is in public health, specifically community outreach and program 
implementation. Currently I work to provide in home case management to families who were 
unhoused. I utilize my background in public health to plan and facilitate a monthly event for families 
and youth in the program that creates a positive environment for participants. In each of these 
events is a health promotion aspect to support participants in their growth to stabilization and 
overall wellness. 

Nominated by: Self 

 

Sarah Graham 

Subpopulation: Families with Youth 

Title and Agency: Director of Finance and Development, Chico Housing Action Team (CHAT) 

Expertise: I would like to offer my expertise in strategic budgeting and resource planning. My 
experience working with CHAT over the past 2.5 years has given me a good insight into challenges 
facing organizations supporting numerous homeless subpopulations, in permanent & transitional 
housing as well as shelter settings. I would like to support efforts at a county level to address these 
issues and to help source additional resources to better support our community partners. 

Nominated by: Self 
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Introduction 
A Homeless Management Information System (HMIS) contains highly sensitive medical, financial, and 
personal data ranging from substance abuse treatment and mental health records to immigration 
status. In a world rife with cyberattacks, such private information must always be treated as at risk—
especially for already vulnerable populations experiencing homelessness. 

Data breaches come with significant safety and security risks. For example, stolen information can 
worsen the financial situation of people experiencing homelessness, while knowing other people have 
acquired private life details without consent can undermine a person’s feelings of safety and autonomy.  

To protect individuals against privacy violations and data security breaches, all HMISs are subject to 
HIPAA, 42 Code of Federal Regulations (CFR) Part II, and other regulations. For instance, HIPAA is a 
federal law requiring that no sensitive health information be disclosed without a patient’s consent or 
knowledge. 

HMIS is a trust-based system. In other words, clients are putting a great deal of faith into the hands of 
care providers and case managers when they share the private details of their lives with them.  
Additionally, a key purpose of HMIS is to relieve clients in crisis from the responsibility of managing 
their own data, allowing service providers to take on that role instead. Thus, allowing clients to focus 
on survival, healing, and ultimately housed self-sufficiency. 

Most Continuums of Care (CoCs) rely primarily on self-reported data from clients. Individuals 
experiencing homelessness who don’t trust the security and privacy of HMIS and of the Contributing 
HMIS Organization (CHO) will be reluctant to answer candidly, which ultimately hinders the CHO’s 
ability to provide the tailored help client’s need - and will undermine the reliability of the data.  Success 
with clients hinges on trust. 

Background 
The following HUD HMIS Standards were referenced in the creation of this document:  

• 2004 HMIS Data and Technical Standards Final Notice  

• 2010 HMIS Data Standards Revised Notice: released on March 29, 2010. These final Standards 
reflect the public comments that HUD received on a set of draft Data Standards, released in July 
2009. They incorporate the interim Data Standards for the Homelessness Prevention and Rapid 
Re-Housing Program (HPRP) published in June 2009 and replace Sections 2 (Universal Data 
Elements) and Section 3 (Program-Specific Data Elements) of the 2004 HMIS Data and Technical 
Standards. All other sections of the 2004 notice, such as the privacy and security standards, 
remain in effect.  

o HMIS Data standards are updated biannually (every two years).  As of the writing and approval 
of this plan the most recently released Data Standards are the 2024 HMIS Data Standards.  
These Data Standards update data collection rules and definitions as they relate to HMIS. 
However, all other sections of the 2004 notice, such as the privacy and security standards, 
remain in effect.  

• 2011 HMIS Requirements Proposed Rule 

https://www.bitfocus.com/blog/principles-effective-social-work-case-management
https://www.bitfocus.com/blog/principles-effective-social-work-case-management
https://www.govinfo.gov/content/pkg/FR-2004-07-30/pdf/04-17097.pdf
https://www.govinfo.gov/content/pkg/FR-2011-12-09/pdf/2011-31634.pdf
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• Starting in 2014, HUD changed the format and the contents of the information. Rather than 
compiling all the information into one document, HUD is releasing a series of documents 
designed for specific audiences. They are:  

 HMIS Data Dictionary – The HMIS Data Dictionary is designed for HMIS vendors and HMIS Lead 
Agency system administrators to understand all of the data elements required in an HMIS, data 
collection and function of each required element, and the specific use of each element by the 
appropriate federal partner.  The HMIS Data Dictionary should be the source for HMIS software 
programming.  

 HMIS Data Manual – The HMIS Data Manual is designed for HMIS Lead Agency system 
administrators, Continuum of Care leaders, and HMIS users. The Manual lists and defines data 
elements to be collected in an HMIS and provides definitions and program use context for data 
collection. Identical data elements are presented in the Data Dictionary and Data Manual but 
the readership and context are different.  

 HMIS Program Manuals – A series of program manuals will be released prior to October 1, 
2014. These manuals will enable an HMIS to be used across all of the federal partners identified 
in the Data Dictionary and the Data Manual. The Manual will provide HMIS Leads, HMIS 
vendors, CoCs, and end users with all the information they need on each federal partners 
specific programs and program components. 

 

The HMIS Lead Agency oversees the overall privacy and security of the local HMIS. The HMIS Lead Agency 
and HMIS Lead Agency System Administrator are responsible for preventing the degradation of HMIS 
resulting from viruses, intrusion, or other factors within the HMIS Lead Agency System Administrator’s 
control and for preventing inadvertent release of confidential client-specific information through physical, 
electronic or visual access to Administrator workstations or system servers. However, CHOs play a crucial 
role in protecting HMIS.  

CHOs are responsible for ensuring their systems are secure from viruses, unauthorized access, and other 
threats within their control. CHOs must also take measures to prevent the release of confidential client 
information through verbal, physical, electronic, or visual access to their workstations, devices or 
paperwork. 

Each CHO must adhere to the Privacy and Security requirements set by the HUD 2004 HMIS Data and 
Technical Standards. This includes conducting a thorough review of their internal policies and procedures 
related to HMIS privacy and security on a quarterly basis. By doing so, CHOs help maintain the integrity 
and confidentiality of HMIS. 

Privacy 
Plan Overview 

On July 30, 2004, the US Department of Housing and Urban Development (HUD) released the HMIS 
standards (69 Federal Register No. 146).  On December 9, 2011 HUD released HMIS Requirements 
Proposed Rule (Federal Register / Vol. 76, No. 237).  These standards outline the responsibilities of 
HMIS, the Lead Agency and CHOs.  

https://www.govinfo.gov/content/pkg/FR-2004-07-30/pdf/04-17097.pdf
https://www.govinfo.gov/content/pkg/FR-2011-12-09/pdf/2011-31634.pdf
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This section describes the Privacy Plan of the Butte Countywide HMIS System. The policies and 
information contained within this plan are consistent with HUD standards. All HMIS End Users, CHOs, 
CHO staff and system administrators must adhere to this Privacy Plan.  Failure to comply may result in 
the removal of an End User or CHO Agency from the HMIS. 

This document supports the Butte Countywide Continuum of Care’s (CoC) aim of providing an effective 
and usable case management tool that helps clients move through the homeless service system in a 
safe, secure, caring and trauma-informed manner. The CoC recognizes clients served by individual 
agencies are not exclusively that “agency’s client” but instead are truly a client of the Butte Countywide 
CoC. Therefore, this Privacy Plan supports an open system of client-level data sharing amongst 
agencies. 

The core tenant of the Privacy Plan is the Baseline Privacy Notice (which can be found in Appendix A 
of this document, herein referred to as the “Privacy Notice” which was approved by the CoC the same 
date as this plan was adopted and approved. This notice describes how client’s information may be 
used and disclosed and how clients can access their information. Each agency must, at minimum, 
adopt the Privacy Notice approved by the CoC.  If a CHO is subject to higher levels of privacy and 
security standards due to the nature of their homeless population, service provisions, grant 
requirement or other federal or state regulation, they must develop a Privacy Notice which exceeds 
all minimum requirements set forth in the CoC approved Privacy Notice (this is described in the Agency 
Responsibilities section of this Privacy Plan). This ensures all agencies participating in HMIS are 
governed by the same minimum standards of client privacy protection.  Any CHO who develops a 
Privacy Notice that exceeds the minimum requirements set forth in the CoC approved Privacy Notice, 
must provide a copy to the HMIS/CES Committee and the CoC for approval.   

All CHOs must post either the CoC’s approved Privacy Notice their own CoC approved Privacy Notice 
on their agency’s local website (if available).   

All individuals with access to Personal Protected Information (PPI/PII), also known as Personal 
Identifying Information (PII), herein referred to PPI/PII, are required to complete formal 
training in privacy requirements at least annually. 

The Privacy Notice may be amended at any time. Amendments may affect information 
obtained by the agency before the date of the change. An amendment to the Privacy Notice 
regarding use or disclosure will be effective with respect to information processed before the 
amendment, unless otherwise stated. A record of all amendments to this Privacy Notice must 
be made available to clients upon request. 

This document reflects the baseline requirements listed in the HMIS Data and Technical 
Standards Final Notice, published by HUD in July 2004. Should any inconsistencies with the 
HUD Standards be identified, please immediately notify the Butte Countywide HMIS Lead 
Agency, using the contact information below, and note the HUD Standards take precedence. 

All questions and requests related to this Privacy Notice should be directed to: HMIS Lead 
with Butte County Department of Employment and Social Services (DESS): 
HMIShelp@buttecounty.net or 530-552-6200 and ask for the HMIS Lead. 

 

mailto:HMIShelp@buttecounty.net
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Privacy Notice: This is the main document of this Privacy 
Plan. This document outlines the minimum standard by 
which an agency collects, utilizes and discloses 
information. 

*REQUIRED* Agencies must, at 
minimum, adopt the Privacy Notice 
approved by the CoC, which meets 
all minimum standards set forth by 
HUD. CHOs must post the CoC 
approved Privacy Notice on the 
Agency’s local website (if available). 
 

Public Notice: This posting explains the reason for asking 
for personal information and notifies the client of the 
Privacy Notice. 

*REQUIRED* Agencies must adopt 
and utilize the Public Notice.  This 
notice must be posted, and easily 
visible at any station or place in 
which HMIS data is gathered from 
clients.  Including while conducting 
outreach. 
 

Informed Consent: This form must be signed by all adult 
clients and unaccompanied youth. This gives the client 
the opportunity to refuse the sharing of their information 
with other agencies within the system. 
Parents with underage children who are either in their 
physical care and custody or whose children are expected 
to live with the parent upon receipt of housing, must 
include all children’s names on the Informed Consent. 
 

*REQUIRED* Client Signatures or 
Verbal Approval are required prior 
to inputting client information in 
HMIS. 

 

HMIS User Responsibilities 

A client’s privacy is upheld only to the extent that HMIS users, CHOs, HMIS End Users and CHO 
staff protect and maintain said privacy. The role and responsibilities of the HMIS End User 
cannot be over-stated.  

“CHO staff” is defined as a person that has direct interaction with a client or their HMIS data, 
regardless of whether or not they are entering the data into HMIS. (This could potentially be 
any person at the agency: staff member, volunteer, contractor, etc.)  All CHO staff have the 
responsibility to: 

• Understand the Butte Countywide CoC’s HMIS Privacy Notice 

• Be able to explain the Privacy Notice to clients 

• Follow the Privacy Notice 

• Know where or to whom they should refer the client if they cannot answer the client’s 
questions 

• Complete an Informed Consent with client prior collecting HMIS data (if there is not 
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already an active Informed Consent in the system, or if the client is new to HMIS) 

• Provide client a copy of the “Privacy Notice Quick Guide for Organizations in the Butte 
Countywide Homeless Continuum of Care” 

• Collect client HMIS data in a place/location in which the Public Notice is easily visible to 
the client 

• If a client requests a copy of the Privacy Notice it must be provided to client before 
collecting any information. 

• The client must sign the Acknowledgment of Receipt, and a copy must be 
uploaded to the client level file. 

• Uphold the client’s privacy in the HMIS and surrounding their data, information, or story 
as it relates to HMIS. 

 

Agency Responsibilities 

The 2004 HUD HMIS Standards emphasize it is the CHO’s responsibility to uphold client 
privacy. CHOs and CHO staff must understand the legal, ethical and regulatory responsibilities 
of collecting and maintaining client data. This policy and the Privacy Notice provide guidance 
on the minimum standards by which CHOs and CHO staff must operate if they wish to 
participate in the HMIS. 

Meeting the minimum standards in this Privacy Plan and the Privacy Notice are required for 
participation in the HMIS. Any agency may exceed the minimum standards described. 
Agencies must adopt the Butte Countywide CoC HMIS Privacy Notice which meets the 
minimum standards before data entry into the HMIS can occur. 

CHOs have the responsibility to: 

• Review their program requirements to determine what industry privacy standards must 
be met that exceed the minimum standards outlined in this Privacy Plan and Privacy 
Notice (examples: Substance Abuse Providers covered by 24 CFR Part 2, HIPPA Covered 
Agencies, Legal Service Providers). 

• Review the 2004 HUD HMIS Privacy Standards (69 Federal Register 45888) 

• Adopt and uphold the Privacy Notice which meets all minimum standards in the Privacy 
Notice as well as all industry privacy standards. Modifications to the Privacy Notice must 
be approved by the HMIS Committee and then approved by the Butte Countywide CoC. 

• Ensure that all CHO staff are aware of the Privacy Notice and have access to it. If the 
agency has a website, the agency must publish the Privacy Notice on their website. 

• Make reasonable accommodations for persons with disabilities, language barriers or 
education barriers. 

• Ensure that anyone working with clients covered by the Privacy Notice can meet the 
User Responsibilities. 
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• Have all HMIS End Users sign a Verification of Receipt and Understanding related to this 
policy. 

• Designate at least one Security Officer that has been trained to technologically uphold 
the Privacy Notice. 

 
HMIS Lead Agency; System Administrator/Administration Responsibilities 

HMIS Lead Agency has the responsibility to: 

• Work with HMIS/CES Committee to create a Privacy Plan which meets or exceeds all 
minimum standards as described in the HUD Data and Technical Standards. 

• Train and monitor all CHOs, End users, CHO staff and Security Officer upholding system 
privacy. 

• Monitor CHOs to ensure adherence to the Privacy Plan. 

• Maintain the CoC’s HMIS webpage to keep all references within the Privacy Notice up 
to date. 

 

Collecting PPI/PII 

A provider must collect PPI/PII by lawful and fair means and, where appropriate, with the 
knowledge or consent of the individual. When a provider is required by law, or by a funding 
source to collect information it must ask for the required information, although participants 
may refuse to provide the information and still receive services.  PPI/PII collected by CHOs 
may be required or may be collected to assist with monitoring project operations, to better 
understand the needs of people experiencing homelessness, and to improve services for 
people experiencing homelessness.  
 

In all circumstances, providers should make data collection transparent by providing 
participants with a written copy of the CoC’s Privacy Notice or informing clients where they 
can access the privacy notice, describing the notice in plain language, and posting a public 
statement in an easily visible manner.   

Disclosures of PPI/PII 

It might be necessary for a CHO to disclose client PPI/PII.  Any disclosures must comply with 
HUD rules.   

• “Uses” are internal activities for which providers interact with participant PII.  

• “Disclosures” of PII occur when providers share PII with an external entity.  
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Data Disclosures Not Requiring Client Consent 

Once collected, providers have obligations about how PPI/PII information may be used and disclosed. 
Uses and disclosures either are required by HUD (e.g., participants’ access to their own information, 
oversight of compliance with the HMIS data privacy and security standards) or are permitted by HUD 
(e.g., to provide services, reporting to funders).  
HUD’s required and permitted uses and disclosures must be stated in the CoC’s Privacy Notice. HUD 
requires two mandatory disclosures regardless of their inclusion in the Privacy Notice:  

• Client access to their information; and  

• Disclosures for oversight of compliance with HMIS privacy and security standards.  
 

Permitted Disclosures  

The 2004 HMIS Data and Technical Standards Final Notice , quoted below, permit the following uses 
and disclosures of PPI/PII without participant consent, provided that the uses and disclosures are 
listed in the CoC’s Privacy Notice. If any of these uses and disclosures are not listed in the Privacy 
Notice, client consent is required:  

• To provide or coordinate services to an individual;  

• For functions related to payment or reimbursement for services;  

• To carry out administrative functions, including but not limited to legal, audit, personnel, 
oversight and management functions; and 

• For creating de-identified datasets from PII.  

• Uses and disclosures to avert a serious threat to health or safety;  

• Uses and disclosures about victims of abuse, neglect or domestic violence; A CHO may disclose 
PPI/PII about an individual whom the CHO reasonably believes to be a victim of abuse, neglect 
or domestic violence to a government authority (including a social service or protective services 
agency) authorized by law to receive reports of abuse, neglect or domestic violence under any 
of the following circumstances: 

o Where the disclosure is required by law and the disclosure complies with and is limited to 
the requirements of the law;  

o If the individual agrees to the disclosure; or  

o To the extent that the disclosure is expressly authorized by statute or regulation; and  

o The CHO believes the disclosure is necessary to prevent serious harm to the individual or 
other potential victims; OR if the individual is unable to agree because of incapacity, a law 
enforcement or other public official authorized to receive the report represents that the 
PPI/PII for which disclosure is sought is not intended to be used against the individual and 
that an immediate enforcement activity that depends upon the disclosure would be 
materially and adversely affected by waiting until the individual is able to agree to the 
disclosure.  

• A CHO that makes a permitted disclosure about victims of abuse, neglect or domestic violence 
must promptly inform the individual that a disclosure has been or will be made, except if:  

https://www.govinfo.gov/content/pkg/FR-2004-07-30/pdf/04-17097.pdf
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o The CHO, in the exercise of professional judgment, believes informing the individual
would place the individual at risk of serious harm; or

o The CHO would be informing a personal representative (such as a family member or
friend), and the CHO reasonably believes the personal representative is responsible for
the abuse, neglect or other injury, and that informing the personal representative would
not be in the best interests of the individual as determined by the CHO, in the exercise of
professional judgment.

• Uses and disclosures for research purposes;

• When a judge, administrative agency orders it; and

• Uses and disclosures for law enforcement purposes: A CHO may, consistent with applicable
law and standards of ethical conduct, disclose PPI/PII for a law enforcement purpose to
a law enforcement official ONLY under the following circumstances:

o In response to a lawful court order, court-ordered warrant, subpoena or summons
issued by a judicial officer, or a grand jury subpoena;

 If the law enforcement official makes a written request for protected
personal information that:

 Is signed by a supervisory official of the law enforcement agency seeking
the PPI/PII; and

 States that the information is relevant and material to a legitimate law
enforcement investigation; and

 Identifies the PPI/PII sought; and

 Is specific and limited in scope to the extent reasonably practicable in light
of the purpose for which the information is sought; and

 States that de-identified information could not be used to accomplish the
purpose of the disclosure; OR

 If the CHO believes in good faith that the PPI/PII constitutes evidence of
criminal conduct that occurred on the premises of the CHO; OR

 In response to a request for the purpose of identifying or locating a
suspect, fugitive, material witness or missing person and the PPI/PII
disclosed consists only of name, address, date of birth, place of birth, Social
Security Number, and distinguishing physical characteristics; OR

 If the official is an authorized federal official seeking PPI/PII for the
provision of protective services to the President or other persons
authorized by 18 U.S.C. 3056, or to foreign heads of state or other persons
authorized by 22 U.S.C. 2709(a); or

 For the conduct of investigations authorized by 18 U.S.C. 871 and 879
(threats against the President and others); and

• The information requested is specific and limited in scope to the
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extent reasonably practicable in light of the purpose for which the 
information is sought. 

 

If a CHO discloses information to law enforcement, the CHO must inform the HMIS Lead Agency 
within 24 hours of occurrence, and shall provide a written description of the circumstances, 
reason for disclosure and information disclosed.  This can be submitted via email to 
HMIShelp@buttecounty.net    

Required Disclosures 

HUD requires two mandatory disclosures regardless of their inclusion in the Privacy Notice:  

• Participants’ access to their own information 

• Disclosures for oversight of compliance with HMIS data privacy and security standards  

Certain uses and disclosures may also be prohibited or otherwise restricted by other federal, 
state, or local laws. For instance, recipients of Violence Against Women Act (VAWA) funding 
are prohibited from disclosing PII without the participant’s written consent.  

 
Client Requests 

Clients have the right to request in writing: 

• A copy of all PPI/PII collected, 

• An amendment to any PPI/PII used to make decisions about their care and services (this 
request may be denied at the discretion of the agency, but the client’s request must be 
noted in the project records), 

• An account of all disclosures of client PPI/PII, 

• Restrictions on the type of information disclosed to outside partners, 

• A current copy of the privacy notice. 

CHOs may reserve the right to refuse a client’s request for inspection or copies of PPI/PII in 
the following circumstances: 

• Information compiled in reasonable anticipation of litigation or comparable proceedings, 

• The record includes information about another individual (other than a health care or 
homeless provider), 

• The information was obtained under a promise of confidentiality (other than a promise 
from a health care or homeless provider) and a disclosure would reveal the source of 
the information, 

• The CHO believes that disclosure of the information would be reasonably likely to 
endanger the life or physical safety of any individual. 

 

mailto:HMIShelp@buttecounty.net
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If a client submits a written request for the aforementioned information, CHO must respond in writing 
within five (5) business days.  Additionally, CHO must only provide information related to PPI/PII 
collected by their agency.  If a client is receiving services from multiple CHOs, the client must submit 
a written request to each agency. 

If a client’s request is denied, the CHO must be provided a written explanation of the reason 
of the denial. The client has the right to appeal the denial by following the established CHO 
grievance procedure, listed in the Privacy Notice. Regardless of the outcome of the appeal, 
the client shall have the right to add to his/her program records a concise statement of 
disagreement. The CHO shall disclose the statement of disagreement whenever it discloses 
the disputed PPI/PII. 

If a CHO denies a client’s request, they must submit the client’s original written request as 
well as their written explanation of the denial to the HMIS Lead Agency within 24 hours of 
occurrence.  This can be submitted via email to HMIShelp@buttecounty.net    

Reporting Security Incidents 

These Security Standards and the associated HMIS Policies and Procedures are intended to 
prevent, to the greatest degree possible, any security incidents. However, should a security 
incident occur, the following procedures should be followed in reporting: 

• Any HMIS End User who becomes aware of or suspects a breach of HMIS system 
security and/or client privacy by another end user, they must immediately report that 
breach to the CHO Administrator. Notification must occur within one (1) hour and 
be in writing.

• Any HMIS End User who becomes aware of or suspects a breach of HMIS system 
security and/or client privacy by the CHO or CHO Administrator, must immediately 
notify the HMIS Lead Agency. Notification must occur within one (1) hour and be in 
writing.

• In the event of a suspected security or privacy concern the CHO Security Officer 
should also immediately inform the HMIS Lead in writing, within one (1) 
hour (at HMIShelp@buttecounty.net)  and conduct a complete an internal 
investigation.

o If the suspected security or privacy concern resulted from an End User’s 
suspected or demonstrated noncompliance with the HMIS End User 
Agreement, the HMIS Policy & Procedure, the HMIS Privacy and Security Plan, 
or the Privacy Notice, the CHO Security Officer must immediately and in writing 
request the HMIS Lead Agency deactivate the End User’s User ID until the 
internal investigation has been completed.

• Following the internal investigation, the CHO Security Officer shall notify the 
HMIS Lead Agency of any substantiated incidents that may have compromised HMIS 
system security and/or client privacy whether or not a release of client PPI/PII is 
definitively known to have occurred. If the security or privacy concern 
resulted from

mailto:HMIShelp@buttecounty.net
mailto:HMIShelp@buttecounty.net


P a g e  | 14 of 29  

demonstrated noncompliance by an End User with the HMIS End User Agreement, the 
HMIS Policy & Procedure, the HMIS Privacy and Security Plan, or the Privacy Notice, 
the HMIS Lead Agency will permanently deactivate the User ID for the End User in 
question. 

• Within one (1) business day after the HMIS Lead Agency Security Officer receives notice 
of the security or privacy concern, the HMIS Lead Agency Security Officer and CHO 
Security Officer will jointly establish an action plan to analyze the source of the security 
or privacy concern and actively prevent such future concerns. The action plan shall be 
implemented as soon as possible, and the total term of the plan must not exceed thirty 
(30) days. 

• If the CHO is not able to meet the terms of the action plan within the time allotted, 
the HMIS System Administrator, in consultation with the Butte Countywide Homeless 
Continuum of Care Executive Committee, may elect to terminate the CHO’s access to 
HMIS. The CHO may appeal to the CoC Executive Committee for reinstatement to 
HMIS following completion of the requirements of the action plan. 

• In the event of a substantiated release of PPI/PII in noncompliance with the provisions 
of these Security Standards, the Butte Countywide HMIS Policies and Procedures, or 
the Privacy Notice, the CHO Security Officer will make a reasonable attempt to notify 
all impacted individual(s) within seven (7) business days. The HMIS Lead Agency must 
approve of the method of notification and the CHO Security Officer must provide the 
HMIS Lead Agency Security Officer with evidence of the Agency’s notification 
attempt(s). If the HMIS Lead Agency Security Officer is not satisfied with the Agency’s 
efforts to notify impacted individuals, the HMIS Lead Agency Security Officer will 
attempt to notify impacted individuals at the CHO’s expense. 

• The HMIS Lead Agency will notify the appropriate body of the Continuum of Care of 
any substantiated release of PPI/PII in noncompliance with the provisions of these 
Security Standards, the HMIS Policies and Procedures, or the Privacy Notice within 
seven (7) business days. 

• The HMIS Lead Agency will maintain a record for seven (7) years, of all substantiated 
releases of PPI/PII in noncompliance with the provisions of these Standards, the Butte 
Countywide County HMIS Policies and Procedures, or the Privacy Notice. 

• The CoC reserves the right to permanently revoke a CHO’s access to HMIS for 
substantiated noncompliance with the provisions of these Security Standards, the 
Butte Countywide HMIS Policies and Procedures, or the Privacy Notice if that 
noncompliance resulted in a substantiated release of PPI/PII. 

 

System Security 
Security Plan Overview 

HMIS security standards are established to ensure the confidentiality and integrity of all 
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HMIS information and data. The security standards are designed to protect against any 
reasonably anticipated threats or hazards to security and must be enforced by system 
administrators, CHO administrators as well as end users. This section is written to comply 
with section 4.3 of the 2004 Homeless Management Information Systems (HMIS) Data and 
Technical Standards Final Notice, as well as local legislation pertaining to maintaining an 
individual’s personal information.  

On December 9, 2011, HUD continued the process to implement the HEARTH Act, with the 
publication of the proposed rule titled “Homeless Management Information Systems 
Requirements” (76 FR 76917), which provides for uniform technical requirements for 
Homeless Management Information Systems (HMIS), for proper data collection and 
maintenance of the database, and ensures the confidentiality of the information in the 
database.  

Meeting the minimum standards in this Security Plan is required for participation in the HMIS. 
Any agency may exceed the minimum standards described in this plan and are encouraged to 
do so. All CHO Administrators are responsible for understanding this policy and effectively 
communicating the Security Plan to individuals responsible for security at their agency. 

 

Security Plan Applicability 

The HMIS System and all CHOs must apply the security standards addressed in this Security 
Plan to all systems where PPI/PII is stored or accessed. Additionally, all security standards 
must be applied to all networked devices. This includes, but is not limited to, networks, 
desktops, laptops, tablets, mobile devices, mainframes and servers.   

End Users are NOT allowed to use personal devices to access HMIS.  Any End User found to 
be using a device not approved by and owned by CHO will immediately have their HMIS access 
removed and will receive a lifetime ban from the system. 

All agencies, including the HMIS Lead, will be monitored by the HMIS System Administrators 
annually to ensure compliance with the Security Plan. Agencies that do not adhere to the 
security plan will be given thirty (30) calendar days, to address any concerns. Egregious 
violations of the security plan may result in immediate termination of a CHO or user’s access 
to HMIS as determined by the HMIS Lead. 

 
Security Officers 

The HMIS Lead Agency and all HMIS Partner Agencies must designate Security Officers to 
oversee HMIS privacy and security. A single point-of-contact who is responsible for annually 
certifying that Agencies adhere to the Security Plan; testing the CoC’s security practices for 
compliance.  As of the writing of this plan, HMIS Lead Agency’s Security Officer and the HMIS 
Lead are the same person. 

 

https://www.federalregister.gov/citation/76-FR-76917
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HMIS Lead Agency Security Officer 

• May be an HMIS System Administrator or another employee, volunteer or contractor 
designated by the HMIS Lead Agency who has completed HMIS Privacy and Security 
training and is adequately skilled to assess HMIS security compliance; and 

• Assesses security measures in place prior to establishing access to HMIS for a new CHO; 
and 

• Reviews and maintains file of CHO “HMIS Quarterly Compliance Certification Checklist”; 
and 

• Conducts annual security audit of all CHOs. 
 

CHO Security Officer 

• May be the CHOs HMIS Administrator or another employee, volunteer or contractor who 
has completed HMIS Privacy and Security training and is adequately skilled to assess 
HMIS security compliance; and 

• Conducts a security audit for all workstation that will be used for HMIS purposes;  

o No less than quarterly for all agency HMIS workstations, and devices; and 

o Prior to requesting a User ID to a new HMIS End User; and 

o Any time an existing user moves to a new workstation. 

• Continually ensures each workstation within the CHO used for HMIS data collection or 
entry is adequately protected by a firewall and antivirus software (see Technical 
Safeguards – Workstation Security); and 

• Completes the “HMIS Quarterly Compliance Certification Checklist”, and forwards the 
Checklist to the HMIS Lead Agency Security Officer via email sent to 
HMIShelp@buttecounty.net  

Physical Safeguards 
In order to protect client privacy, it is important that the following physical safeguards be put 
in place. For the purpose of this section, authorized persons will be considered only those 
individuals who have completed Privacy and Security training within the past 12 months. 

• Computer Location – A computer used as an HMIS workstation must be in a secure location 
where only authorized persons have access. The workstation must not be accessible to 
clients, the public or other unauthorized CHO staff members or volunteers. A password 
protected automatic screen saver will be enabled on any computer used for HMIS data 
entry.  The screensaver must be set at no more than fifteen (15) minutes. 

• Printer location – Documents printed from HMIS must be sent to a printer in a secure 
location where only authorized persons have access. 

• Computer Access (visual) — Non-authorized persons should not be able to see an HMIS 

mailto:HMIShelp@buttecounty.net
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workstation screen. Monitors should be turned away from the public or other 
unauthorized CHO staff members or volunteers and utilize visibility filters to protect 
client privacy. 

• Mobile Device – A mobile device used to access and enter information into the HMIS 
system must use a password or other user authentication on the lock screen to prevent 
an unauthorized user from accessing it and it should be set to automatically lock after 
no more than five (5) minutes of device inactivity. A remote wipe and/or remote disable 
option should also be downloaded onto the device. 

• CHO approved devices – CHO staff and HMIS End Users must only use devices purchased, 
approved and secured by the CHO for access to HMIS.  If a CHO administrator finds an 
End User has accessed HMIS on a non-authorized device, either a personal device or on 
an agency purchased device while not “on the clock”, the CHO Administrator must 
inform the HMIS Lead Agency within one (1) hour, the End User will immediately and 
permanently lose access to HMIS. 

Technical Safeguards 
Workstation Security 

• To promote the security of HMIS and the confidentiality of the data contained therein, 
access to HMIS will be available only through approved workstations; and 

• The HMIS Lead Agency will enlist the use of an IP Address Whitelist or another suitably 
secure method to identify approved workstations, in compliance with Public Access 
baseline requirement in the HUD Data Standards (4.3.1 System Security). CHOs may be 
required to submit the IP Address of their workstation to the HMIS Lead Agency to be 
registered into the system and will notify the Lead Agency should this number need to 
be changed; and 

• CHO Security Officer will confirm that any workstation accessing HMIS shall have antivirus 
software with current virus definitions (updated at minimum every 24 hours) and 
frequent full system scans (at minimum weekly); and 

• CHO Security Officer will confirm that any workstation accessing HMIS has and uses a 
hardware or software firewall; either on the workstation itself if it accesses the internet 
through a modem or on the central server if the workstation(s) accesses the internet 
through the server. 

 
Establishing HMIS User IDs and Access Levels 

• The CHO Administrator, will ensure that any prospective End User reads and understands 
the HMIS End User Agreement prior to training.   

• Upon logging into HMIS for the first time, and every six (6) months thereafter, HMIS End 
Users will be prompted to read and sign the End User Agreement.  The HMIS System will 
maintain a file of all signed HMIS End User Agreements. 
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• The CHO Administrator, in conjunction with the HMIS Lead is responsible for ensuring 
that all End Users have completed mandatory trainings, including but not limited to HMIS 
Privacy, Security and Ethics training, and End User Responsibilities, prior to being 
provided with a User ID to access HMIS.  Currently, training is included as a part of the 
new user HMIS training. 

• All End Users will be issued a unique User ID and password. Sharing of User IDs and 
passwords is expressly prohibited. Each End User must be specifically identified as the 
sole holder of a User ID and password. User IDs and passwords may not be transferred 
from one user to another. 

• The HMIS System Administrator will always attempt to assign the most restrictive access 
that allows an End User to efficiently and effectively perform his/her duties. 

• The HMIS System Administrator will create the new User ID and notify the User ID owner 
of the temporary password. 

• When the CHO determines that it is necessary to change a user’s access level, the HMIS 
System Administrator will update the user’s access level as needed. 

 
User Authentication 

• User IDs are individual and passwords are confidential. No individual should ever use or 
allow use of a User ID that is not assigned to that individual, and user- specified 
passwords should never be shared or communicated in any format. 

• Temporary passwords must be changed on first use. User-specified passwords must be 
a minimum of 6 characters long and must contain a combination of upper case and 
lower-case letters, a number and a symbol. 

• End users will be prompted by the software to change their password every 90 days. 

• End Users must immediately notify the HMIS System Administrator if they have reason 
to believe that someone else has gained access to their password. 

• Three consecutive unsuccessful attempts to login will disable the User ID until the 
password is reset. For End Users, passwords must be reset by the HMIS System 
Administrator. 

• Users must log out from the HMIS application and either lock or log off their respective 
workstation if they leave. If the user logged into HMIS and the period of inactivity in 
HMIS exceeds 45minutes, the user will be logged off the HMIS system automatically. 

 
Rescinding User Access 

• The CHO Administrator will notify the HMIS System Administrator within 24-hours if an 
End User no longer requires access to perform his or her assigned duties due to a change 
of job duties or termination of employment. 
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• The HMIS System Administrator reserves the right to terminate End User licenses that 
are inactive for 45 days or more. The HMIS System Administrator will attempt to contact 
the CHO for the End User in question prior to termination of the user’s license. 

• In the event of suspected or demonstrated noncompliance by an End User with the HMIS 
End User Agreement or any other HMIS plans, forms, standards or governance 
documents, the CHO Administrator or CHO Security Officer shall notify the HMIS System 
Administrator to deactivate the User ID for the End User in question until an internal 
agency investigation has been completed. The HMIS Lead Agency should be notified of 
any incidents that may have resulted in a breach of HMIS system security and/or client 
confidentiality, whether or not a breach is definitively known to have occurred. 

• Any agency personnel who are found to have misappropriated client data (identity theft, 
releasing personal client data to any unauthorized party), shall have HMIS privileges 
revoked and may be subject to criminal prosecution under any relevant federal or state 
laws. 

• The CoC is empowered to permanently revoke a CHO or an End User’s access to HMIS for 
substantiated noncompliance with the provisions of these Security Standards, the Butte 
Countywide CoC’s HMIS Policies and Procedures, the Butte Countywide CoC’s CES 
Policies and Procedures, or the HMIS Privacy Notice that resulted in a release of PPI/PII. 

Disposing Electronic, Hardcopies, Etc. 

• All technology equipment including but not limited to computers, mobile devices, 
tablets, printers, copiers and fax machines used to access HMIS and which will no longer 
be used to access HMIS must have their hard drives reformatted multiple times. If the 
device is now non-functional, it must have the hard drive pulled, destroyed and disposed 
of in a secure fashion.  If the device does not have a hard drive CHOs must use software 
tools that will thoroughly delete/wipe all information on the device and return it to the 
original factory state before discarding or reusing the device. 

• Hardcopies: For paper records, shredding, burning, pulping, or pulverizing the records 
so that PPI/PII is rendered essentially unreadable, indecipherable, and otherwise cannot 
be reconstructed. 

• The HMIS Lead Agency shall develop and implement procedures for managing new, 
retired, and compromised HMIS account credentials. 

• The CHO Administrator in conjunction with the CHO Security Officer shall develop and 
implement procedures for managing new, retired, and compromised local system 
account credentials. 

• The CHO Security Officer shall develop and implement procedures that will prevent 
unauthorized users from connecting to private agency networks. 

• Unencrypted PPI/PII may not be stored or transmitted in any fashion—including sending 
file attachments by email or downloading reports including PPI/PII to a flash drive, to the 
End User’s desktop or to an agency shared drive. All downloaded files containing PPI/PII 
must be deleted from the workstation temporary files and the “Recycling Bin” emptied 
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before the End User leaves the workstation. 
 

Disaster Recovery Plan 

Disaster recovery for the Butte Countywide Continuum of Care HMIS will be conducted by the 
HMIS System Administrator with support from the HMIS software vendor as needed. The 
HMIS System Administrator must be familiar with the disaster recovery plan set in place by 
the HMIS software vendor. 

• The HMIS System Administrator should maintain ready access to the following information: 

o Contact information – Phone number and email address of the software vendor 
contact person responsible for recovering the Continuum of Care’s data after a 
disaster. 

o HMIS System Administrator responsibilities – A thorough understanding of the 
HMIS System Administrator’s role in facilitating recovery from a disaster. 

• All HMIS System Administrators should be aware of and trained to complete any tasks or 
procedures for which they are responsible in the event of a disaster. 

• The HMIS System Administrator must have a plan for restoring local computing capabilities 
and internet connectivity for the HMIS System Administrator’s facilities. 

 
This plan should include the following provisions. 

• Account information – Account numbers and contact information for internet service 
provider, support contracts, and equipment warranties. 

• Minimum equipment needs – A list of the computer and network equipment required 
to restore minimal access to the HMIS service, and to continue providing services to 
HMIS Partner Agencies. 

• Network and system configuration information – Documentation of the configuration 
settings required to restore local user accounts and internet access. 

Workforce Security 
HMIS Access to Active Clients 

The Butte Countywide Homeless CoC operates a shared HMIS system, allowing HMIS Users to access 
client records from various agencies. To maintain the security and integrity of the HMIS and safeguard 
the confidentiality of personal information, the following policy is in effect: 

Effective immediately, the HMIS Lead Agency will no longer grant HMIS End Users access to the records 
of individuals who are actively receiving services from the CHO agency that employs them. 

If an HMIS End User is currently receiving services from another CHO agency, the user or prospective 
user must promptly notify that agency of their current or upcoming HMIS work role. The CHO agency 
providing services will designate an HMIS End User, preferably the CHO Administrator, to manage the 
cases and services of any active HMIS Users. 
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Additionally, the CHO agency must create a new, privatized client profile for the HMIS User receiving 
services to ensure the individual cannot access their own file within the system. All services and 
programs must be provided and tracked within this new privatized profile. The CHO agency is also 
responsible for informing the HMIS Lead Agency that they are providing services for an active or 
prospective HMIS User. The HMIS Lead Agency will then periodically audit the case to ensure that only 
authorized staff members are accessing the client’s case. Any unauthorized access to the case may 
result in the loss of HMIS access for the offending party due to a violation of client privacy rules. 

Background Check 
HMIS User Background Check Requirements 

The Butte CoC recognizes the sensitivity of the data in HMIS, and therefore requires individuals 
responsible for managing, entering and/or accessing HMIS data be subject to a criminal background 
check. 
 
No prospective end user or CHO HMIS Administrator will be given HMIS access if he, she or they have 
entered a plea of nolo contendere (no contest) or has been found guilty of any misdemeanor or felony 
fraud (including but not limited to) identity theft, stalking, human trafficking or any related crimes. 
HMIS Participating Agencies cannot risk the privacy and confidentiality of client information by allowing 
HMIS access to any individual who pled nolo contendere or been found guilty of the aforementioned 
crimes. In the broadest sense, a fraud is an intentional deception made for personal gain or to damage 
another individual. HMIS participating agencies are solely responsible for conducting background 
checks on their employees or contract workers, who will be accessing HMIS, and are responsible for 
any associated costs. 
 
The background check must include local and state records; agencies are strongly encouraged to 
include federal records as well. Background checks must be run in accordance with state law. 
Background timelines should include the last 7 years. Background checks that come back with a 
criminal history should be carefully considered prior to giving an employee access to client information. 
If a HMIS participating agency is unsure if a prospective HMIS End User’s criminal history could or 
should preclude them from accessing HMIS, they must contact the CoC’s 
HMIS Lead to determine eligibility prior to submitting a request to grant the End User access. 
A background check may be conducted only once for each person unless otherwise required, and the 
results of the background check must be retained in the employee’s personnel file through the term 
of their employment. All End Users must have a completed background check prior to access being 
requested to HMIS by a CHO. Criminal background checks must be completed on all new End Users 
and CHO HMIS Administrators, and the “Background Check Review and Verification Statement” must 
be signed by the Agency’s Director, the CHO HMIS Administrator, or the Head of the HR Department.  

 
CHO Procedure 

Agencies must have a policy regarding conducting background checks and hiring individuals 
with criminal justice histories consistent with HMIS Privacy and Security Plan. HMIS 
Participating Agencies should not risk the privacy and confidentiality of client information by 
allowing any individual convicted of fraud or a stalking related crime in any state. In the 
broadest sense, a fraud is an intentional deception made for personal gain or to damage 
another individual. 
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• Background checks that come back with a criminal history should be carefully considered 
prior to giving an employee access to client information. 

• All End Users should have had a background check prior to access being requested to the 
HMIS by a CHO. 

• Criminal background checks must be completed on all new End Users, and the 
“Background Check Template” must be completed on agency letterhead and signed by 
the HR Department or the agency’s Executive Director. Additionally, it must be submitted 
to the HMIS Lead Agency prior to End Users gaining access to the HMIS. 

 
HMIS Lead Procedure 

The HMIS Lead Agency Security Officer and all Administrators must also undergo criminal 
background verification. The HMIS Lead will hire individuals with criminal justice histories only 
to the extent the hire is consistent with any relevant hiring policies of the Lead Agency, unless 
the background check reveals a history of crimes related to identity theft or fraud. 

 
List of crimes considered to fall in this category 

A staff member’s background check revealing a history of following crimes related to identity 
theft or fraud will not be given access to the HMIS. The CHO’s HR Department or Executive 
Director must only sign the Background Check Review and Verification Statement if staff’s 
background check doesn’t reveal a history of following have entered a plea of nolo 
contendere (no contest) or has been found guilty of any misdemeanor or felony fraud, 
including but not limited to, identity theft, stalking, human trafficking or any related crimes: 

• Bank Fraud: To engage in an act or pattern of activity where the purpose is to defraud a 
bank of funds. 

• Blackmail: A demand for money or other consideration under threat to do bodily harm, 
to injure property, to accuse of a crime, or to expose secrets. 

• Bribery: When money, goods, services, information or anything else of value is offered 
with intent to influence the actions, opinions, or decisions of the taker. You may be 
charged with bribery whether you offer the bribe or accept it. 

• Computer fraud: Where computer hackers steal information sources contained on 
computers such as: bank information, credit cards, and proprietary information. 

• Credit Card Fraud: The unauthorized use of a credit card to obtain goods of value. 

• Extortion: Occurs when one person illegally obtains property from another by actual or 
threatened force, fear, or violence, or under cover of official right. 

• Forgery: When a person passes a false or worthless instrument such as a check or 
counterfeit security with the intent to defraud or injure the recipient. 

• Health Care Fraud: Where an unlicensed health care provider provides services under 
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the guise of being licensed and obtains monetary benefit for the service. 

• Larceny/Theft: When a person wrongfully takes another person's money or property 
with the intent to appropriate, convert or steal it. 

• Money Laundering: The investment or transfer of money from racketeering, drug 
transactions or other embezzlement schemes so that it appears that its original source 
either cannot be traced or is legitimate. 

• Telemarketing Fraud: Actors operate out of boiler rooms and place telephone calls to 
residences and corporations where the actor requests a donation to an alleged 
charitable organization or where the actor requests money up front or a credit card 
number up front, and does not use the donation for the stated purpose. 

• Welfare Fraud: To engage in an act or acts where the purpose is to obtain benefits (i.e. 
Public Assistance, Food Stamps, or Medicaid) from the State or Federal Government. 

 

Privacy and Security Monitoring 
New HMIS CHO Site Security Assessment 

Prior to establishing access to HMIS for a new CHO, the HMIS Lead Agency Security Officer 
will assess the security measures in place at the CHO’s facilities to protect client data (see 
Technical Safeguards – Workstation Security). The HMIS Lead Agency Security Officer or other 
HMIS System Administrator will meet with the CHO Executive Director (or executive-level 
designee) and CHO Security Officer to review the CHO’s information security protocols prior 
to countersigning the HMIS Memorandum of Understanding (MOU). This security review 
shall in no way reduce the CHO’s responsibility for information security, which is the full and 
complete responsibility of the CHO, its Executive Director, and its HMIS Security Officer. 

Quarterly CHO Self-Audits 

• The CHO Security Officer will use the “HMIS Quarterly Compliance Checklist “to conduct 
quarterly security audits of all CHO HMIS End User workstations. 

• The CHO Security Officer will audit for inappropriate remote access by End-Users by 
associating User login date/times with employee time sheets. End Users must certify that 
they will not remotely access HMIS from a workstation (ie: personal computer, phone, 
tablet or any other device) that is not subject to the CHO Security Officer’s regular audits. 

• If areas are identified that require action due to noncompliance with these standards or 
any element of the Butte Countywide HMIS Policies and Procedures, the CHO Security 
Officer will note these on the Checklist, and the CHO Security Officer in conjunction with 
the CHO Administrator will work to resolve the action item(s) within 15 calendar days. 

• Any “HMIS Quarterly Compliance Checklist” that includes 1 or more findings of 
noncompliance and/or action items will not be considered complete until all action items 
have been resolved. The findings, action items, and resolution summary must be 
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reviewed and signed by the CHO’s Executive Director or other empowered officer prior 
to being forwarded to the HMIS Lead Agency Security Officer. 

• The CHO Security Officer must turn in a copy of the “HMIS Quarterly Compliance 
Checklist” to the HMIS Lead Agency Security Officer on a quarterly basis.  This can be 
turned in via email by sending a signed copy to HMIShelp@buttecounty.net  

• The CHO will retain in their records the original signed copy of the “HMIS Quarterly 
Compliance Checklist” for a minimum of seven (7) years. 

 
Annual Security Audits 

• The HMIS Lead Agency Security Officer will schedule the annual security audit a minimum 
of thirty (30) calendar days in advance with the CHO Security Officer. 

• The HMIS Lead Agency Security Officer will use both the “HMIS Quarterly Compliance 
Checklist” and the “HMIS Lead Privacy & Security Compliance Checklist” to conduct 
security audits. 

• The HMIS Lead Agency Security Officer must randomly audit at a minimum 10% of the 
workstations used for HMIS data entry for each HMIS CHO project site. In the event that 
an agency has more than one (1) project site, all project sites must be audited. 

• If areas are identified that require action due to noncompliance with these standards or 
any element of the Butte Countywide HMIS Policies and Procedures, or the Privacy 
Notice, the HMIS Lead Agency Security Officer will note these on the Checklist, and the 
CHO Security Officer and/or HMIS Agency Administrator will work to resolve the action 
item(s) within fifteen calendar (15) days. 

• Any Checklist that includes one (1) or more findings of noncompliance and/or action 
items will not be considered complete until all action items have been resolved and the 
findings, action items, and resolution summary has been reviewed and signed by the 
CHO’s Executive Director or other empowered officer and forwarded to the HMIS Lead 
Agency Security Officer. 

Client Approved Authorized Representative 
An Authorized Representative (AR) is an individual appointed by a customer to accompany, assist and 
represent them in their application for services. An AR may also access the customer’s Personal Protected 
Information (PPI) and their Personal Identifying Information (PII). An Authorized Representative can be 
family members, friends, or any other individual chosen by the client. 

Some clients may request an Authorized Representative who can assist them when applying for services, 
enrolling in a program, or in updating their information in HMIS.  If a client requests an AR, CHO staff must 
complete a “HMIS Authorized Representative (AR) Form”.  This form can be found in the Appendix. 

When completing the form, CHO staff must: 

• Ensure all parties signing the form are physically present (client, AR, and CHO staff); and 

mailto:HMIShelp@buttecounty.net
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• All portions of the form are completed Incomplete forms will not be accepted); and 

• The client understands the two levels of authorization, and they choose only one option; and 

• All parties are provided a copy of the form; and 

• Immediately upload the completed form to the client level files; and 

o File Category “Authorized Representative HMIS” 

o File Name “Authorized Representative (initial form)” 

• Immediately enter a detailed client level note regarding the meeting with the client and AR; 
and 

• Immediately updated the client’s profile page with the AR’s information. 
 

Clients can revoke AR authorization at any time, without the AR’s knowledge or consent.  Should a client 
revoke an AR’s authorization CHO staff must: 

• Download the original authorization form from HMIS; and 

• Have the client initial in the revocation section of the form; and 

• Provide the client with a copy of the updated form; and  

• Immediately upload the initialed form to the client level files; and 

o File Category “Authorized Representative HMIS” 

o File Name “Authorized Representative (Revocation Form)” 

• Immediately delete the AR’s information from the client’s profile page; and 

o Deactivate the slider indicating the client has an AR. 

• Immediately enter a detailed client level note regarding the revocation of the AR. 
 

CoC Approved Public Notice 
HUD requires the posting of a Public Notice at all workstations in which HMIS data is collected and/or 
entered into the system where clients are present.  This includes when CHO staff are conducting outreach 
and engagement in the community. 
 
The Public Notice must be easily visible to clients.  The presence of the Public Notice informs clients that 
their information is being collected and stored in HMIS.  The notice also informs client they can review 
the CoC’s full privacy notice for more details if they request it. 



P a g e  | 26 of 29 

It is not necessary to discuss notice with client unless they request more information. However, if a client 
requests more information, do discuss it and provide the client with the CoC’s Privacy Notice.  

CoC Approved Privacy Notice 
The notice is attached to this plan and can be found in Appendix A.  

Definitions 
Uses in relation to PPI/PII are internal activities for which providers interact with participant PII. 

Disclosures in relation to PPI/PII occur when providers share PII with an external entity. 

Authorized Representative (AR) – an individual appointed by a customer to accompany, assist and 
represent them in their application for services. An AR may also access the customer’s Personal Protected 
Information (PPI) and their Personal Identifying Information (PII). An Authorized Representative can be 
family members, friends, or any other individual chosen by the client. 

Annual Homeless Assessment Report (AHAR) HUD’s annual report to Congress on the nature and extent 
of homelessness nationwide.  

Annual Performance Report (APR) A reporting tool that HUD uses to track program progress and 
accomplishments of HUD homeless assistance programs on an annual basis (Formerly known as the 
Annual Progress Report).  

Client A living individual about whom a Contributing HMIS Organization (CHO) collects or maintains 
protected personal information (1) because the individual is receiving, has received, may receive, or has 
inquired about services from CHO or (2) in order to identify services, needs, or to plan or develop 
appropriate services within the CoC.  

BUTTE COUNTYWIDE CONTINUUM OF CARE’S HMIS PUBLIC NOTICE 

We collect personal information directly from you for our local Homeless Management Information System 
(HMIS).  We may be required to collect personal information by law or by organizations that give us money 
to operate this program.  

The collection and use of all personal information are guided by strict standards of confidentiality.  The only 
people allowed to see the information we collect are local homeless service providers who are committed 
to assisting you and keeping your information confidential. 

The personal information we collect is important to run our programs, to improve services for persons 
accessing services through the Butte Countywide Homeless Continuum of Care, and to better understand 
the needs of persons experiencing homelessness. We only collect information we are required to, and 
consider to be appropriate. 

A copy of our Privacy Notice describing our privacy practice is available to all clients upon request. 
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Contributing HMIS Organization (or CHO) Any organization (employees, volunteers, and contractors) that 
records, uses or processes Protected Personal Information. This is what we commonly refer to within 
HMIS as an Agency and includes all associated staff.  
 
Continuum of Care (CoC) means the group composed of representatives from organizations including 
nonprofit homeless providers, victim service providers, faith-‐based organizations, governments, 
businesses, advocates, public housing agencies, school districts, social service providers, mental health 
agencies, hospitals, universities, affordable housing developers, law enforcement, organizations that 
serve veterans, and homeless and formerly homeless persons organized to carry out the responsibilities 
of a Continuum of Care established under 24 CFR part 578.  
 
Data Recipient A person who obtains PPI/PII from an HMIS Lead Agency or from a CHO for research or 
other purpose not directly related to the operation of the HMIS, CoC, HMIS Lead Agency, or CHO.  
 
Homeless Management Information System (HMIS) means the information system designated by 
Continuums of Care to comply with the requirements of HUD and used to record, analyze, and transmit 
client and activity data in regard to the provision of shelter, housing, and services to individuals and 
families who are homeless or at risk of homelessness.  
 
HMIS Lead Agency means an entity designated by the Continuum of Care in accordance with HUD to 
operate the Continuum's HMIS on its behalf.  
 
HMIS Software Solution Provider An organization that sells, licenses, donates, builds or otherwise 
supplies the HMIS user interface, application functionality and database.  
 
HMIS Participating Bed For any residential homeless program, a bed is considered a “participating HMIS 
bed” if the program makes a reasonable effort to record all universal data elements on all clients served 
in that bed and discloses that information through agreed upon means to the HMIS Lead Agency at least 
once annually.  
 
HMIS vendor means a contractor who provides materials or services for the operation of an HMIS. An 
HMIS vendor includes an HMIS software provider, web server host, data warehouse provider, as well as a 
provider of other information technology or support.  
HUD means the Department of Housing and Urban Development.  
 
HMIS Committee is a group composed of representatives from interested CHOs who assist in making 
decisions regarding the HMIS system, HMIS policies and procedures, and any concerns that arise regarding 
it.  
 
HMIS Participation Agreement is a written agreement between the HMIS Lead Agency and each CHO that 
details responsibilities of each party regarding participation in the COC HMIS.  
 
Privacy is the control over the extent, timing, and circumstances of sharing oneself (physically, 
behaviorally, or intellectually) with others. Privacy consists of ensuring specific measures are in place 
when dealing with personal information and includes directives on when it is collected, how that 
information is used and how that information is shared with others.  
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Privacy Standards apply to all Agencies and Programs that record, use or process Protected Personal 
Information (PPI/PII) within the HMIS, regardless of funding source.  
 
Protected Identifying Information or Personal Identifying Information (PPI/PII) means any information 
about a client that (1) identifies a specific individual, (2) can be manipulated so that identification is 
possible, (3) can be linked with other available information to identify a specific individual. This can 
include: name, SSN, program Entry/Exit, zip code of last permanent address, system/program ID, and 
program type.  
 
Research A systematic investigation, including research development, testing, and evaluation, designed 
to develop or contribute to general knowledge.  
 
Unduplicated Accounting of Homelessness An unduplicated accounting of homelessness includes 
measuring the extent and nature of homelessness (including an unduplicated count of homeless persons), 
utilization of homelessness programs over time, and the effectiveness of homelessness programs.  
 
Unduplicated Count of Homeless Persons An enumeration of homeless persons where each person is 
counted only once during a defined period of time.  
 
Victim service provider means a private nonprofit organization whose primary mission is to provide 
services to victims of domestic violence, dating violence, sexual assault, or stalking. This term includes 
rape crisis centers, battered women's shelters, domestic violence transitional housing programs, and 
other programs. 

Appendices of Forms 
• Appendix A; HMIS Privacy Notice 
• Appendix B; HMIS Public Notice 
• Appendix C; End User Agreement 
• Appendix D; HMIS Informed Consent 
• Appendix E; Privacy Notice Quick Guide for Organizations in the Butte Countywide Homeless 

Continuum of Care 
• Appendix F; Acknowledgement of Receipt 
• Appendix G; Quarterly Compliance Checklist 
• Appendix H; HMIS Lead Privacy & Security Compliance Checklist 
• Appendix I; Background Check Template 
• Appendix J; Authorized Representative 

Resources 
2004 HUD HMIS Data and Technical Standards, U.S. Dept. of Housing and Urban Development 
https://www.hudexchange.info/resource/1318/2004-hmis-data-and-technical-standards-final-
notice/ 
 
2024 HMIS Data Standards, U.S. Dept. of Housing and Urban Development 
https://files.hudexchange.info/resources/documents/HMIS-Data-Standards-Manual-2024.pdf 
 
2024 HMIS Data Dictionary, U.S. Dept. of Housing and Urban Development 

https://www.hudexchange.info/resource/1318/2004-hmis-data-and-technical-standards-final-notice/
https://www.hudexchange.info/resource/1318/2004-hmis-data-and-technical-standards-final-notice/
https://files.hudexchange.info/resources/documents/HMIS-Data-Standards-Manual-2024.pdf
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Butte Countywide Homeless Continuum of Care (CoC) 

Homeless Management Information System (HMIS) Privacy Notice 
 

PURPOSE 
This Privacy Notice applies to all Butte Countywide Homeless Continuum of Care HMIS-Participating 
Agencies (Agencies) and their employees.  This notice addresses how information about you (client) shall 
be used and disclosed by Agencies as well as rights over your information. This notice establishes minimum 
standards by which the Agencies must follow. Agencies may implement more stringent rules and 
procedures. We encourage you to read it in full.  
 
We may use or disclose your information to provide you with services, and to comply with legal and other 
obligations. We assume that, by requesting services from an HMIS participating agency, you agree to allow 
them to collect information and to use or disclose it as described in this notice and as otherwise required 
by law.  If you have any questions about this Privacy Notice, you may contact either your service provider, 
or the Butte Countywide Continuum of Care at; 205 Mira Loma Drive, Suite 50, Oroville, CA 95965, (530) 
552-6200, HMIShelp@buttecounty.net 
 

CHANGES TO THIS NOTICE 
We reserve the right to revise or amend the terms of this Privacy Notice, and to retroactively apply any 
changes to our policies and procedures regarding your information. This notice is not a legal contract.  If 
this notice is amended, a copy of the revised notice will be available upon request and posted on HMIS 
Participating agency websites. 
 

WE ARE LEGALLY REQUIRED TO 
Keep your information confidential, upon request provide you a copy of this notice of our legal duties and 
privacy practices with respect to your information, and to comply with this notice.  
 

WHY WE COLLECT YOUR INFORMATION 
A Homeless Management Information System (HMIS) is a local information technology system used to 
collect data on housing and services provided to persons experiencing or at risk of homelessness. This 
information is critical to better understand the extent and nature of homelessness at a local level, evaluate 
program effectiveness, and improve future housing and service provision. We also use HMIS to provide 
and coordinate services you receive, and to carry out administrative functions related to those services, 
such as payment or reimbursement for services. We produce statistical information related to those who 
access services and report this information through various means.  
 
We collect information about the persons we serve in the shared HMIS (HMIS) database. The agency shall 
only collect information deemed appropriate and necessary for program operation or information that is 
required by law or by the organizations that fund this program. 
 
Our community uses Clarity (the local HMIS software) to keep computerized case records. The information 
we collect and share includes: basic identifying demographic data such as name, date of birth, age, gender, 

mailto:HMIShelp@buttecounty.net


   

race, ethnicity, veteran status, and partial SSN (“Standard Information”); the nature of your situation, 
enrollment and assessment information, and the services and referrals you receive from this agency. This 
information is known as your Protected Personal Information (PPI).  
 
Information is shared amongst Agencies, with the exception of Protected Service Providers. These 
protected agencies serve specific client populations, such as domestic abuse, sexual abuse, HIV/AIDS, 
alcohol and/or substance abuse, and mental health, and do not share client information about those 
issues. 
 

BENEFITS OF INFORMATION COLLECTION AND SHARING 
Information provided by you plays an important role in the ability of the CoC and local homeless service 
providers to continue providing the programs, services, and referrals that are appropriate for you.   
Information shared with other agencies also helps us develop new and more efficient programs.  This 
allows us to: 
  

1. Better demonstrate the need for services and the specific types of assistance needed in our 
community. 

2. Make appropriate services available to meet community needs. 
3. Plan, improve, and deliver quality services. 
4. Keep required statistics for state and federal funders, like HUD. 

 
CONSENT 

You have the right to indicate that you do not want your Standard Information to be shared.  In 
general, services will not be denied should you choose not to share your information. Written 
consent to share your data in HMIS should be obtained at your first in-person meeting with an 
HMIS Participating Agency.  

Verbal consent to share your PII may only be obtained if the interaction meets the following 
criteria: 

• The visit is not in person or not in a place conducive to paper signature. 
• Agency staff read and complete the Informed Consent indicating the client gave verbal 

consent. 
 

Other uses and disclosures of your information not covered by this Notice or the laws that apply will be 
made only with your written authorization. If you provide us authorization to disclose your information, 
you may revoke that authorization, in writing, at any time. If you revoke your authorization, we will no 
longer use or disclose your information for the reasons covered by the authorization, except, we are 
unable to take back any disclosures we have already made when the authorization was in effect, and we 
are required to retain our records of the services that we provided to you.  
 

CONFIDENTIALITY RIGHTS 
Every person and agency that is authorized to read or enter information into HMIS has been trained on 
client confidentiality policies and has signed an agreement to maintain the security and confidentiality of 
the information. Any person or agency that is found to violate their agreement may have their access 
rights terminated and may be subject to further State and federal legal and/or criminal penalties and 
liabilities. 
 



   

 
PERMITED USES AND DISCLOSURES 

HMIS is designed to protect the confidentiality of personal information while allowing for reasonable, 
responsible, and limited uses and disclosures of data, including PPI/PII once collected, we have obligations 
regarding how data may be used and disclosed (uses are internal activities for which providers interact 
with your PPI/PII; disclosures occur when providers share PPI/PII with an external entity). We may use 
and disclose your PPI/PII only for the following purposes: 

(1) To allow you to access to your information; and 

(2) To provide or coordinate services to an individual or household; 

(3) Disclosures for oversight of compliance with HMIS privacy and security standards. 

(4) For functions related to payment or reimbursement for services; 

(5) To carry out administrative functions, including but not limited to legal, audit, 
personnel, oversight and management functions; 

(6) For creating de-identified reporting from PII; 
 
Service Collaboration: We understand telling your story to every agency you work with can be 
traumatizing.  Therefore, may use and disclose your information so you do not have to provide 
information (tell your story) more than once. This can also help avoid duplication of services and referrals 
that you are already receiving.   
 
Housing: We create a record of your information, including any housing services you receive from our 
partner agencies. Participating agencies may use or disclose your information to other personnel who are 
involved in providing services for you. For example, a housing navigator may need to know disability 
information to provide appropriate housing resources. Your service team may also share your information 
in order to coordinate the different things you need, such as referrals and services.  

Participating agencies may use and disclose your information to other participating HMIS agencies as 
allow by law. We also may use and disclose your information in order to recommend service options or 
alternatives that may be of interest to you or assist you in obtaining and maintaining housing. Additionally, 
we may use and disclose your information to tell you about, and connect you to health-related benefits 
or services that may be of assistance to you.  For example, Medi-Cal eligibility or Social Security benefits. 
You have the right to refuse this information.  
 

USES AND DISCLOSURES THAT DO NOT REQUIRE YOUR AUTHORIZATION 
We may use or disclose your PPI/PII for other reasons, even without your permission. Subject to 
applicable federal or state law, we are permitted to disclose your PPI/PII without your permission 
for the following purposes: 
 
Research: Under certain circumstances, we may use and disclose information about you for research 
purposes. For example, a research project may involve comparing local services provided to the services 
of other communities. Before the use or disclosure of information for research purposes the project, is 
subject to a special approval process. This process evaluates the proposed research project and its use of 
information, while balancing the research needs with clients’ need for privacy of their information.   
Additionally, only aggregate or de-identified information about you may be disclosed to people 
conducting research.   



   

As Required by Law: We will use and disclose information when required by federal or state law or 
regulation.  
To Avert a Serious Threat to Health or Safety: We may use and disclose your information when necessary 
to prevent a serious threat to your health and safety or the health and safety of the public or another 
person.  
 
Public Health Activities: We may disclose your information for public health activities such as to report 
the abuse or neglect of children, elders, and dependent adults.  
 
Law Enforcement: We may disclose your information to law enforcement under the following 
circumstances: 
 

• In response to a Court order, warrant, subpoena, summons or similar legal process; 
• About a death we believe may be the result of criminal conduct; 
• About criminal conduct at any of our facilities;  
• In emergency circumstances; or 
• In cases of Abuse, Neglect, or Domestic Violence.   

o If we believe you have been the victim of abuse, neglect, or domestic violence. We will 
only make this disclosure if you agree or when required or authorized by law.  

 
Oversight Activities: We may disclose your information to an oversight agency, such as the Department 
of Housing and Urban Development (HUD) or the State of California, for activities authorized by or 
required by law. These oversight activities are necessary to monitor service programs, and to comply with 
civil rights laws.  

HMIS Providers must also ensure that any use or disclosure does not violate other applicable local, 
state, or federal laws. Therefore, some HMIS Providers may have more restrictive privacy policies, 
often dependent upon funding source or the nature of a project. Specific, per-project information 
regarding data use and disclosure can be obtained upon request. This can include agencies that must 
comply with the Health Insurance Portability and Accountability Act (HIPAA), Violence Against Women 
Act (VAWA). In these instances, the more restrictive policies take precedence. 

In addition, the company that provides our local HMIS may access PPI, for the purposed of aggregating 
PPI with the data of other individuals stored in HMIS for the creation and maintenance of client records. 
  
When we prepare reports and statistical information or disclose information from HMIS to other parties 
for research or evaluation purposes, we de-identify the information before we disclose it. “De-identifying” 
information refers to the process in which all personal protected information (PPI) and personal 
identifying information (PII) are removed from data so information related to programs and services 
cannot be used directly or indirectly to identify you or any other individual. 
  
Maintaining the privacy and safety of persons accessing our services is of the utmost importance to us. 
We believe information gathered from you is personal and private. We collect information only when 
appropriate to provide services, manage our organization, or as required by law. 
 

YOUR RIGHTS REGARDING INFORMATION ABOUT YOU 
The CoC recognizes every independent legal adult (person age 18 and up) as the owner of all 
information about themselves, and any parent, legal guardian, or legal power of attorney as the 
designated owner of all information about any household members under their guardianship (all 



   

minors and any incapacitated/disabled adults). 

By seeking assistance from this HMIS Provider and consenting to your personal information 
being shared within the HMIS, you transfer governance responsibility of your HMIS record to 
us.  We are responsible for handling your record in accordance with HMIS privacy policies and 
any applicable federal, state, or local requirements. You retain ownership of your information 
within your HMIS record, and as owner you have the following rights, in general: 

 
• You have the right to see your information, request to change it, and have a copy of your 

information from the servicing agency by written request. You may also request assistance 
from this agency in documenting your history of homelessness to qualify for certain 
programs. An agency can refuse to change information but must provide you with a written 
explanation of the refusal within five (5) days of the request. 

• Any information you provide related to race, color, religion, sex, national origin, disability, 
familial status, and actual or perceived sexual orientation, gender identity, or marital status will 
not be used in any way that would discriminate against you or prevent you from receiving 
services or housing assistance. You have the right to file a complaint if you feel that you have 
been discriminated against. 

• You may request that a provider mark your personal data as private (not shared) within HMIS. 
• You may withdraw your consent to share at any time in writing. However, any information 

already shared with another agency cannot be taken back. Your request to discontinue 
sharing will have to be coordinated between sharing partners. You must inform each agency 
you work with when you withdraw your consent. 

• The confidentiality of your records is protected by law. This agency will never give information 
about you to anyone outside the agency without your specific written consent through this 
release or as required by law (The regulations are the Federal Law of Confidentiality for Alcohol 
and Drug Abuse Patients, (42 CFR, Part 2) and the Health Insurance Portability and 
Accountability Act of 1996 (HIPPA), 45 CRF, Parts 160 & 164) and applicable California laws. 

 
You should expect to provide additional, prior written consent for any use or disclosure of HMIS PII not 
included in the permitted uses and disclosures above. 
 
Right to Inspect and Obtain Copies and to Request an Amendment: With certain exceptions, you have 
the right to review and obtain copies of your HMIS record or request your record be amended. You must 
submit a request, in writing, to the service provider where you received services.  Your request will 
become a part of your record.   We will respond to your request within five (5) business days.   
 
Agency’s Right to Refuse Inspection of an Individual Record: The CoC and service providers may deny 
your request to inspect, copy, or amend your PPI/PII, and must document those reasons in their response 
to your request.  Reasons can include: 

(1) The information is compiled in reasonable anticipation of litigation or comparable 
proceedings; 

(2) Information about another individual, other than our staff, would be disclosed; 
(3) Information was obtained under a promise of confidentiality other than a promise from 

this provider and disclosure would reveal the source of the information; or 



   

(4) The disclosure of information would be reasonably likely to endanger the life or physical 
safety of any individual. 

(5) Harassment. We reserve the right to reject repeated or harassing requests for access or 
correction to your HMIS record.  
 

If Your Request is Denied: You will be provided written documentation regarding your request and the 
reason for denial. A copy of all documentation related to your request will also be recorded and saved in 
your program record. You may appeal this decision and request the CoC review the denial.  Regardless of 
the outcome of the appeal, you have the right to add to your program record a statement of 
disagreement.   

Grievance: You have the right to be heard if you feel that your confidentiality rights have been violated, 
if you have been denied access to your HMIS records, or if you believe you have been put at personal risk, 
or harmed. The CoC has established a formal grievance process for you to use in such a circumstance. To 
file a complaint or grievance, contact us at: 
 

The Butte Countywide Continuum of Care 
205 Mira Loma Drive, Suite 50 

Oroville, CA 95965 
(530) 552-6200 

HMIShelp@buttecounty.net 
 
Right to Request Confidential Communications: You have the right to request we communicate with you 
about appointments or other matters related to your service in a specific way or at a specific location. For 
example, you can ask that we only contact you at work, or by mail at a post office box. To request 
confidential communications, you must make your request in writing to your case manager at the agency 
providing you services or the person in charge of your services. Your request must specify how or where 
you wish to be contacted.  
 

OTHER RIGHTS 
Right to Refuse: In certain circumstances, the ability to provide some services depends on having 
certain PPI and therefore, we may have to decline or delay providing you with services if you do 
not disclose the information needed for those services. 
 
To File a Complaint with the Lead Agency: You have the right to file a complaint if you believe staff has 
not complied with the practices outlined in this Notice. All complaints must be submitted in writing. You 
will not be penalized in any way for filing a complaint.  You may file a complaint with the Butte Countywide 
Homeless Continuum of Care Coordinator. Contact the Butte Countywide Continuum of Care, 205 Mira 
Loma Drive, Suite 50, Oroville, CA 95965, in writing, or call (530) 552-6200, or email 
ButteCoC@buttecounty.net. 
 
 

ACKNOWLEDGEMENT OF RECEIPT 
By signing this form, you acknowledge you have been provided with a copy of the Butte Countywide 
Homeless Continuum of Care’s Privacy Notice.   If you have any questions about our Privacy Notice, please 
contact: Butte Countywide Continuum of Care, 205 Mira Loma Drive, Suite 50, Oroville, CA 95965, in 
writing, or call (530) 552-6200, or email HMIShelp@buttecounty.net. 
 
I acknowledge receipt of the Butte Countywide Homeless Continuum of Care’s Privacy Notice. 

mailto:HMIShelp@buttecounty.net
mailto:ButteCoC@buttecounty.net
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Client Name: ____________________________________________    Client DOB: __________________ 
    (Print) 
 
 
Client Signature:  ________________________________________       Date Signed: _________________ 
    (Sign)    
 
 

AGENCY PROVIDING COPY OF NOTICE 
Agency Name: 

Agency Address: 
Agency Phone: 

 
 
Staff Name:_______________________________  Signature: ______________________________  

(Print) 
 

INABILITY TO OBTAIN ACKNOWLEDGEMENT:  If it is not possible to obtain the client’s acknowledgement, describe the 
good faith efforts made to obtain the client’s acknowledgement, and the reasons why the acknowledgement was not 
obtained:  

 

 

TO BE COMPLETED ONLY IF NO SIGNATURE IS OBTAINED 
 

 

 

 

 

 

 

 

 

______________________________    ______________________________    _________________  
Staff Member’s Signature      Staff Name and Title Printed      Date 
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HMIS PUBLIC NOTICE 

We collect personal information directly from you for our local Homeless 
Management Information System (HMIS).  We may be required to collect 
personal information by law or by organizations that give us money to operate 
this program.  

The collection and use of all personal information are guided by strict standards 
of confidentiality.  The only people allowed to see the information we collect are 
local homeless service providers who are committed to assisting you and keeping 
your information confidential. 
 
The personal information we collect is important to run our programs, to improve 
services for persons accessing services through the Butte Countywide Homeless 
Continuum of Care, and to better understand the needs of persons experiencing 
homelessness. We only collect information we are required to, and consider to be 
appropriate. 
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Contributing HMIS Organization End User Agreement 

Butte Countywide Continuum of Care Homeless Management Information System 

 
 

Agency Name 
 
 

End User Name (Agency Employee) 
 
The Butte Countywide Homeless Continuum of Care (Butte CoC) Homeless Management 
Information System (HMIS), is a local information technology system used to collect client-level 
data, and data on the provision of housing and services to homeless individuals and families.  The 
system enables local homeless service providers to coordinate and streamline client services.  
HMIS data is required by many state and federal funding sources, and is used to determine funds 
related to homelessness and homeless services. 
 
As an End User of HMIS, you have a moral and legal obligation to ensure client data is collected, 
accessed, and used appropriately. Misuse of data can result in you being held legally and criminally 
liable under both State and federal law. End Users and the Contributing HMIS Organization (CHO) 
HMIS Administrator must ensure client data is collected, entered, accessed and used only on a 
need to know and right to know basis. 
 
The Butte CoC is committed to maintaining the confidentiality of client information and protecting 
clients' rights. To ensure compliance with this obligation, review, and initial each item below.  By 
initialing and signing this form you are indicating you understand and comply with the requirements 
related to being a HMIS End User: 
 
 
_____ I understand that I have an obligation to maintain client privacy and to protect and safeguard 

the confidentiality of a client's Personal Identifiable Information (PII). PII includes, but is not 
limited to, client's name, address, telephone number, social security number, date of birth, 
type of care provided, medical condition or diagnosis, veteran status, employment 
information, and any and all other information relating to the services provided to the client 
by this or other agencies. 

 
______ I will receive, complete and pass HMIS training in the HMIS training site before being 

granted access to the live HMIS program.   
 
_____ I understand once I have access to the live site, I will be required to re-sign this End User 

Agreement.  Additionally, every 6 (six) months, the live site will require me to re-sign this 
agreement.      

 
_____ I will participate in annual HMIS update training as long as I am an End User. 
 
_____ I have read and will abide by all the HMIS Policies and Procedures, including data standards 

required by the Data Quality Plan and protocols required by the Security and Privacy Plans. 
 



   

_____ I understand the HMIS Policies and Procedures, the Data Quality Plan, and the Security 
and Privacy Plans are dynamic, meaning they can and will be modified, and I am 
responsible for complying with any changes made to these plans. 

 
_____ I understand that my username and password are for my use only and must not be shared 

with anyone, including but not limited to another End User, and my agency’s CHO HMIS 
Administrator. 

 
_____ I must take all reasonable means to keep my password secure, including but not limited to 

never selecting the option to have my browser save my password. 
 
_____ If I am logged into HMIS and need to leave the computer, tablet, phone or other mobile 

device or work area for any amount of time, I will log off the software, close the browser 
and lock the device before leaving. 

 
_____ I understand my computer, tablet, phone or other mobile device must have password 

protected screensavers set at no more than 15 minutes. 
 
_____ If I use a laptop computer, tablet, phone or any other mobile device to enter HMIS data, I 

will not use that for unauthorized purposes or from unauthorized locations. 
 
_____ I will notify my CHO HMIS Administrator if deadlines appear to be in jeopardy, if the HMIS 

Software System is not working correctly, or if I have any other questions. 
 
_____ I understand that only authorized End Users and agency CHO HMIS Administrators can 

view HMIS information, and not all End Users can view all information. 
 
_____ I will ensure HMIS data and client interactions are entering into the system within 3 days. 
 
_____ I will ensure that paper documentation or physical files are complete, secure, and 

confidential at all times, and when no longer needed, are properly destroyed to maintain 
confidentiality. 

 
_____ I may only view, obtain, disclose, or use database information necessary to perform my job.  

As an HMIS user, I understand I may not look up a client in HMIS to know their 
whereabouts, their history or current information for the purposes of outside inquiries or 
personal use. 

 
_____ I understand that I can be held legally liable for any unauthorized access, usage, or 

disclosure of data collected for the purpose of entering into the HMIS database and data 
held within HMIS as specified in the California Penal Code Section 502 and/or under other 
State and federal laws. 

 
_____ I agree I will maintain HMIS data in such a way as to protect against revealing the identity 

of clients to unauthorized agencies, individuals or entities, including but not limited to law 
enforcement agencies. 

 
_____ I will not discuss client’s personal or other information in a public area. 
 



   

_____ I will not electronically transmit unencrypted client data across a public network.  I 
understand that PII cannot be distributed through email. 

 
_____ Discriminatory comments base on race, color, religion, national origin, ancestry, handicap, 

age, gender, orientation, are not permitted in HMIS.  Profanity and offensive language are 
not permitted in HMIS. 

 
_____ I will not log into HMIS during non-work hours, or on computers or any device that is not 

approved by my agency. 
 
_____ If I notice or suspect a security breach within HMIS or related to HMIS data, I must 

immediately notify my CHO HMIS Administrator.  Notification must occur within one (1) 
hour and in writing. 

 
_____ If I notice or suspect a security breach committed by the CHO HMIS Administrator, I must 

immediately notify the HMIS Lead Agency.  Notification must occur within one (1) hour and 
in writing. 

 
_____ I will not knowingly enter malicious or erroneous information into HMIS. 
 
_____ The appropriate client Informed Consent form must be completed with each client whose 

data is to be entered into HMIS and uploaded to the client profile. 
 
_____ I understand that my username and password will terminate should I move employment 

and will not be passed on to the staff person that replaces me. 
 
_____ I understand these rules apply to all HMIS Users, whatever their work role or position. 
 
_____ I have completed the required criminal background check through my agency.  I understand 

I am not allowed to access HMIS if I have ever had a felony or misdemeanor conviction, 
been found guilty of or entered a plea of nolo contendere (no contest) to any fraud, identity 
theft, stalking, human trafficking or related charges.   

 
You are required to maintain strict confidentiality of information obtained through or related to 
Butte CoC HMIS.  Data and information will be used only for legitimate client service and 
administration of the above-named agency. Any breach of confidentiality or failure to comply with 
the terms listed above will result, at a minimum, in your immediate and lifelong termination in 
participation in the Butte CoC HMIS. 

 
 

End User Signature Date 
 
 
 
 

CHO Administrator Date 
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Butte Countywide HMIS Client Informed Consent 

Ver 2.0 
Doc Date: 10/03/2024 

Client DOB:   Client Name:   
 

 

PERMISSION TO SHARE PROTECTED IDENTIFYING INFORMATION (PII) TO SECURE NECESSARY SERVICES 
Please read the following notice and authorization (or ask to have it read to you) before signing. 

 
  (Enter your Agency’s name in the space) is a Partner Agency in the Butte Countywide 
Homeless Management Information System (HMIS). HMIS is a shared housing and homeless services database. HMIS 
operates over the Internet, and uses many security protections to keep your information private and secure. 

 
HOW YOU WILL BENEFIT FROM PROVIDING YOUR CONSENT TO SHARE YOUR PERSONAL INFORMATION: 
The information collected in the HMIS is for the purpose of finding out what kind of services you and your family are in 
need of. The personal information contained in the HMIS database may be shared with Partner Agencies to find and set 
up the most effective services and resources within the community for you and your family. As you receive services, 
information will be collected about you, the services provided to you, and the outcomes these services help you to 
achieve. The information shared may consist of the following Protected Identifying Information (PII): 

 
• Name 
• Date of Birth 
• Social Security Number 
• Gender 
• Ethnicity & Race 
• Residence Prior to project entry 
• Current & historical housed and unhoused status 
• Family composition 
• Alcohol & Drug history* 
• Information about services provided by HMIS 

participating agencies (including: date, duration, 
type of service and other similar service 
information) 

• Legal history 
• Domestic Violence** 
• Income & Non-Cash benefit information 
• VI-SPDAT 
• Photo 
• Veteran Status 
• Employment Status 
• Disabling condition (physical and/or mental 

health) 

*Alcohol and Drug history information will not prevent you receiving homeless services and/or housing assistance. 
**Domestic Violence information is provided by you during your assessment to be on the list for available housing. 

Your information will not be shared with any agencies outside of the Butte Countywide HMIS, unless we are required to 
do so by law. 

 
Right to Decline or Revoke: I understand that I have the right to not share my information or to stop sharing my 
information at any time by writing to: Housing and Homeless Branch, 202 Mira Loma Drive, Oroville, CA 95965 or e- 
mailing ButteCoC@buttecounty.net. May also call 530-552-6200 and select option to speak with Housing Navigator or 
you can inform the agency you are working with and they will email the Housing and Homeless Branch of Butte County 
Department of Employment and Social Services. 

Expiration/Renewal: I understand this Consent is good for 3 years from the date of my signature below OR until I 
cancel my consent. I understand that if I cancel my Consent, all information about me already in the database will 
remain, but will become invisible to all of the participating agencies. 

Other Rights: I understand that sharing my information is voluntary and I can refuse to sign this consent form. I 
understand if I refuse to sign this Consent, I will still receive services, but they may be limited or delayed. I understand I 
have the right to see the client confidentiality policies used by the HMIS Partner Agencies. 

 
The Continuum of Care (CoC) and its partner agencies must follow all fair housing and civil rights laws. If you feel you’ve 
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Butte Countywide HMIS Client Informed Consent 

Ver 2.0 
Doc Date: 10/03/2024 

Client DOB:   Client Name:   
 

 

been treated unfairly or denied services due to discrimination related to fair housing or civil rights laws, you have options 
for seeking assistance. You can contact Legal Services of Northern California at 530-345-9491 during business hours, or 
reach their evening intake line at (866) 815-5990 anytime. 
 
Right to a Copy of My Information: I understand that I may have a copy of the information collected in HMIS by Partner 
Agencies. 

 
Right to a Copy of this Consent: I have right to receive a copy this Consent form. 

 
Authorized Participating Agencies: The current list of Butte Countywide HMIS Participating Agencies is available on 
the Butte Countywide CoC Website www.buttehomelesscoc.com 
List all Dependent children under 18 in household, if any (first and last names): 

 
1.   2.   

3.   4.   

5.   6.   
 
 

If you are experiencing domestic violence, dating violence, sexual assault, stalking, or human trafficking, you 
may be eligible for an Emergency Lease Transfer. Please contact Catalyst at 800.895.8476 or Legal Services of 
Northern California at 800.345.9491 
 
Please initial ONE of the following levels of consent: 

 
 I give consent for my/our basic and relevant information to be entered into HMIS and shared with Partner 
Agencies in the Butte Countywide HMIS. I understand that I may have a copy of the information shared between 
Partner Agencies. 

OR 
 I give consent for my/our basic and relevant information to be entered into HMIS, but not shared with Partner 
Agencies in the Butte Countywide HMIS. The information gathered and prepared by this Agency can be included in the 
HMIS database. 

 
Client’s Signature Date 

 
☐ Verbal Consent obtained by phone (Agency Staff Initials):  Date:   

 
Agency Personnel Name (print) Agency Personnel Signature Date 

 
Note: A separate HIPAA-compliant authorization is required for disclosure of any patient health information, including mental health and drug and alcohol 
information protected by any State or Federal privacy law including, but not limited to, Health Insurance Portability and Accountability Act (“HIPAA”), 45 
C.F.R. parts 160 and 164, California Confidentiality of Medical Information Act (“CMIA”), Civil Codes sections 56-56.16, Welfare and Institutions Code 
section 5328, or 42 C.F.R. part 2.1 et se 

http://www.buttehomelesscoc.com/
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Quick guide for Organizations in 
the Butte Countywide Homeless 
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Privacy Notice 
Quick Guide for organizations in the Butte 
Countywide Homeless Continuum of Care 

When you meet with a member of our organization or get services from us, you consent to allow us to 
collect, use, and share information about you for certain reasons. We have a responsibility to protect 
your information and privacy. 
 
This Privacy Notice summarizes our Privacy Policy. The Privacy Notice and Policy can be found online 
at https://www.buttehomelesscoc.com/ or you can ask a staff member for a copy. 

 

What information do we collect? 

We collect information that can be used to identify 
you, such as: 
• Your name, address, date of birth. 
• Contact information. 
• Identification numbers. 
• Photos or videos. 
• Information about services you received. 

 
Why do we collect and share your information? 

We collect, use, or share your information to: 
• Provide or coordinate services. 
• Collect payments. 
• Run the organization. 
• Create data that can’t identify you. 
• Support research. 
• Follow local, state, and federal laws. 
• Follow court orders, respond to threats, 

and ensure public safety. 

We will ask for your written or verbal consent to 
use or share your information for any purpose not 
listed above, or if the law requires it. 

What other steps do we take to protect your 
privacy? 

In addition to following local, state, and federal laws, 
we will: 
• Assist you if you need help or translation, as 

required by law. 
• Explain and share our Privacy Notice and the 

Privacy Policy. This Notice summarizes the 
Policy. 

• Only collect the information we need. 
• Have a plan for keeping information in good 

order. 
• Share the least amount of information 

needed to complete a task. 
• Allow you to review and correct your 

information and explain if your request is 
denied. 

• Have a plan and train staff to handle 
questions, complaints, or a data 
breach. The Privacy Policy can be 
changed at any time. Changes can 
apply to information that has already 
been collected.

For a list of organizations that are part of 
the Butte Countywide Homeless 
Continuum of Care, please visit https:// 
www.buttehomelesscoc.com/ or ask a 
staff member for a copy. 

https://www.buttehomelesscoc.com/
https://www.buttehomelesscoc.com/
https://www.buttehomelesscoc.com/


 

   

 

 

 

 

 

 

 

 

 

 

Appendix F; Acknowledgement 
of Receipt 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

   

 

 

 

 

Verification of Receipt and Understanding of the  

Butte Countywide Homeless Continuum of Care HMIS Privacy Security Plan 

 

The Butte Countywide Homeless Continuum of Care (CoC) Homeless Management Information 
System (HMIS) Privacy and Security Plan contains important information regarding the 
expectations of Contributing HMIS Organizations (CHOs) and HMIS End Users.  All HMIS Users 
must read, initial and sign this form: 

 

______I acknowledge that I have received a copy of the Butte Countywide Continuum of Care’s 
HMIS Privacy and Security Plan.  I understand it is my responsibility to read and comply with 
policies contained in this plan as well as any revisions made to it.  I also understand if I need 
additional information, or if there is anything that I do not understand in the Plan, I should 
contact my agency’s CHO Administrator. 

 

_____I understand that this Plan reflects policies, practices, and procedures in effect on the 
date of publication and that it supersedes any prior plan.  I further understand that rules, 
policies, expectations referred to in the Plan are evaluated and may be modified at any time, 
with or without notice.  I acknowledge that the Plan will be updated by the CoC’s HMIS/CES 
Committee and it is my responsibility to be aware of and to adhere to the changes in the Plan 
as they occur. 

 

End User Name(Print): ___________________________________________________ 

End User Agency Name: __________________________________________________ 

End User Signature: _________________________________  Date: _______________ 

 

 

 



 

   

 

 

 

 

 

 

 

 

 

 

 

Appendix G; HMIS Quarterly 
Compliance Checklist 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

   

Butte County CoC 
HMIS Quarterly 
Compliance Checklist 

□ Quarter 1, due 4/30 CHO Agency Name:  

□ Quarter 2, due 7/31 CHO Administrator Name:  

□ Quarter 3, due 10/31 Date Completed:  

□ Quarter 4, due 1/31 Date Sent:  
 

Workstation Security Standards 

In partnership with the Butte Countywide Continuum of Care (CoC), Clarity Human Services Software, a division of Bitfocus, Inc., administers the 
County’s Homeless Management Information System (HMIS), a shared database software application which collects, client-level information related 
to homelessness in the County. Client information is collected in HMIS by Contributory HMIS Organizations (CHO or collectively, CHOs). Information 
collected is used by the HUD and the CoC to identify national and local patterns and trends in homelessness over time; to conduct needs assessments 
and prioritize services for certain homeless and low-income subpopulations; to enhance inter-agency coordination; and to monitor and report on the 
quality of housing and services. This Compliance Certification Checklist is to be completed and certified quarterly by every CHO Administrator 
according to the schedule outlined below. Each Agency workstation used for HMIS data collection, data entry, or reporting must be certified 
compliant. Any identified compliance issues must be resolved within thirty (30) calendar days. Upon completion, the original signed copy of this 
checklist should be retained in the records of the HMIS CHO named above for a minimum of seven (7) years. Additionally, a copy should be emailed 
to the HMIS Lead at HMIShelp@buttecounty.net with the subject line: "Quarterly compliance check for ____________(name of CHO). 

Compliance Certification Schedule: 
● Quarter 1 (due by April 30th): ALL Active HMIS Users and Workstations Q1 (Jan-Mar) 
● Quarter 2 (due by July 31st): ALL Active HMIS Users and Workstations Q2 (Apr-June) 
● Quarter 3 (due by October 31st): ALL Active HMIS Users and Workstations Q3 (July-Sep) 
● Quarter 4 (due by January 31st): ALL Active HMIS Users and Workstations Q4 (Oct-Dec) 

 
 

Workstation Security Standards 

1. The Butte CoC HMIS Privacy Notice is visibly posted at each HMIS intake desk (or comparable location). If the workstation is not in a fixed location 
HMIS Privacy Statement is being provided as a handout. 

2. Each HMIS workstation computer is in a secure location where only Authorized Persons* have access. 
3. Each HMIS workstation computer is password-protected and locked when not in use. (Changing passwords on a regular basis is recommended) 
4. Documents printed from HMIS are sent to a printer in a secure location where only Authorized Persons have access. 
5. Non-authorized persons are unable to view any HMIS workstation computer monitor. 
6. Each HMIS workstation computer has anti-virus software with current virus definitions (i.e., within the past twenty-four (24) hours), and each HMIS 

workstation computer has had a full system scan within the past week. 
7. Each HMIS workstation computer has and uses a hardware or software firewall. 
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8. Unencrypted protected personal information (“PPI”) ** has not been electronically stored or transmitted in any fashion (including, without limitation, by hard 
drive, flash drive, emails, etc.) (Encrypted hard drives are recommended) 

9. Hard copies of PPI (including, without limitation, client files, intake forms, printed reports, etc.) are stored in a physically secure location. 
10. Each HMIS workstation computer password information, including each Authorized Person’s user identification information, is kept electronically and 

physically secure. 
• No passwords for HMIS have been saved on the computer, browser or server. 
• No log-in information (e.g. passwords, user names) is written down or have been shared. 

 
*An “Authorized Person” means a CHO authorized agent or representative (a HMIS End User or simply an End User) who has completed HMIS training. 
** Protected Personal Information (PPI) is defined as client-level identifying information, including, without limitation, information about names, birth dates, gender, race, social 
security number, phone number, residence address, photographic likeness, employment status, income verification, public assistance payments or allowances, food stamp 
allotments, or other similar information 

 

CHO Administrator Works station Checklist 
Instructions: For each HMIS workstation at your agency fill in the workstation location or end username. Verify checklist items 1 through 10b on the for the 
workstation and check (✓) the box to confirm the verification is complete. Fill in additional notes/comments and compliance issues as needed.  Attach 
additional pages if necessary.  Return this form to HMIShelp@buttecounty.net 

 

No Workstation Location 
Or End User Name 

1 2 3 4 5 6 7 8 9 10 10a 10b 
Notes 

1               

2               

3               

4               

5               

6               
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No Workstation Location 
Or End User Name 1 2 3 4 5 6 7 8 9 10 10a 10b 

Notes 

7               

8               

9               

10               

11               

12               

 

Workstation Security Compliance Issues Identified Corrective Action Taken to Resolve Security Compliance Issue 
  

  

  



 

   

Workstation Security Compliance Issues Identified Corrective Action Taken to Resolve Security Compliance Issue 
  

  

  

 

CHO Administrator Works station Checklist 

I have verified that, (initial): 

  Each End User workstation / device used to access HMIS has completed the Workstation Security Standards review.  

   All devices used to access HMIS by CHO End Users were provided and authorized for use by CHO. 

  Each End User is completing the Butte CoC HMIS Informed Consent with clients. 

  Each End User requires access to HMIS to perform their assigned duties. 

   No unauthorized access to HMIS or confidential legally protected client data was divulged to unauthorized third parties. 

   Incident of unauthorized access has been reported to HMIS Lead Agency and impacted clients have been notified.  

    Date of Incident: ______________   Name of HMIS Lead Agency Staff Member Informed: ____________________________________ 

 

___________________________________ _________________________________________________ ____________ 
CHO Administrator Name (Print)    CHO Administrator Signature       Date 
 
___________________________________ _________________________________________________ ____________ 
CHO Agency Director Name (Print)    CHO Agency Director Signature      Date 



 

   

 
 

 

 

 

 

 

 

 

 

 

 

Appendix H; HMIS Lead Privacy & 
Security Compliance Checklist 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 
 

HMIS Lead Privacy & Security Compliance Checklist 
 
 

 Agency Official Name      Security Officer Name 

 
__  (Int.) Agency has the HUD Public Notice posted in an area visible to clients. 
 
_____ (Int.) Agency has an HMIS Privacy Notice that complies with the requirements set forth by 

the CoC HMIS Operating Policies and Procedures and is available to all clients. 

   (Int.) Agency has a copy of the HUD Public Notice and the Privacy Notice on its website. 

   (Int.) Client files with hard copy data that includes client identifying information are protected 
behind one lock, at a minimum, from unauthorized access. 

 
   (Int.) Offices that contain client files are locked when not occupied. 
 
   (Int.) Client files are not left visible to unauthorized individuals. 

   (Int.) Agency has adopted the Informed Consent and requests this for every client. 

   (Int.) HMIS workspaces are configured to support the privacy of client interaction 
and data    entry. 

   (Int.) User accounts and passwords are not shared or left visible for others to see. 

   (Int.) End Users do not save HMIS reports with identifying client information on 
computers, laptops, tablets or other media devices. 

   (Int.) All HMIS workstations, including laptops and remote workstations, have virus 
protection and automatic updates. 

   (Int.) End Users are not accessing the HMIS on a public computer, personal device or from 
an internet connection that is not secured. 

   (Int.) Agency has a documented plan for remote access if End Users are accessing the 
HMIS outside of the office setting. 



 

   

Findings : ________ 
 
 
 

 
 
 
Corrective Actions:  ________ 
 
 
 
 
 
 
 
Deadline for Completion:  
 
 
 
 

 
  Security Official Printed Name   Agency Official Printed Name 

 
 
  Security Official Signature   Agency Official Signature 
 
 
  Date (mm/dd/yy)   Date (mm/dd/yy) 
 

 

 

 

 

 

 

 

 

 



 

   

 

 

 

 

 

 

 

 

 

 

 

Appendix I; Background Check 
Template 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

   

Current Date  

In accordance within the terms and conditions of the Contributing HMIS Organization Participation 
Agreement  

(CHO)  between Your Agency Name and Butte County, Department of Employment and Social Services 
(HMIS Lead Agency), the HMIS Policies & Procedures and the End User Agreement, I hereby certify and 
attest that a criminal background check for HMIS End User, Name of User, employee of Your Agency 
Name, was completed on Insert Date, and Name of User, has no criminal history that precludes them 
from accessing the Butte Countywide Continuum of Care’s HMIS.    

I additionally certify, Your Agency Name will retain the results of the background check in the 
employee’s personnel file.    

Verified By:  

___________________________________________   ______________________________________________  
Name, Title  Signature                     Date  

 
 
 
 

 
 
 

 

 
 
 

updated 5/2023 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 



 

   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix J; Authorized 
Representative 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



HMIS Authorized Representative (AR) Form 

 

   

An Authorized Representative (AR) is someone you choose to act on your behalf and manage your information in the 
Butte Countywide Homeless Continuum of Care’s (CoC) Homeless Management Information System (HMIS). Choosing 
an AR is optional, and you decide how much control the AR has over your information in HMIS. An AR can speak with 
HMIS participating agencies on your behalf.  
 

You can choose to allow either; HMIS participating agencies to only provide information to your AR, or to allow your 
AR to update your HMIS information on your behalf. It is important when choosing an AR, to choose someone you 
trust. You can choose a family member, friend, or other trusted person. You cannot choose an agency or agency staff 
member.  
 

ARs must be at least 18 years old and must provide proof of their identity any time they speak with a HMIS 
participating agency. The person you choose as your AR will be listed in your HMIS profile, until you choose to revoke 
authorization. You may remove an AR at any time, verbally or in writing. You must provide all information required 
below, failure to provide all required information will result in the person not being listed as your AR.   
 

This form must be completed in the presence of an employee of an HMIS Participating Agency and all parties must 
be physically present.   

 

Client Information 
Client Full Name 
 
 

Client HMIS Unique Identifier 

Client Date of Birth 
 
 

 

Authorized Representative (AR) Information 
AR Full Name (Last, First) 
 
 

AR Password (New form must be completed to change a password) 

AR Date of Birth 
 
 

AR Phone Number 
 

AR Mailing Address 
 
 

 

Level of HMIS Authorization Granted to AR 
 

 HMIS Participating Agencies can only provide information to AR.  AR is NOT able to change or update my 
information in HMIS or CES. 
 

 HMIS Participating Agencies can provide information to AR, and AR IS able to change or update my 
information in HMIS or CES. 
 

NOTE: HIPAA restrictions prevent us from discussing the client's individual health information with the authorized 
representative unless the representative has power of attorney for the client 
 

 

 

 



HMIS Authorized Representative (AR) Form 

 

   

HMIS User Completing Form and Entering into HMIS 
HMIS User: By signing below, I swear under penalty of perjury that the client willingly requested and signed this form.  I 
have explained the concept of an AR and the levels of authorization the client can choose. The client has indicated 
understanding. The client understands they can withdraw consent, without informing the AR, at any time.  I will upload this 
form and update HMIS within 24 hours of completion.  I have provided a completed copy of this form to the client and the 
AR. 
 

HMIS User Full Name (print) 
 
 

HMIS User Agency/Organization 

HMIS User Signature 
 
 

Date 

Client Authorization 
Client: By signing below, I acknowledge I have willingly signed this form, and no one has pressured me to do so.  I 
understand the concept of an AR and the level of authorization I have granted my designated AR.  I understand I can 
withdraw consent at any time, without the AR’s knowledge or approval.  I have been given a copy of this completed form. 
 

 
 
 

 

Client Signature 
 
 

Date 

Client Phone Number 
 
 

  I am revoking AR authorization 
effective immediately. 
Date: ______________________ 

AR Authorization 
Authorized Representative:  By signing below, I acknowledge I understand the concept of an Authorized Representative 
and the level of authorization I have been granted by the client.  I understand the client listed in this form can withdraw 
their consent at any time, without my knowledge or approval.  I have been given a copy of this completed form. 
 

 
 
 

 

AR Signature 
 
 

Date 

AR Phone Number 
 
 

 

 

Revocation of AR Authorization (To be completed by HMIS User ONLY) 
 

 Revoked in Person 
 Revoked Verbally   

 

 Client profile updated  
 Uploaded form to 

HMIS 

 

HMIS User Name: ___________________________________ 
 

HMIS User Agency: __________________________________ 

 



 
 

 
 
HMIS Policies and Procedures Manual 
Butte Countywide Homeless Continuum of Care 

 
 

For use by the CoC Council, CoC Coordinator, HMIS Committee, HMIS 
Lead Agency, HMIS Software System Provider, Contributing HMIS 
Organizations, CHO Agencies, and all End Users 
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Background 
 

In accordance with Congressional requirements, the U.S. Department of Housing and Urban Development 
(HUD) requires the development and maintenance of a local Homeless Management and Information System 
(HMIS) for all communities receiving Homeless Assistance Grants and organized as a Continuum of Care 
(CoC). 

 
HMIS is an electronic data collection system designed to store longitudinal consumer-level data about the 
people accessing homeless services in a CoC. With the ability to integrate and de-duplicate data from all 
homeless assistance and homelessness prevention programs in a community, it can provide the means to 
understand the size, characteristics, and needs of a community’s homeless population who are engaged in 
services. 

  
HMIS data is used by HUD to inform homeless policy at the federal, state, and local levels. The HEARTH Act, 
enacted in 2009, requires that all recipients and sub-recipients of the CoC Program and Emergency Solutions 
Grant (“ESG”) funds participate in their CoC’s HMIS. The State of California Assembly Bill (AB) 977, additionally 
states all state funded homeless service grants must participate in HMIS.  The CoC Interim Rule (24 CFR 578) 
defines CoC HMIS responsibilities, including: 
 

1) Selecting an HMIS software solution 
2) Designating an eligible applicant to manage HMIS (the HMIS Lead Agency) 
3) Providing oversight for key HMIS policies 
4) Working with the HMIS Lead Agency to ensure consistent provider  participation 
5) Ensuring the quality of HMIS data 

 
In addition, HMIS Proposed Rule (76 FR 22 76917) includes more specific HMIS requirements, including: the 
duties of the CoC; the duties of the HMIS Lead Agency; and security, data quality, privacy, and technical 
standards. 
 
With the exception of Victim Service Providers defined by the Violence Against Women and Department of 
Justice Reauthorization Act of 2005 (Pub. L. 109-162) (VAWA), all homeless assistance programs that are a 
part of the CoC must participate in HMIS, whether or not the specific program receives direct funding from 
HUD or other federal agencies. A particular program (or part of a program, such as a subset of beds within a 
program) is considered “participating” in HMIS if, as a matter of general practice, the program makes 
reasonable efforts to record all the Universal Data Elements for all clients served and discloses these data 
elements to the HMIS Lead Agency at least once annually. Disclosure may occur by directly entering data in 
HMIS, electronically transferring data to the HMIS Lead Agency, or through other means determined by the 
HMIS Lead Agency. Such an HMIS participant is called a “Contributory HMIS Organization (CHO)” in these 
HMIS Policies and Procedures. 

 
A Continuum of Care is a group composed of representatives of organizations, including nonprofit providers of 
homeless services, faith-based organizations, governments, businesses, advocates, public housing agencies, 
school districts, social service providers, veterans service providers, mental health agencies, hospitals, 
universities, affordable housing developers and law enforcement, that serve homeless, formerly homeless, and 
those at-risk of homelessness and that carry out the responsibilities delegated to a Continuum of Care under 
HUD’s regulations for a particular community. A Continuum of Care is ultimately responsible for oversight and 
guidance of HMIS. A Continuum of Care is also responsible for oversight of the security of the data and any 
public use of the data.  

 
The Butte Countywide Homeless Continuum of Care (Butte CoC) Governance Charter, adopted by the Butte 
CoC Council, requires that the Butte CoC designate a legal entity that is also a Continuum of Care Program 
eligible applicant to serve as the HMIS Lead Agency. The HMIS Lead Agency maintains Butte County’s HMIS in 
compliance with HUD standards and coordinates all related activities, including training, maintenance, and the 
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provision of technical assistance to CHOs. In 2020, the Butte CoC, entered into an agreement with the Butte 
County Department of Employment and Social Services, to serve as the HMIS Lead Agency.  More specific HMIS 
Lead Agency responsibilities are described in the HMIS Lead Agency Memorandum of Understanding (MOU) 
between the Butte County Department of Employment and Social Services (DESS) and the Butte CoC.  In all 
HMIS governance decisions, the Butte CoC will balance the interests and needs of all HMIS stakeholders, 
including homeless individuals and households, service providers, and policymakers. 
 
The Butte CoC HMIS Policies and Procedures Manual was created to outline how the Butte CoC will comply 
with the following regulations, standards, and agreements: the HEARTH Act; CoC Interim Rule; HMIS 
Proposed Rule; HUD Data Standards; Butte CoC Governance Charter; and HMIS Lead Agency MOU. 

 
This document should, at a minimum, reflect the baseline requirements listed in the HMIS Data and 
Technical Standards Final Notice, published by HUD in July 2004 and revised in March 2010. All HMIS End 
Users are required to read and comply with the HMIS Data and Technical Standards. Failure to comply with 
the HUD standards carries the same consequences as failure to comply with these Policies and Procedures. In 
any instance where these Policies and Procedures and Security Plan are not consistent with the HUD HMIS 
Standards, the HUD Standards take precedence. Should any inconsistencies be identified, please immediately 
notify the HMIS Lead Agency.  

 
For agencies or programs where HIPAA applies, HIPAA requirements take precedence over both the HUD 
HMIS Data Requirements (as specified in those requirements) and these Policies and Procedures. Agencies 
and programs are responsible for ensuring HIPAA compliance. 

 

HMIS Lead Agency Information 
 

Butte County Department of Employment and Social Services (DESS) 
205 Mira Loma Drive, Suite 50 
Oroville, CA 95965 
HMIShelp@buttecounty.net 

 
HMIS Contact Information Contact Reason 
 

Elisa Rawlinson 
Senior Health and Human Services Analyst 
erawlinson@buttecounty.net 
(530) 552-6204 
 

 

1. HMIS Lead for the Butte CoC. 

 

HMIS Inbox 
HMIShelp@buttecounty.net 
 

 

1. Requests for new agency access, new user access, 
new programs, deactivation of users, etc. 
 

2. Requests for support related to data quality and 
management.  
 

3. General technical support for HMIS issues related 
to user access, troubleshooting, information 
requests, system functionality errors, etc. 

 
4. Training 
 
5. Requests for issues related to data quality, 

management and/or mandated reports, report 
failure, etc.  

mailto:HMIShelp@buttecounty.net
mailto:erawlinson@buttecounty.net
mailto:HMIShelp@buttecounty.net


Page | 6 of 28 

HMIS Terminology and Definition of Terms  
 
Annual Comprehensive Security Audit: An audit conducted by the HMIS Lead agency on an annual basis.  The 
audit will be conducted by the HMIS Lead or other designee, and will review CHO compliance related to agency 
workstation and devices used for HMIS data collection, agency website.  The audit will also review agency level and 
program level data to ensure compliance with data quality standards laid out by HUD, the local HMIS Policies and 
Procedures and the Data Quality Plan. 
 
Annual Homeless Assessment Report (AHAR): HUD’s annual report to Congress on the nature and extent of 
homelessness nationwide.  
 
Annual Performance Report (APR): The AHAR is the annual report that HUD submits to the U.S. Congress. The 
report provides nationwide estimates of homelessness, including information on the demographic characteristics 
of homeless persons, service use patterns, and the capacity to house homeless persons. The report is based 
primarily on HMIS data.  (Formerly known as the Annual Progress Report).   
 
Butte CoC Council:  The Butte CoC’s governing body charged by the Butte CoC Governance Charter with 
planning and implementing HUD-funded efforts to end homelessness in Butte County. 
 
Butte CoC Governance Charter:  The document that governs the roles, responsibilities and operations of 
the Butte CoC, Council, Committees, Lead Agency, Collaborative Applicant, and HMIS Lead Agency 
 
CHO HMIS Administrator:  A CHO staff person who is responsible for compliance with the CHO 
Participation Agreement and day-to-day operation of CHO data collection in HMIS. 
 
CHO Memorandum of Understanding (MOU):  An agreement, Memorandum of Understanding (MOU), 
entered into by the HMIS Lead Agency and CHO that describes the obligations and authority of the parties 
with regard to data collection, input, management and reporting. 
 
Chronically Homeless (CH): According to HUD definition, a chronically homeless individual is a 
homeless individual with a disability who lives either in a place not meant for human habitation, a safe 
haven, in an emergency shelter, or in an institutional care facility. The individual must have been living in 
any of the above-described places either continuously for at least 12 months or on at least 4 separate 
occasions in the last three (3) years. Chronically homeless families are families with adult heads of 
households who meet the definition of a chronically homeless individual. If there is no adult in the family, 
the family would still be considered chronically homeless if the minor head of household meets all the 
criteria of a chronically homeless individual. 
 
Client:  A living individual about whom a Butte COC/CHO collects or maintains protected personal information: (1) 
because the individual is receiving, has received, may receive, or has inquired about services from a Butte 
COC/CHO: or (2) in order to identify service needs, or to plan or develop appropriate services within the CoC. 
 
Continuum of Care (CoC): The primary decision-making entity defined in the funding applications to HUD as the 
official body representing a community plan to organize and deliver housing and services to meet the specific 
needs of people who are homeless as they move to stable housing and maximum self-sufficiency. 
 
Contributory HMIS Organization (CHO):  An organization that enters data into the HMIS Software System 
in compliance with the CHO Participation Agreement and under the oversight of a CHO HMIS Administrator. 
 
Coordinated Entry System (CES): Coordinated entry is a consistent, community wide intake process that 
is used to match people experiencing homelessness to existing community resources that are the best fit for 
their situation. Coordinated assessment (the housing needs assessment approved by the CoC) maximizes 
the use of available resources and minimizes the time and frustration people spend while trying to find 
assistance. It also identifies and quantifies housing and service gaps and thereby enables effective and 
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efficient systems planning. 
 
Disaster Recovery Plan: A plan to allow safe and secure access to data and information necessary to assist 
an organization (CHO) in executing recovery processes in response to a disaster to protect business and software 
infrastructure and more generally promote recovery. 
 
Emergency Shelters (ES): An emergency shelter is a place for homeless people to live temporarily. Most 
emergency shelters provide shelter for a specific time-period e.g. 90 days after which the individual or 
family is expected to vacate it. 
 
End User:  An employee, volunteer, affiliate, associate, and any other individual acting on behalf of a CHO or 
HMIS Lead Agency who uses or enters data into HMIS or another administrative database from which data 
are periodically uploaded to HMIS. 
 
Homeless Data Integration System (HDIS):  HDIS compiles and processes data from all 44 California CoCs, 
regional homelessness services coordination and planning bodies, into a statewide data warehouse.  Each CoC 
collects data about the people it serves through its programs, such as homelessness prevention services, street 
outreach services, permanent housing interventions and a range of other strategies aligned with California’s 
Housing First objectives. 
 
Homeless Management Information System (HMIS):  The information system designated by a CoC to process 
Protected Personal Information (PPI) and other data in order to create an unduplicated accounting of 
homelessness within the CoC. An HMIS may provide other functions beyond unduplicated accounting. 
 
HMIS/CES Committee:  Committee established by the Butte CoC Council to provide support and 
recommendations to the Butte CoC Council regarding HMIS policies and procedures, processes and system; 
composed of staff representing the Butte CoC, the HMIS Lead Agency, and all CHO HMIS Administrators. 
 
HMIS Software System:  A HMIS data management software program developed and serviced by a HMIS 
Vendor. 
 
HMIS Lead Agency:  An organization designated by a CoC to operate the CoC’s HMIS. 
 
HMIS Vendor:  Contractor who provides support services for the operation of a CoC’s HMIS by contract, 
including the HMIS Software System provider, web server host, as well as providers of other contracted 
information technology or support. 
 
Homeless Assistance Program: A program whose primary purpose is to meet the specific needs of people who 
are literally homeless. Homeless assistance program include outreach, emergency shelter grant, transitional 
housing, rapid re-housing, permanent housing and permanent supportive housing.  
 
Homeless Prevention Program: A program whose primary purpose is to meet specific needs of people who are at 
risk of homeless. Homelessness preventions programs include those funded by HPRP and other homelessness 
prevention programs identified by the CoC as part of its service system. 
 
Housing First: Housing First is an approach to address homelessness. In the last few years, Housing First has 
become one of the most popular models for serving chronically homeless people. This approach is based on the 
understanding that homelessness is primarily a lack of housing and the fastest way to help a person out of 
homelessness is to provide that person with housing. The housing first approach focuses on providing housing as 
quickly as possible and subsequently providing services as needed and desired by the program participants. 
Permanent Supportive Housing and Rapid Rehousing programs are based on the Housing First Model. 
 
Housing Inventory Count (HIC):  The HIC provides information about all of the beds and units in a Continuum of 
Care homeless system. 
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HUD Veterans Affairs Supportive Housing Program (HUD-VASH): The HUD-VASH program combines HUD’s 
Housing Choice voucher (HCV) – rental assistance for homeless veterans and their families with case management 
and clinical services provided by the Department of Veterans Affairs (VA) at its medical centers and in the 
community. 
 
Literally Homeless: As per HUD definition, a literally homeless individual or family is an individual or family who 
lacks a fixed, regular and adequate nighttime residence. The individual’s or family’s primary nighttime residence is 
a public or private place not meant for human habitation. Or the individual or family is living in a publicly or 
privately operated shelter or is exiting an institution where (s) he has lived for 90 days or less and who resided in 
an emergency shelter or place not meant for human habitation immediately before entering the institution. 
 
Longitudinal System Analysis (LSA):  The LSA report, produced from a CoC’s  HMIS and submitted annually to 
HUD, and provides HUD and Continuums of Care (CoCs) with critical information about how people experiencing 
homelessness use the system of care.  
 
Notice of Funding Opportunity (NOFO):  Each year the U.S. Department of Housing and Urban Development 
(HUD) releases a NOFO signifying the beginning of a funding competition among approximately 450 Continuums of 
Care (CoCs). HUD also releases a NOFO for the CDBG and HOME programs. 
 
Permanent Supportive Housing (PSH): Permanent Supportive Housing program provides permanent housing 
and supportive services to chronically homeless individuals and families. The target population for permanent 
supportive housing program are chronically homeless individuals with a disability. The program focuses on the 
population that has high acuity and high costs. The program provides rental subsidy, intensive case management 
and health care (including behavioral health) to the program participants. There is usually no time limit for the 
program. PSH has been seen to have a high impact on housing stability. 
 
Personal Identifying Information (PII): Protected Identifying Information. 
 
PIT: Point-in-Time Count refers to the Homeless Census and Survey that is undertaken every two (2) years in the 
last ten (10) days of January. It is mandatory for all jurisdictions receiving funding from HUD to undertake the 
Point-in-Time Count. The data gathered from the count helps the County and local homeless service providers to 
better understand the needs of the community, evaluate the current system of services, and apply for federal and 
local funding. 
 
Protected Personal Information (PPI):  Information about a consumer: (1) whose identity is apparent from the 
information or can reasonably be ascertained from the information; or (2) whose identity can, taking into account 
any methods reasonable likely to be used, be learned by linking the information with other available information 
or by otherwise manipulating the information. 
 
Program:  A program (or Project in the HMIS Data Standards) provide the framework for HMIS data collection 
and reporting. The programs available to a user will depend on agency and staff member settings.  
 
Program Specific Data Elements (PDE): To meet the statutory and regulatory requirements of federally 
funded programs using HMIS, additional elements are required for different funding sources. The 
Program Specific Data Elements are elements that are required by at least one of the HMIS Federal 
Partner programs.  Some of the program specific data elements are collected across most Federal Partner 
programs. These are called “Common” Program Specific Data Elements.  Local CoCs may elect to 
require all continuum projects participating in HMIS to collect a subset of the data elements contained in this 
section to obtain consistent information across a range of projects that can be used to plan service delivery, 
monitor the provision of services, and identify client outcomes. 
 
Quarterly Compliance Checklist: The Quarterly Compliance Checklist (Appendix G) is intended to assist CHO 
Administrators in determining if agency workstations and devices used for HMIS data collection, data entry, or 
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reporting maintain compliance with HMIS Policies and Procedures. Any identified compliance issues must be resolved 
within thirty (30) calendar days. 
 
Quarterly Data Quality Checklist:  The Quarterly Data Quality Checklist (Appendix H) is to be completed for each 
program and certified by the CHO Administrator.  Each HMIS End User and program must be certified compliant with all 
data quality standards laid out by HUD, by the local HMIS Policies and Procedures and the Data Quality Plan. Any 
identified compliance issues must be resolved within thirty (30) calendar days. 
 
Rapid Re-Housing (RRH): Rapid rehousing is an intervention that has been seen to be a successful model in 
addressing the issue of homelessness in different parts of the country. There are three (3) core-components of 
rapid rehousing– 1. Housing identification, 2. Move-in and rent assistance and 3. Rapid rehousing case 
management and services. The clients are provided shallow or declining rent subsidy, other temporary financial 
assistance and time-limited case management. It has been observed that rapid rehousing helps individuals and 
families to quickly exit homelessness, return to housing in the community and not become homeless again in the 
near future. 
 
Service: Services provide a way to record the assistance provided to clients, from one-time events like utility 
assistance to daily services like meals and shelter. Services can be provided at the client and household level or to 
groups of clients. 
 
Transition Age Youth (TAY): Transition Age youth are young people between the age of 16(or 18) and 24 who 
are in transition from state custody or foster care and are at-risk. When they turn 25, they can no longer receive 
the services. 
 
Transitional Housing (TH): Transitional housing is temporary, supportive housing for people. Transitional 
housing is generally provided for a limited time period –from 2 weeks to 24 months. 
 
Universal Data Elements (UDE): HMIS Universal Data Elements are elements required to be collected by 
all projects participating in HMIS, regardless of funding source. Projects funded by any one or more of the 
federal partners must collect the Universal Data Elements, as do projects that are not funded by any 
federal partner (e.g. missions) but have agreed to enter data as part of the Continuum of Care's HMIS 
implementation.  The Universal Data Elements are the basis for producing unduplicated estimates of the 
number of people experiencing homelessness, accessing services from homeless assistance projects, 
basic demographic characteristics of people experiencing homelessness, and patterns of service use, 
including information on shelter stays and homelessness over time. 
 
U.S. Department of Housing and Urban Development (HUD):  The federal government’s Department of Housing 
and Urban Development.  HUD determines rules and regulations related to CoCs and HMIS. 
 
Vulnerability Index – Service Prioritization Decision Assistance Tool (VI-SPDAT): The VI-SPDAT is a part of 
the coordinated assessment process. The tool is used at the time of intake. It considers the household’s situation 
and identifies the best type of housing/supportive services intervention to address the household’s situation. 
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HMIS Overview 
 
The long-term vision of HMIS is to enhance CHOs’ collaboration, service delivery, and data collection capabilities by 
sharing information. Accurate information will place the Butte CoC in a better position to request funding from 
various sources and assist in more strategic future planning. HMIS is designed to be an integrated network of 
homeless and other service providers that use a central database to collect, track, and report uniform information 
on client needs, programs, and services. This system not only meets Federal requirements but also enhances 
service planning, delivery, and outcomes.  

 
A fundamental goal of HMIS is to document the demographics of homelessness in Butte County according to the 
HUD HMIS directive. It is the goal of the Butte CoC to achieve an accurate count of the number of unhoused 
community residents, identify patterns in utilization of assistance, document the effectiveness of services, and to 
ensure equity of assistance for all clients and households served. This will be accomplished through analysis of 
data that is gathered from individuals and households experiencing homelessness and the service providers who 
assist them. Data gathered via intake interviews and program participation will be used to complete reports, 
including but not limited to, HUD Annual Performance Reports, Annual Homeless Assessment Reports, 
Longitudinal Systems Analysis, and Point-in-Time sheltered counts. This data may also be analyzed to provide 
unduplicated counts and anonymous aggregate data to policymakers, service providers, advocates, and consumer 
representatives.  

 
The local HMIS project utilizes a web-enabled application residing on a central server to facilitate data collection by 
homeless service organizations across the county. Access to HMIS is limited to agencies who have agreed to uphold 
these Policies and Procedures by executing a MOU with the HMIS Lead Agency, and then only to authorized staff 
members who meet the necessary training and security requirements.  

 
Homeless individuals and case managers can benefit from HMIS as a result of improved service coordination. HMIS 
facilitates information sharing among case management staff within one agency and between agencies (with 
written client consent) who are serving the same clients.  

 
Agencies serving homeless individuals and program managers can benefit from HMIS by obtaining access to 
aggregate information that can be used to develop a more complete understanding of clients’ needs and outcomes. 
Such information can then be used to advocate for additional resources, to conduct evaluations of program 
services, and report to funding agencies such as HUD.  

 
The Butte CoC and policymakers can benefit from HMIS, a county-wide use of a single shared data collection 
system that provides the capacity to generate reports required by HUD and other funding sources, and allows 
access to aggregate information that will assist in the identification of gaps in services, as well as informing policy 
decisions aimed at addressing and ending homelessness at local, state and federal levels. 

HMIS Software 
 

The Butte CoC, through the HMIS Lead agency, contracts with Bitfocus, and uses their Clarity Human Services Case 
Management Software.  This software system is compliant with the most recent HUD Data Standards and is capable 
of generating reports and unduplicated counts of services, which provide a statistical profile of homeless services 
and consumers. HUD HMIS data standards are updated every 2 (two) years, and Bitfocus, as one of the largest 
HMIS software systems in the United States, works closely with HUD to ensure compliance.  Clarity is a web-
enabled application residing on a central server to facilitate data collection by homeless service providers in 
various geographic locations.  

 
Access to the central server is limited to those agencies formally participating in HMIS, including only authorized 
staff members who have met the necessary training and security requirements. In June 2023, the HMIS/CES 
Committee agreed to an open HMIS system. Since that time all CHOs, with the exception of those who fall under 
HIPAA regulations, have been able to view a client’s demographic, programmatic, and case management history of 
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all other agencies that participate in the system.  This allows for enhanced coordination of services between HMIS 
participating agencies, (a list of which can be found on the Butte Countywide Continuum of Care website)  and will 
assist the Butte CoC homeless service system to provide trauma informed care and collaboration in a new way.   

HMIS Computer Requirements 
 
CHOs commit to a reasonable program of data and equipment maintenance in order to sustain an efficient level of 
system operation. CHOs must meet the technical standards for minimum computer equipment configuration:  

• Internet connectivity.  
• Secure and maintain any computer systems, hardware, software, applications, and data that will be 

used in the performance of this MOU. This includes ensuring that all security patches, upgrades, and 
anti-virus updates are applied as appropriate to secure all information assets and data that may be 
used, transmitted or stored on such systems in the performance of this MOU.  

• End Users must have workstation devices password protected screensavers set at no more than 15 
minutes. 

• Passwords shall not be shared or stored in a readable format on the computer, browser, server, or on 
paper and must be immediately changed if revealed or compromised.  

• Safeguard equipment to ensure non-HMIS users and public cannot access and/or view HMIS 
information. Safeguarding of equipment includes but is not limited to ensuring video terminals, 
printers, hard copy printouts or any other forms of HMIS related records are placed so that they may 
not be viewed by the public or other unauthorized persons.  

• End Users must log out of HMIS if they leave their workstation.  
• Written information pertaining to user access should not be stored or displayed in any publicly 

accessible location.  
• Data Disposal: The CHO agrees to dispose of documents that contain identifiable consumer level data 

by shredding paper records, deleting any information from all equipment before disposal, and 
deleting any copies of consumer level data from the hard drive of any machine before transfer or 
disposal of property. Clarity takes advantage of the latest in web technologies. For both security and 
compatibility, it is extremely urgent that an agency’s local IT staff ensure all workstations are 
outfitted with the latest version of the web browser. 
 

Internet Browser Requirements 
 

Clarity Human Services requires an up-to-date web browser to access all of the software's features. To ensure 
the latest security features are in place, always use the latest version of a supported web browser when 
accessing Clarity Human Services.  
 
Clarity supports the most recent version of the following web browsers: 

• Google Chrome 
• Microsoft Edge 
• Mozilla Firefox 
• Apple Safari 

HMIS Guiding Principles 
 

It is the primary governing principle of the Butte County HMIS that the system is intended to serve and protect the 
community’s clients. A safe and secure HMIS system relies on the following guiding principles: 

 
Confidentiality - The rights, privileges, and privacy of clients are crucial to the success of HMIS. 
Compliance with the Butte CoC HMIS Policies and Procedures Manual will help ensure client privacy without 
impacting delivery of services. Clients will be understood to be the owners of their own data. Each 
individual will have the right to grant informed consent, limit data sharing, or revoke consent related to 
his/her PPI at any time.  

https://www.buttehomelesscoc.com/
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This must be the primary focus of agency programs participating in HMIS.  Collection, access, and 
disclosure of consumer data through HMIS are only permitted by the procedures set forth in this document, 
in compliance with the Data Privacy Plan, the client signed Informed Consent (Appendix D) and, if 
applicable, HIPAA laws.    

 
Data Integrity - Consumer data is the most valuable and sensitive asset of the HMIS. These policies are 
designed to ensure data integrity and protect information from accidental or intentional unauthorized 
modification, destruction, or disclosure.  All End Users will strive for the highest possible degree of data 
quality. Data quality is a social justice issue because poor data quality can lead to reductions in funding and 
services, clients not being referred to the appropriate services to meet their needs, or improper findings of 
ineligibility.  

 
System Availability - The availability of a centralized data repository is necessary to achieve the optimal 
type of aggregation of unduplicated homeless statistics across the county.  The Butte CoC and the HMIS 
Lead are responsible for ensuring the broadest deployment and availability of the system for homeless 
service agencies.  

 
Compliance - Violation of the policies and procedures set forth in this document, in the HMIS Lead Agency 
MOU, and in the End User Agreement (Appendix C) will be taken very seriously. Any deliberate or 
unintentional action resulting in a breach of confidentiality or loss of data integrity may result in the 
withdrawal of system access for the offending user and/or entity.  The Butte CoC recognizes the need to 
maintain each consumer’s confidentiality and will treat the personal data contained within the HMIS with 
respect and care. The HMIS Lead agency, HMIS participating agencies, and HMIS End Users have both an 
ethical and a legal obligation to ensure that data is collected, accessed and used appropriately. Of primary 
concern to the Butte CoC are issues of security (i.e. encryption of data traveling over the internet, the 
physical security of the HMIS server), and the policies governing the release of this information to the 
public, government and funders. 

Roles and Responsibilities 
 

Butte CoC Council 
 

The Butte CoC Council is responsible for HMIS project oversight and implementation.  This implementation 
includes but is not limited to; planning, administration, software use, managing HMIS data in compliance with 
HUD HMIS Standards, and reviewing and approving all policies, procedures, and data management plans 
governing CHOs. More specific Butte CoC Council responsibilities are listed below. 
 

1) Designate a single information system as the official HMIS software for the geographic area. 
2) Designate an HMIS Lead. 
3) Approve all HMIS policies, procedures and operational agreements. 
4) Develop and execute a Governance Charter which includes a requirement that the HMIS Lead 

enter into written HMIS MOU with each Contributing HMIS Organization (CHO) and such 
additional requirements as may be issued by notice from time to time. 

5) Develop and implement a strategic plan for HMIS participation, development and use in data 
driven decision making. 

6) Use HMIS data to identify gaps in services to the homeless and promote solutions to local 
policy makers. 

7) Educate and raise consciousness of the community about homelessness. 
 
HMIS/CES Committee 

 
The HMIS/CES Committee is designated by the Butte CoC Council to provide support and 
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recommendations to the Butte CoC Council related to HMIS regulations and standards as set forth by HUD. 
The HMIS Committee consists of staff representing the Butte CoC and HMIS Lead Agency, and all CHO HMIS 
Administrators. 

 
HMIS Lead Agency 

 
The HMIS Lead Agency manages HMIS data in compliance with HUD HMIS Standards, collects and organizes 
HMIS data, and provides HMIS administrative functions at the direction of the Butte CoC Council, and as 
further described in the HMIS Lead Agency MOU.  Other responsibilities include: 

 
Governance, Policy Development and Reporting 

 
1) Draft policies, procedures and standards in accordance with the CoC Interim Rule, Proposed 

HMIS Rule, and current HUD HMIS Data Standards; 
2) Create and submit a security plan, data quality plan, and a privacy policy to the CoC for 

approval, to be updated as needed; 
3) Develop HMIS plans, forms, standards and governance documents in compliance with all 

applicable regulations, 
4) Ensure implementation and compliance of policies, procedures and standards; 
5) Schedule and facilitate HMIS/CES Committee meetings; 
6) Prepare data reports and analyses to the Butte CoC Council and for submission to HUD and 

the State of California.  Reports include but are not limited to:  
a. PIT Count;  
b. HIC;  
c. LSA;   
d. Unduplicated counts of clients served annually;  
e. Count of lodging units in the HMIS;  
f. HDIS; and  
g. Other reports as necessary to measure progress in meeting Butte CoC goals; 

7) Respond to the CoC Council and HMIS/CES Committee directives; 
8) Ensure participation and compliance by all agencies and programs serving homeless 

people in HMIS; 
9) Liaising with HUD regarding federal HMIS standards and regulations; 
 

System Administration and Security 
 
1) Serve as the applicant to HUD for grant funds to be used for HMIS activities in the CoC’s 

geographic area, and enter into grant agreements with HUD to carry out HUD-approved 
activities, as further described in the HMIS Lead Agency MOU; 

2) Oversee the day-to-day administration of the HMIS; 
3) Manage the HMIS Software System Vendor and other HMIS Vendors in compliance with 

current HUD requirements and Proposed HMIS Rule technical standards; 
4) Retain copies of all contracts and agreements executed for HMIS administration; 
5) Designate the HMIS Lead as the Security Officer responsible for ensuring compliance with 

applicable security standards; 
6) Keep all signed paper and electronic statements for a period of at least 3 years; 
7) Implement a policy and chain of communication for reporting and responding to security 

incidents; 
8) Develop a disaster recovery plan, which includes protocols for communication with staff, 

CoC and CHOs; 
9) Complete an annual security review; 
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Software and Vendor 
 
1) Liaising with HMIS software vendor(s);  
2) Procuring HMIS software and licenses;  
3) Overseeing software license administration; 
4) Configuring HMIS software to meet Continuum of Care and/or CHO needs; 
5) Maintaining HMIS web portal and resource library, including domain registration, 

 
CHO and End User Coordination 

 
1) Execute and maintain copies of signed Memoranda of Understanding with CHOs, 
2) Monitor and enforce CHO compliance with HUD requirements and report on 

compliance to the CoC and HUD; 
3) Communicate HUD HMIS Standards updates to all CHO HMIS Administrators; 
4) Prepare and execute MOU with each CHO, which include: 

a. The obligations and authority of the HMIS Lead Agency and CHO; 
b. The requirements of the Security Plan with which the CHO must  abide; 
c. The sanctions for violating the Participation Agreement; and 
d. Agreement that the HMIS Lead Agency and CHO will process PII and PPI consistent 

with the agreement. 
5) Maintain a contact list of all CHO HMIS Administrators and update CHO MOU as needed; 
6) Manage and maintain mechanisms for soliciting, collecting and analyzing feedback from End 

Users and CHO HMIS Administrators. 
7) Document technical issues experienced by End Users; 

 
 
Training and Technical Assistance 

 
1) Develop and deliver a comprehensive training curriculum and protocol for CHO HMIS 

Administrators and End Users, as further described in the HMIS Lead Agency MOU; 
2) Provide technical assistance and support to CHO HMIS Administrators and End Users; 

 
Data Quality 

 
1) Develop and implement a Data Quality Plan in coordination with the HMIS/CES Committee; 

a. Establish data quality benchmarks for CHOs (calculated separately for: emergency shelter, 
safe haven, transitional housing and permanent housing), including bed coverage rates, 
service-volume coverage rates, missing/unknown value rates, timeliness criteria, and 
consistency criteria; 

2) Coordinate with CHO HMIS Administrators to produce required reports; 
3) Work with CHO HMIS Administrators related to their programs’ data quality reports indicating 

levels of data entry completion, consistency with program model, and timeliness; 
4) Provide reports on HMIS participation rates, data quality and other analyses to the Butte CoC 

Council and HMIS Committee when requested; 
5) Monitor compliance by all CHOs with HMIS participation requirements, policies and procedures, 

privacy standards, security requirements, and data quality standards through an annual review; 
6) Manage HMIS Software System upgrades and ensure that they comply with the latest HUD Data 

Standards; and 
7) Distribute HUD Data Standards and provide guidance to CHOs on compliance. 

 
Contributing HMIS Organizations (CHOs) 

 
CHOs operate program(s), provide services, and enter PII and PPI into HMIS. CHOs must enter into and 
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comply with HMIS MOU, and agree to comply with all Butte CoC and HMIS/CES committee applicable plans, 
forms, standards and governance documents, in order to contribute data to the HMIS Software System.  The 
HMIS MOU lays out the full responsibilities of the CHO and CHO Administrator, however the principle 
responsibilities are described below and include: 

 
Privacy 

 
1) Uphold confidentiality requirements; 
2) Obtain a HMIS Client Informed Consent for each Client entered into the HMIS Software System and 

provide client with a copy of the Privacy Notice Quick Guide; 
3) Post the Butte Countywide HMIS Public Notice so it is viewable to all Clients; 
4) Post the Butte Countywide Continuum of Care Privacy Notice on its Agency’s website;  

 
Security 

 
1) Designate the CHO HMIS Administrator and a Security Officer that is responsible for 

ensuring Security Plan compliance for the CHO, (the CHO Administrator and the Security 
Officer can be the same person); 

2) Conduct criminal background checks on the CHO HMIS Administrator and all End Users; 
3) Ensure that all End Users receive security training prior to being given access to the HMIS, 

and a minimum of once annually; 
4) Monitoring and maintaining security of all staff workstations used for HMIS data entry.  
5) Ensuring End User adherence to workstation security policies.  
6) Safeguarding client privacy through compliance with confidentiality and security policies 
7) Will be subject to periodic on-site security assessments to validate compliance of the 

agency’s information security protocols and technical standards. 
 

Training 
 
1) Ensure all CHO HMIS Administrators and End Users participate in comprehensive training 

curriculum developed by the HMIS Lead Agency. 
2) Ensure CHO HMIS Administrator and/or designee attend and participate in HMIS/CES Committee 

meetings a minimum of once per quarter. 
 
Data Quality 

 
1) Collect the universal data elements, as defined by HUD, for all programs operated that 

primarily serve persons who are homeless or at risk of homelessness. 
2) Collect program specific data elements, as defined by HUD, for all clients served by 

programs funded by HUD grants allocated to the Butte CoC. 
3) Enter client-level data into the HMIS within three (3) business days of client interaction. 
4) Follow, comply and enforce the CHO HMIS MOU. 
5) Complete quarterly data compliance checks of agency HMIS programs. 

 
CHO HMIS Administrator 

 
A CHO HMIS Administrator is designated by each CHO to oversee day-to-day operation of its HMIS data 
collection system, ensure program-level data quality according to the terms of the CHO Participation 
Agreement and associated Data Quality Plan, and manage data entry into HMIS. The CHO HMIS Administrator 
shall: 
 

1) Submit to HMIS Lead all required forms for new End Users, and will ensure CHO is complying with the 
Butte CoC HMIS Background policy, laid out in this document; 



Page | 16 of 28 

2) Be the first point of contact for end users experiencing difficulties using  HMIS; 
3) Maintain End User list within the CHO; 
4) Monitor End User logins on a monthly basis; 
5) Update the HMIS Lead agency 2 weeks prior to: 

a. A program funding source is ending, a new funding source is added; 
b. A program changes location; 
c. A program’s bed and/or unit inventory changes. 

6) Run data quality reports indicating levels of data entry completion, consistency with program model, 
and timeliness; a minimum of once quarterly; 

7) Complete data entry when End Users are unable to complete data entry; 
8) Ensure CHO compliance with the protocols of the Data Quality Plan, Security Plan and Privacy Plan; 
9) Inform the HMIS Lead Agency when critical deadlines regarding data entry are missed; 
10) Maintain communication with the HMIS Lead Agency and HMIS/CES Committee regarding HMIS 

data entry challenges and questions; 
11) Submit requests for new End Users of the HMIS Software System to the HMIS Lead Agency; 
12) Notify the HMIS Lead Agency within one (1) business day when End User(s) is no longer 

employed by CHO and/or no longer needs access to HMIS, so their HMIS user account can be 
deactivated;  

13) Complete training with the HMIS Lead Agency at least quarterly. 
14) Attend an HMIS/CES Meeting at a minimum once per quarter. 
15) Notify all End Users from their agency of system-wide changes and other relevant 

information; 
16) Monitors their agency’s compliance with standards of confidentiality and data collection, 

entry and retrieval; 
17) Ensure Participating Agency adherence to HMIS Policies and Procedures;  
18) Make continuous efforts to detect violations of privacy and security and respond to any 

indication or report of violations; and 
19) Inform HMIS Lead Agency within three (3) business days of changes in Bed and/or Units in 

any applicable program. 
 

End Users 
 

All HMIS End Users shall: 
 

1) Read, initial and sign the End User Agreement; 
a. The user understands and agrees that they may not publish, disclose, or use any 

information collected for or contained within the HMIS except as permitted by the 
Butte CoC HMIS procedures or applicable by law.  

b. The user understands and agrees that all passwords and/or other security measures 
assigned to them are to be used solely by them, and are not to be disclosed to or 
utilized by any other individual.  

c. The user understands and agrees that if they violate the confidentiality provisions of 
applicable rules and regulations, they may be subject to termination and/or liability 
under applicable law.  

d. The user understands and agrees that their obligations under the agreement shall 
remain in effect following any termination of the agreement or of their employment 
with the agency listed on the form. 

2) Complete a New User training with the HMIS Lead Agency; 
3) Complete training with the HMIS Lead Agency at least annually; 
4) Maintain security of login and work station; 
5) Follow the most recent HUD Data Standards; 
6) Follow data entry standards and data quality as required in the Data Quality Plan; 
7) Follow protocols as required by the Security Plan and Privacy Plan; 
8) Enter client-level data into the HMIS within three (3) business days of client  interaction; 
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9) Notify CHO HMIS Administrator if data deadlines appear to be in jeopardy;    
10) Notify CHO HMIS Administrator with any questions, or if the HMIS Software System is not 

working properly; and 
11) Read all emails, and notices from the HMIS Lead Agency related to HMIS, and implement 

any changes in data capture or policies and procedures immediately. 
 
HMIS Software Vendor 

 
The software vendor (Bitfocus) is responsible for the set-up, operation, and maintenance of the HMIS 
software platform.  Additional responsibilities are listed below: 

 
1) Address any technical problems that arise with respect to the Bitfocus software and/or 

functionality; 
2) Provide system and application updates to ensure the ability of the HMIS to comply with all 

HUD reporting requirements;  
3) Interface with HMIS team to ensure that the system meets the needs of the CHOs; 
4) Provide system security as set out by the HUD technical standards in regards to server, system 

and user access;  
5) Schedule necessary and planned downtime when it will have least impact, for the shortest 

possible amount of time; 
6) Design and implement a backup and recovery plan (including disaster recovery); 
7) Comply with any new HUD Data or Technical Standard; and 
8)  The HMIS software vendor’s employees will agree to abide by all confidentiality and ethics 

standards. 
 

HMIS Access Levels 
 
HMIS Access will differ between End Users.  Not all End Users will have the same level of access.  End User access 
level will be determined by the programs the End Users is assigned to, the CHO Administrator, and the HMIS Lead.  
End User access levels may change. 
 

Termination of CHO Access to HMIS 
 
Voluntary Termination of Participation 
 

1) The CHO shall inform the HMIS Lead Agency in writing of their intention to terminate their 
participation in HMIS.  

2) The HMIS Lead Agency will remove the departing agency from the list of CHOs on the Butte CoC 
website.  

3) The HMIS Lead Agency will revoke access of all CHO staff to HMIS. Note: All CHO information contained 
in the HMIS system will remain in the HMIS system.  

4) The HMIS Lead Agency will keep all termination records on file with the associated MOU.  
 

Termination of Participation for Lack of Compliance 
 

1) When the HMIS Lead Agency determines that a CHO is in violation of the MOU by not fully complying 
with HMIS plans, forms, standards and/or governance documents, the HMIS Lead Agency will work 
directly with the CHO’s Executive Director to resolve the issue(s) in question.  

2) If the HMIS Lead Agency and CHO are unable to resolve issue(s), the HMIS/CES committee will be called 
upon to resolve the issue(s). If that results in a ruling of termination:  
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a. The CHO will be notified in writing by the HMIS Lead Agency of the intention to terminate the 
CHO’s participation in HMIS.  

b. The HMIS Lead Agency will revoke access of all CHO staff to HMIS. Note: All CHO information 
contained in the HMIS system will remain in the HMIS system.  

c. The HMIS Lead Agency will keep all termination records on file with the associated MOU.  
d. Following an involuntary termination, the CHO has 30 calendar days to appeal in writing to the 

chair and vice-chair of the HMIS/CES committee for reinstatement to HMIS, provided the CHO 
has corrected the issue(s) resulting in the initial termination ruling.   

i. The chair and vice-chair will add the CHO’s termination appeal to the agenda of the next 
HMIS/CES committee meeting.   

ii. The CHO will present/provide verification to the HMIS/CES committee that the original 
issue(s) have been corrected and will no longer occur. 

iii. If the HMIS/CES committee unanimously approves the appeal and reinstatement, the 
committee will then take the appeal to the CoC Council for approval and reinstatement.  

e. The Butte CoC is empowered to permanently revoke a CHO’s access to HMIS for a serious 
and/or willful breach of security or confidentiality. 

Security Audits 
 
The CHO and CHO Administrator are responsible for preventing degradation of the HMIS resulting from viruses, 
intrusion, or other factors within the Agency’s control. The participating CHO Administrator is responsible for 
preventing inadvertent release of confidential client-specific information through physical, electronic, or visual 
access to the workstation. 
 
Each participating CHO Administrator is responsible for ensuring their agency meets the Privacy and Security 
requirements detailed in the HUD HMIS Data and Technical Standards and laid out in the CoC’s Privacy & Security 
Plan.. CHOs will conduct a thorough review of internal policies and procedures regarding HMIS, on a quarterly 
basis. 
 
Quarterly CHO Self-Audits 
 

Quarterly Compliance Certification Checklist 
 

1) The CHO Security Officer will use the “HMIS Quarterly Compliance Checklist “to conduct quarterly 
security audits of all CHO HMIS End User workstations; 

2) The CHO Security Officer will audit for inappropriate remote access by End-Users by associating User login 
date/times with employee time sheets. End Users must certify that they will not remotely access HMIS 
from a workstation (ie: personal computer, phone, tablet or any other device) that is not subject to the 
CHO Security Officer’s regular audits; 

3) If areas are identified that require action due to noncompliance with these standards or any element of 
the Butte CoC HMIS Policies and Procedures, the CHO Security Officer will note these on the Checklist, 
and the CHO Security Officer in conjunction with the CHO Administrator will work to resolve the action 
item(s) within fifteen (15) calendar days; 

4) Any HMIS Quarterly Compliance Checklist that includes one (1) or more findings of noncompliance 
and/or action items will not be considered complete until all action items have been resolved. The 
findings, action items, and resolution summary must be reviewed and signed by the CHO’s Executive 
Director or other empowered officer prior to being forwarded to the HMIS Lead Agency Security 
Officer; 

5) The CHO Security Officer must turn in a copy of the HMIS Quarterly Compliance Checklist to the HMIS 
Lead Agency Security Officer on a quarterly basis.  This can be turned in via email by sending a signed 
copy to HMIShelp@buttecounty.net;  

6) The CHO will retain in their records the original signed copy of the “HMIS Quarterly Compliance 

mailto:HMIShelp@buttecounty.net
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Checklist” for a minimum of seven (7) years. 
 

Quarterly Data Quality Checklist 
 

1) The CHO Administrator will use the Data Quality Compliance Certification Checklist to conduct 
quarterly security audits of all CHO HMIS programs and HMIS End Users. 

2) If areas are identified that require action due to noncompliance with these standards or any element of 
the Butte CoC HMIS Policies and Procedures, the CHO Administrator will note these on the Data Quality 
Checklist, and the CHO Administrator will work to resolve the action item(s) within thirty (30) calendar 
days. 

3) Any Data Quality Checklists that include one (1) or more findings of noncompliance and/or action items 
will not be considered valid until all action items have been resolved. The Checklist findings, action 
items, and resolution summary must be reviewed and signed by the CHO Executive Director or other 
empowered officer prior to being returned to the HMIS Lead Agency.  

4) The CHO Administrator must turn in a copy of the Compliance Certification Checklist to the HMIS Lead 
Agency on a quarterly basis. 

5) CHO Administrator must keep the original signed copy of the Data Quality Checklist for a minimum of 
seven (7) years in their agency files. 
 

Annual Comprehensive HMIS Lead Agency Audits of CHO 
 

Unless a more accurate method is available (e.g., client interview, third party verification, etc.), a sampling of client 
source documentation can be used to measure the data accuracy rate. The HMIS Lead Agency may request client 
files or intake forms during the annual HMIS Security Certification Checklist process and compare the source 
information to the information in HMIS. Only those parts of the client(s) file containing the required information 
will be reviewed, excluding any non-relevant, personal, or Participating Agency-specific information. The HMIS 
Lead Agency shall provide Participating Agencies the training and tools necessary for Participating Agencies to 
self-monitor project performance. 

 
1) The HMIS Lead Agency Security Officer will schedule the annual security audit a minimum 

of thirty (30) calendar days in advance with the CHO Security Officer; 
2) The HMIS Lead Agency Security Officer will use both the “HMIS Quarterly 

Compliance Checklist” and the “HMIS Lead Privacy & Security Compliance 
Checklist” to conduct security audits; 

3) The HMIS Lead Agency Security Officer must randomly audit at a minimum 10% of 
the workstations used for HMIS data entry for each HMIS CHO project site. In the 
event that an agency has more than 1 project site, all project sites must be audited; 

4) If areas are identified that require action due to noncompliance with these 
standards or any element of the Butte Countywide HMIS Policies and Procedures, 
or the Privacy Notice, the HMIS Lead Agency Security Officer will note these on the 
Checklist, and the CHO Security Officer and/or HMIS Agency Administrator will 
work to resolve the action item(s) within fifteen calendar (15) days; 

5) Any Checklist that includes one (1) or more findings of noncompliance and/or 
action items will not be considered complete until all action items have been 
resolved and the findings, action items, and resolution summary has been 
reviewed and signed by the CHO’s Executive Director or other empowered officer 
and forwarded to the HMIS Lead Agency Security Officer. 

 
Physical Safeguards 

 
In order to protect client privacy it is important that the following physical safeguards be put in place. For the 
purpose of this section, authorized persons will be considered only those individuals who have completed 
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HMIS/Privacy and Security training within the past 12 months.  
 

1) Computer Location – Computer must be in a secure location where only authorized persons have 
access. Computer must not be accessible to clients, the public or other unauthorized CHO staff 
members or volunteers.  

2) Printer location – Documents printed from HMIS must be sent to a printer in a secure location 
where only authorized persons have access.  

3) PC Access (visual) — Non-authorized persons should not be able to see an HMIS workstation 
screen. Monitors should be turned away from the public or other unauthorized CHO staff members 
or volunteers and utilize visibility filters to protect client privacy. 

4) Under no circumstances will End Users store HMIS data, client PII or PPI on any personally owned 
media; End Users may not place PII or PPI on a work-owned USB drive for personal use.  

5) PII, PPI and removable data devices (e.g., USB drives, CDs, and external drives) must be protected 
by appropriate physical means from modification, theft, or unauthorized access. Such records and 
confidential information contained therein remain subject to the HMIS Policies and Procedures. 
When these media have reached the end of their useful life, the data will be disposed of in a manner 
consistent with the procedures outlined in this policy. 

 
Reporting Security Incidents 

 
These Security Standards and the associated Butte CoC HMIS Policies and Procedures are intended to prevent, to 
the greatest degree possible, any security incidents. However, should a security incident occur, the following 
procedures should be followed in reporting.  

 
1) Any HMIS End User who becomes aware of or suspects a breach of HMIS system security 
and/or client privacy by another end user, they must immediately report that breach to the CHO 
Administrator. Notification must occur within one (1) hour and in writing. 
2) Any HMIS End User who becomes aware of or suspects a breach of HMIS system security 

and/or client privacy by the CHO or CHO Administrator, must immediately notify the HMIS 
Lead Agency. Notification must occur within one (1) hour and be in writing. 

3) In the event of a suspected security or privacy concern the CHO Security Officer should also 
immediately inform the HMIS Lead in writing, within one (1) hour (at HMIShelp@buttecounty.net)  
and conduct a complete an internal investigation.  
a. If the suspected security or privacy concern resulted from an End User’s suspected or 

demonstrated noncompliance with the HMIS End User Agreement, the HMIS Policy & 
Procedure, the HMIS Privacy and Security Plan, or the Privacy Notice, the CHO Security 
Officer must immediately and in writing request the HMIS Lead Agency deactivate the 
End User’s User ID until the internal investigation has been completed. 

4) Following the internal investigation, the CHO Security Officer shall notify the HMIS Lead 
Agency of any substantiated incidents that may have compromised HMIS system security 
and/or client privacy whether or not a release of client PPI/PII is definitively known to have 
occurred. If the security or privacy concern resulted from demonstrated noncompliance by an 
End User with the HMIS End User Agreement, the HMIS Policy & Procedure, the HMIS Privacy 
and Security Plan, or the Privacy Notice, the HMIS Lead Agency will permanently deactivate 
the User ID for the End User in question. 

5) Within one (1) business day after the HMIS Lead Agency Security Officer receives notice of the 
security or privacy concern, the HMIS Lead Agency Security Officer and CHO Security Officer 
will jointly establish an action plan to analyze the source of the security or privacy concern and 
actively prevent such future concerns. The action plan shall be implemented as soon as 
possible, and the total term of the plan must not exceed thirty (30) days. 

6) If the CHO is not able to meet the terms of the action plan within the time allotted, the HMIS 
System Administrator, in consultation with the Butte Countywide Homeless Continuum of Care 
Executive Committee, may elect to terminate the CHO’s access to HMIS. The CHO may appeal to 
the CoC Executive Committee for reinstatement to HMIS following completion of the 

mailto:HMIShelp@buttecounty.net
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requirements of the action plan. 
7) In the event of a substantiated release of PPI/PII in noncompliance with the provisions of 

these Security Standards, the Butte Countywide HMIS Policies and Procedures, or the Privacy 
Notice, the CHO Security Officer will make a reasonable attempt to notify all impacted 
individual(s) within seven (7) business days. The HMIS Lead Agency must approve of the 
method of notification and the CHO Security Officer must provide the HMIS Lead Agency 
Security Officer with evidence of the Agency’s notification attempt(s). If the HMIS Lead Agency 
Security Officer is not satisfied with the Agency’s efforts to notify impacted individuals, the 
HMIS Lead Agency Security Officer will attempt to notify impacted individuals at the CHO’s 
expense. 

8) The HMIS Lead Agency will notify the appropriate body of the Continuum of Care of any 
substantiated release of PPI/PII in noncompliance with the provisions of these Security 
Standards, the HMIS Policies and Procedures, or the Privacy Notice within seven (7) business 
days. 

9) The HMIS Lead Agency will maintain a record for seven (7) years, of all substantiated releases 
of PPI/PII in noncompliance with the provisions of these Standards, the Butte Countywide 
County HMIS Policies and Procedures, or the Privacy Notice. 

10) The CoC reserves the right to permanently revoke a CHO’s access to HMIS for substantiated 
noncompliance with the provisions of these Security Standards, the Butte Countywide HMIS 
Policies and Procedures, or the Privacy Notice if that noncompliance resulted in a 
substantiated release of PPI/PII. 

 
 

Disaster Recovery Plan 
 

Disaster Recovery for the Butte CoC HMIS will be conducted by the HMIS software vendor. However, the HMIS 
Lead Agency must be familiar with the disaster recovery plan set in place by the HMIS software vendor.  

 
1) The HMIS Lead should maintain ready access to the following information:  

a. Contact information – Phone number and email address of the HMIS Vendor.  
2) CHO responsibilities – A thorough understanding of the agency's role in facilitating recovery 

from a disaster.  
3) All HMIS Lead Agency personnel should be aware of and trained to complete any tasks or 

procedures for which they are responsible in the event of a disaster.  

Background Checks for HMIS Users 
 
The Butte CoC recognizes the sensitivity of the data in HMIS, and therefore requires individuals responsible for 
managing, entering and/or accessing HMIS data be subject to a criminal background check.  

 
No prospective end user or CHO HMIS Administrator will be given HMIS access if he, she or they have entered a 
plea of nolo contendere (no contest) or has been found guilty of any misdemeanor or felony fraud (including but 
not limited to) identity theft, stalking, human trafficking or any related crimes. HMIS Participating Agencies cannot 
risk the privacy and confidentiality of client information by allowing HMIS access to any individual who pled nolo 
contendere or been found guilty of the aforementioned crimes. In the broadest sense, a fraud is an intentional 
deception made for personal gain or to damage another individual. HMIS participating agencies are solely 
responsible for conducting background checks on their employees or contract workers, who will be accessing 
HMIS, and are responsible for any associated costs.  

 
The background check must include local and state records; agencies are strongly encouraged to include federal 
records as well. Background checks must be run in accordance with state law.  Background timelines should 
include the last 7 years.  Background checks that come back with a criminal history should be carefully considered 
prior to giving an employee access to client information. If a HMIS participating agency is unsure if a prospective 
HMIS End User’s criminal history could or should preclude them from accessing HMIS, they must contact the CoC’s 
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HMIS Lead to determine eligibility prior to submitting a request to grant the End User access.  
 

A background check may be conducted only once for each person unless otherwise required, and the results of the 
background check must be retained in the employee’s personnel file through the term of their employment. All End 
Users must have a completed background check prior to access being requested to HMIS by a CHO. Criminal 
background checks must be completed on all new End Users and CHO HMIS Administrators, and the “Background 
Check Review and Verification Statement” must be signed by the Agency’s Director, the CHO HMIS Administrator, 
or the Head of the HR Department. 

HMIS Password Requirements 
 
The HMIS System Administrator will issue a temporary password for each CHO end user. The user will be 
prompted to create a new password upon first login. Passwords must be no less than eight (8) characters in length, 
and must meet the following criteria:  

 
• Minimum 8 characters in total length  
• Contain upper-case letters (e.g., H)  
• Contain lower-case letters (e.g., h)  
• Contain Numbers (e.g., 9)  
• Cannot contain your first or last name  
• Contain special characters (e.g. ~ ! @ # $ % ^ & * ( ) _ ) 
• Not using, or including, the username, the HMIS name, or the HMIS vendor's name 
• Not consisting entirely of any word found in the common dictionary or any of the above spelled 

backwards. 
 
HMIS passwords will expire after ninety (90) calendar days and must be changed.  End Users will be prompted to 
change their password, via an automated email two (2) weeks prior to their password expiring. 

 

Two Factor Authentication 
 
Two-factor authentication adds an additional layer of security to the authentication process by making it harder 
for attackers to gain access to a person's devices or online accounts because, even if a user’s password is hacked, a 
password alone is not enough to pass the authentication check.   

In order to log into the HMIS live site or the HMIS training site all users will be required to provide two (2) 
separate pieces of information to confirm their identity and access the system.  Users will enter their username and 
password, and a 6-digit verification code to log into HMIS.  Users who enter an incorrect code more than five (5) 
times in a minute will be locked out of their account.  End Users will receive their 6-digit verification code via the 
email address associated with their HMIS account or by using Google Authenticator or Microsoft Authenticator. 

Password Reset 
 
If an end user needs to reset their password for any reason, email HMIShelp@buttecounty.net.  Assistance with 
password resets is only available Monday through Friday from 8am to 4:30pm (excluding holidays).   

Unsuccessful Login 
 

If an end user unsuccessfully attempts to login three (3) times, by entering an incorrect password, the user ID will 
be “locked out”.  Meaning access permission will be revoked, and user will be unable to gain access for 60 minutes 
or until their password is reset by the HMIS System Administrator. 

mailto:HMIShelp@buttecounty.net
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Data Collection Requirements 
 
CHOs will collect and verify the minimum set of data elements for all clients served by their programs.  Universal 
Data Elements and Program Specific Data Elements are subject to change based on HUD Data Standards, HUD 
requirements, and HUD updates.  
 
Universal Data Elements (UDE) 

 
The universal data elements include:  
 
3.1 Name  
3.2 Social Security Number  
3.3 Date of Birth  
3.4 Race & Ethnicity 
3.6 Gender  
3.7 Veteran Status  
3.8 Disabling Condition  

3.10 Project Entry Date  
3.11 Project Exit Date  
3.12 Destination  
3.15 Relationship to Head of Household  
3.16 Client Location  
3.20 Housing Move-in Date  
3.917 Prior Living Situation 

 
Program-Specific Data Elements (PDE) 

 
The program-specific data elements include:  
 
4.2 Income and Sources  
4.3 Non-Cash Benefits  
4.4 Health Insurance  
4.5 Physical Disability  
4.6 Developmental Disability  
4.7 Chronic Health Condition  
4.11 Domestic Violence  
4.12 Current Living Situation  

4.13 Date of Engagement  
4.14 Bed-Night Date  
4.15 Financial Assistance Provided  
4.19 Coordinated Entry Assessment 
4.8 HIV/AIDS  
4.9 Mental Health Disorder  
4.10 Substance Abuse Disorder  
4.20 Coordinated Entry Event 

 
Federal Partner Program Data Elements 

 
Federal partner Program Data Element include UDE and PDE listed above.  Additional data elements are dependent 
on funding source and program type.  More information can be found by reading the most recent HUD HMIS Data 
Standards. 

 
Policies 

 
Client data will be gathered according to the policies, procedures and confidentiality rules of each individual 
program.  

 
1) Client data may only be entered or imported into HMIS if the client has provided informed 

consent, as demonstrated by a signed HMIS Client Informed Consent.  
a. Client’s information must be entered into HMIS based on the sharing level the client 

authorized on the HMIS Client Informed Consent. 
2) Victim service providers may not directly enter or provide client-level data to HMIS.  
3) Each CHO is responsible for collecting and entering, at a minimum, all of the elements 

required by HUD whether or not they are required to do so by their funding source. 
a. CHOs must also collect data fields locally identified for specific projects; and  
b. CHOs shall enter data into the HMIS in real time or within three (3) business days of 

collecting the information. At minimum, data entered must include Universal Data 
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Elements (UDEs). Program-Specific Data Elements (PDEs) are required to be entered 
as outlined in the most recently published HMIS Data Standards Manual.  

c. CHOs may also be required to collect additional data fields locally identified to 
support specific regional projects.  
i. “Client Doesn’t Know” and “Client Prefers Not to Answer” must only be used to 

indicate the client did not know or the client declined to provide the data.    
ii. “Data Not Collected” must only be used to indicate the data was not collected.  

CHOs understand and agree that “Data Not Collected” should not be used 
unless there is no other option.  If “Data Not Collected” is used, End Users 
should make all efforts to collect and enter missing data within three (3) 
business days. 

4) The CHO that creates a client record owns the responsibility for a baseline of data quality to 
include: non-duplication of the client record, HMIS Client Informed Consent, Universal & 
Program Level Data Elements as defined by HUD Data Standards, and Program Entries and 
Exits. Quality assurance shall be the ultimate responsibility of each CHO.  

5) The CHO that enrolls a client into a program owns the responsibility for a baseline of data 
quality to include: Universal Data Elements (UDE) and Program-Specific Data Elements (PDE) 
as defined by HUD Data Standards, and Program Entries and Exits. Quality assurance shall be 
the ultimate responsibility of each CHO.  

6) All HMIS CHOs shall be committed to timely, accurate and complete entry of client specific 
data into HMIS in order to provide program managers and local policy makers with reports 
that facilitate strategic planning. 

 
Public Notice 
 
The Butte Countywide Homeless Information Systems (HMIS) Public Notice (Appendix A) must be posted at all 
workstations in which intakes, interviews or where HMIS data is being gathered so it is visible to all clients.   

For more information about the Public Notice please see the Butte Countywide Continuum of Care Security & Privacy 
Plan. 

 
Privacy Notice Quick Guide 

The Privacy Notice Quick Guide (Appendix B) must be given to each client when they are first entered into HMIS. 
 

Privacy Notice 

The Butte Countywide Continuum of Care Privacy Notice (Privacy Notice) (Appendix B) specifically details Uses and 
Disclosures of Protected Personal Information (PPI).  This Privacy Notice applies to all CHOs.  When other federal 
or state privacy or security laws apply to an organization, the organization must comply with the requirements 
that provide the greatest protection for the client’s PPI. If an agency is covered by the Health Insurance Portability 
and Accountability Act (HIPAA), the HIPAA regulations prevail. 
 
CHO must offer a copy of the Privacy Notice to Clients, and provide a copy upon request.  

If an agency maintains a public web page, the agency must post the Privacy Notice on its web page.  For more 
information about the Privacy Notice please see the Butte Countywide Continuum of Care Security & Privacy Plan. 

 
Data Quality and Completeness 

 
All data entered into the HMIS shall be complete. Partially complete or missing data (whether UDE or PDE)  
can negatively affect the ability to provide comprehensive care to clients. Missing data can affect a CHOs ability to 
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access and/or retain funding, and can negatively affect a client’s ability to become permanently housed and end 
their homelessness.  
 
The goal is to collect one hundred percent (100%) of all data elements. However, the Butte CoC recognizes this may 
not be possible in all cases. Therefore, it has established an acceptable range of Missing (null) and Incomplete 
(Client Doesn’t Know/Client Prefers Not to Answer) responses, depending on the data element and the type of 
project entering data.  
 
All projects using the HMIS shall enter data on one hundred percent (100%) of the clients they serve, and meet a 
data quality benchmark of < 5% error on all data collected. 

 
Accuracy 

 
All data entered into the HMIS shall be a reflection of information provided by the client. Intentionally recording 
inaccurate information is strictly prohibited. All data in HMIS shall be collected and entered in a common and 
consistent manner across all projects. Only when a client prefers not to provide personal information and the 
program funder does not prohibit it, is it permissible to enter client data under an alias.  Participating Agencies are 
responsible to their program’s funding source for any duplication of services that results from entering false 
information (i.e., hiding the actual name under an alias). 

 
Timeliness 

 
Participating Agencies are expected to enter data into the HMIS in real time or within three (3) business days of 
collection and/or client interaction. 
 
CHO Administrators must pull Data Quality reports on a minimum of a quarterly basis, to review/audit CHO End 
Users Data Quality, and ensure accuracy and timeliness.  If CHO Administrator finds CHO End Users are not 
compliant with Data Quality, accuracy and timeliness, CHO Administrator will work with End Users to correct and 
ensure compliance. 

 
Automatic Exits from Night-by-Night Emergency Shelters 

 
The U.S. Department of Housing and Urban Development (HUD) recognizes two types of emergency shelters: 
"Entry Exit" (EE) and "Night-by-Night" (NbN). Reporting and outcomes vary based on the shelter type. 

 
• EE Shelter Projects: Require a full client record for each stay, with all necessary data recorded at both 

entry and exit. 
• NbN Shelter Projects: Require a full client record followed by a record for each night the client stays. 

In NbN shelters, HMIS end users must complete all exit data elements for clients whenever possible. Clients known 
to be housed or no longer participating in the project should be manually exited. HUD guidelines suggest CoCs 
establish a standard for "automatic exits" after a specified period of absence. This system simplifies data collection 
for large shelters while still promoting complete exit information. 
The CoC, with assistance from the HMIS/CES Committee, has decided that clients in NbN ES projects will be 
considered exited if they have 3 consecutive days with no recorded bed nights. The local HMIS will automatically 
exit the client, with the exit date being the day after their last tracked bed night. 

 
Temporary Exits from Emergency Shelters (NbN and EE) 

 
Sometimes, clients are asked to leave an ES project for a predetermined period due a variety of reasons. Locally, it 
has been decided that when a client is asked to leave, other shelters should support this decision and prevent 
"shelter hopping." 
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When an ES project asks a client to leave temporarily, ES staff must, within 6 hours, enter a Public Alert in the 
client's profile, indicating: 
 

• The date the client was asked to leave; and 
• The number of days the client has been temporarily exited from the shelter; and 
• The date the client is allowed to return to the shelter. 

The alert should be set to expire the same day as the client's allowable return date.  The alert should not include 
any indication related to the reason the client was asked to temporarily leave the project, unless the client was 
determined to be a safety concern.  If the client has been determined to be a possible safety risk, the alert must 
indicate the client is a potential safety risk to staff or other clients.   
Additionally, staff must exit the client from the ES project with an exit date that complies with HUD regulations. 

 
Bed/Unit Utilization Rates 

 
Acceptable range of bed/unit utilization rates for established projects are as follows:  

 
• Emergency Shelters (ES): 75%-105%;  
• Transitional Housing (TH): 80%-105%; and  
• Permanent Supportive Housing (PSH): 85%-105%.  

 
Projects outside of this acceptable range may provide a brief explanation to the HMIS Lead Agency. New projects 
may require time to reach the projected occupancy numbers and will not be expected to meet the utilization rate 
requirement during the project’s first operating year. 
 
Should an agency have a question regarding utilization rates they should contact the agency’s CHO 
Administrator or the HMIS Lead Agency for direction.  
 
Data Validity 

 
Data Validity refers to all End Users defining and interpreting data elements the same way. HMIS uses 
HUD definitions.  These definitions may differ from common verbiage and from State definitions.  It is 
crucial that when entering information into HMIS that End Users are cognizant of HUD definitions and 
communicate these definitions to the clients they serve, to ensure information entered into HMIS is 
correct and valid. 
 
Should an End User have a question regarding HMIS definitions or how to interpret a data element they 
should contact the agency’s CHO Administrator or the HMIS Lead Agency for direction.  

 

Release and Disclosure of Client Data 
 
Policies 

 
Client-specific data from HMIS may be shared with CHOs, and only when the sharing agency has secured informed 
consent authorizing such sharing, as demonstrated by a signed HMIS Client Informed Consent form, and only 
during such time that HMIS Client Informed Consent is valid (before its expiration).  
 
Other non-HMIS inter-agency agreements do not cover the sharing of HMIS data. Sharing of client data may be 
limited by program specific confidentiality rules.  

 
1) No client-specific data will be released or shared outside of the Partner Agencies unless the client 
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gives specific written permission or unless withholding that information would be illegal.  
2) Services may NOT be denied if the client refuses to sign the Client Informed Consent and 

Release of Information Authorization or declines to state any information.  
3) Aggregate data that does not contain any client-specific identifying data may be shared with 

internal and external agents without specific permission.  
 

Procedures 
 
HMIS Client Informed Consent constitutes informed consent. The burden rests with the CHO and CHO End User to 
inform the client about the purpose and function of HMIS data before asking for consent. As part of informed 
consent, a notice must be posted in the intake area explaining the reasons for collecting the data, the client’s rights 
with regard to data collection, and any potential future uses of the data. An example of such a sign may be found in 
the Butte CoC website (https://www.buttehomelesscoc.com/).  

 
1) CHO End Users must obtain a new signed Informed Consent and enter it into HMIS if the client’s 

original release has expired, or will expire within thirty (30) calendar days. 
2) If a client signs a HMIS Informed Consent, but chooses not to share information with other CHOs, 

End Users’ data collection and data entry practices should follow the workflow and specific data 
entry guidelines established in the HMIS End User Manual to prevent sharing of client assessment 
information.  

3) End Users or CHO Administrators will not share client-specific HMIS data with any person who is 
not also a current HMIS End User, either within their own agency or with other agencies. 

 
Client Approved Authorized Representative 
 
An Authorized Representative (AR) is an individual appointed by a customer to accompany, assist and represent 
them in their application for services. An AR may also access the customer’s Personal Protected Information (PPI) 
and their Personal Identifying Information (PII). An Authorized Representative can be family members, friends, or 
any other individual chosen by the client. 
Some clients may request an Authorized Representative who can assist them when applying for services, enrolling 
in a program, or in updating their information in HMIS.  If a client requests an AR, CHO staff must complete a “HMIS 
Authorized Representative (AR) Form”.  This form can be found in the Appendix. 
When completing the form, CHO staff must: 

• Ensure all parties signing the form are physically present (client, AR, and CHO staff); and 

• All portions of the form are completed Incomplete forms will not be accepted); and 

• The client understands the two levels of authorization, and they choose only one option; and 

• All parties are provided a copy of the form; and 

• Immediately upload the completed form to the client level files; and 

o File Category “Authorized Representative HMIS” 

o File Name “Authorized Representative (initial form)” 

o Immediately enter a detailed client level note regarding the meeting with the client and AR; and 

o Immediately updated the client’s profile page with the AR’s information. 
 

Clients can revoke AR authorization at any time, without the AR’s knowledge or consent.  Should a client revoke an 
AR’s authorization CHO staff must: 

• Download the original authorization form from HMIS; and 

• Have the client initial in the revocation section of the form; and 

https://www.buttehomelesscoc.com/
https://www.buttehomelesscoc.com/
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• Provide the client with a copy of the updated form; and  

• Immediately upload the initialed form to the client level files; and 

o File Category “Authorized Representative HMIS” 

o File Name “Authorized Representative (Revocation Form)” 

• Immediately delete the AR’s information from the client’s profile page; and 

o Deactivate the slider indicating the client has an AR. 

• Immediately enter a detailed client level note regarding the revocation of the AR. 
 

Technical Support Protocol 
 
Support requests include problem reporting, requests for enhancements (features), or other general technical 
support. The HMIS Lead Agency will only provide support for issues specific to the HMIS software and systems.  

 
The process for requesting technical support or making technical recommendations is as follows:  

 
1) HMIS users should first seek technical support from the CHO HMIS Administrator.  
2) If more expertise is required to further troubleshoot the issue, CHO HMIS Administrator or end user will 

contact the HMIS Lead Agency by emailing HMIShelp@buttecounty.net  
a. The email should provide issue details if possible (or help recreate the problem by providing 

all information, screenshots, reports, etc.) in order for the HMIS Lead Agency to recreate the 
problem.  

b. The HMIS Lead will try to respond to all email inquiries and issues within 1 business day, but 
support load, holidays, and other events may affect response time.  

3) If necessary, the HMIS Lead Agency will submit a ticket to vendor if progress is stalled.  
4) If the support request is deemed by the HMIS Lead agency to be an agency-specific customization, 

(agency-specific customizations include but are not limited to new assessments, new data fields, and new 
pick-lists), resolution of the request may be prioritized accordingly.  

5) Requests for technical support will be processed in priority order according to their severity and impact. 
 

Client Rights 
 

Clients have the right to see and receive a copy of the information that the HMIS maintains about them, except for 
information compiled in anticipation of litigation, information about another individual, information obtained 
under a promise of confidentiality, or information that would, if disclosed, endanger the life or safety of another.  

 
1) Clients have a right to privacy and confidentiality;  
2) Clients have a right to not answer any questions unless entry into the Agency’s program requires it; 

a. If a client refuses to answer HMIS required question, the client cannot be denied services, and the 
end user will not attempt to force a client to provide information they are not comfortable 
sharing. 

3) Client information may not be shared without informed consent (posting of Privacy Notice and a 
signature authorizing that the client is willing to share their information between CHOs on the Butte 
Countywide Continuum of Care Informed Consent).  

4) Every client has a right to an understandable explanation of the Informed Consent form, HMIS and what 
“consent to participate” means. The explanation shall include:  

a. Type of information collected;  
b. How the information will be used;  
c. Under what circumstances the information will be used;  

mailto:HMIShelp@buttecounty.net
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d. That refusal to provide consent to collect information shall not be grounds for refusing entry to 
the program;  

e. A copy of the consent shall be given to the client upon request and a signed copy shall be 
uploaded into the client’s HMIS file; and 

f. A copy of the Privacy Notice shall be made available upon client request. 
 

Appendices of Forms 
 

• Appendix A; HMIS Public Notice   
• Appendix B; Privacy Notice Quick Guide for Organizations in the Butte Countywide Homeless Continuum of 

Care 
• Appendix C; HMIS Privacy Notice 
• Appendix D; End User Agreement 
• Appendix E; HMIS Informed Consent 
• Appendix F; Authorized Representative Form 
• Appendix G; Quarterly Compliance Checklist 
• Appendix H; Quarterly Data Quality Checklist 

Resources 
 
Regulations and Requirements 

 
HEARTH Act of 2009, S. 896  
https://www.hudexchange.info/resource/1715/mckinney-vento-homeless-assistance-act-amended-
by-hearth-act-of-2009/ 

 
CoC Program Interim Rule, 25 CFR Part 578 
https://www.hudexchange.info/resource/2033/hearth-coc-program-interim-rule/ 

 
HMIS Requirements Proposed Rule, 76 FR 22 76917  
https://www.hudexchange.info/resource/1967/hearth-proposed-rule-for-hmis-requirements/ 
 
 

HMIS Data Standards 
 
2004 HUD HMIS Data and Technical Standards, U.S. Dept. of Housing and Urban Development 
https://www.hudexchange.info/resource/1318/2004-hmis-data-and-technical-standards-final-notice/ 
 
2024 HMIS Data Standards, U.S. Dept. of Housing and Urban Development 
https://files.hudexchange.info/resources/documents/HMIS-Data-Standards-Manual-2024.pdf  
 
2024 HMIS Data Dictionary, U.S. Dept. of Housing and Urban Development 
https://files.hudexchange.info/resources/documents/HMIS-Data-Dictionary-2024.pdf  
 

Document Revision History 
 

Date Version Editor/Author Notes 
9/20/2023 1.0 Elisa Rawlinson Initial Draft – New Version of Policies & 

Procedures 

https://www.hudexchange.info/resource/1715/mckinney-vento-homeless-assistance-act-amended-by-hearth-act-of-2009/
https://www.hudexchange.info/resource/1715/mckinney-vento-homeless-assistance-act-amended-by-hearth-act-of-2009/
https://www.hudexchange.info/resource/1715/mckinney-vento-homeless-assistance-act-amended-by-hearth-act-of-2009/
https://www.hudexchange.info/resource/2033/hearth-coc-program-interim-rule/
https://www.hudexchange.info/resource/1967/hearth-proposed-rule-for-hmis-requirements/
https://www.hudexchange.info/resource/1318/2004-hmis-data-and-technical-standards-final-notice/
https://files.hudexchange.info/resources/documents/HMIS-Data-Standards-Manual-2024.pdf
https://files.hudexchange.info/resources/documents/HMIS-Data-Dictionary-2024.pdf
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10/23/2023 1.0 HMIS/CES 
Committee 

Approved by HMIS/CES Committee 

1) Replaced Public Notice and
Privacy Notice (both approved
by HMIS/CES Committee 
on________________)

2) Added Client Approved
Authorized Representative
Section, and added form to Appendices

3) Updated Informed Consent to
add Emergency Transfer and Fair 
Housing information, added
updated form to Appendices

4) Removed HMIS & CES
Participating Agency list from 
Appendices

5) Updated “Reporting Security Incident” 
section to align with Privacy & 
Security Plan

6) Added Automatic Exits from Night-by-
Night Emergency Shelter and Temporary 
Exits from Emergency Shelters (NbN and 
EE)

10/07/2024 



Appendix A; HMIS Public Notice



Butte Countywide Homeless Continuum of Care – HMIS Public Notice – Approved by the CoC on ______ 

 

HMIS PUBLIC NOTICE 

We collect personal information directly from you for our local Homeless 
Management Information System (HMIS).  We may be required to collect 
personal information by law or by organizations that give us money to operate 
this program.  

The collection and use of all personal information are guided by strict standards 
of confidentiality.  The only people allowed to see the information we collect are 
local homeless service providers who are committed to assisting you and keeping 
your information confidential. 
 
The personal information we collect is important to run our programs, to improve 
services for persons accessing services through the Butte Countywide Homeless 
Continuum of Care, and to better understand the needs of persons experiencing 
homelessness. We only collect information we are required to, and consider to be 
appropriate. 

 



Appendix B; Privacy Notice Quick Guide for 
Organization in the Butte Countywide 
Homeless Continuum of Care



Updated 8/28/2024

Privacy Notice
Quick Guide for organizations in the Butte Countywide Homeless Continuum of Care 

When you meet with a member of our organization or get services from us, you consent to allow us to 

collect, use, and share information about you for certain reasons. We have a responsibility to protect your 

information and privacy.  

This Privacy Notice summarizes our Privacy Policy. The Privacy Notice and Policy can be found online 

at https://www.buttehomelesscoc.com/ or you can ask a staff member for a copy.

What information do we collect? 
We collect information that can be used to 

identify you, such as: 

• Your name, address, date of birth.

• Contact information.

• Identification numbers.

• Photos or videos.

• Information about services you received.

Why do we collect and share 

your information? 
We collect, use, or share your information to: 

• Provide or coordinate services.

• Collect payments.

• Run the organization.

• Create data that can’t identify you.

• Support research.

• Follow local, state, and federal laws.

• Follow court orders, respond to threats, and

ensure public safety.

We will ask for your written or verbal consent 

to use or share your information for any purpose 

not listed above, or if the law requires it. 

What other steps do we take to 

protect your privacy?
In addition to following local, state, and federal 

laws, we will: 

• Assist you if you need help or translation, as 
required by law.

• Explain and share our Privacy Notice and the 
Privacy Policy. This Notice summarizes the 
Policy.

• Only collect the information we need.

• Have a plan for keeping information in good 
order.

• Share the least amount of information needed 
to complete a task.

• Allow you to review and correct your 
information and explain if your request is 
denied.

• Have a plan and train staff to handle 
questions, complaints, or a data breach.

The Privacy Policy can be changed at

any time. Changes can apply to

information that has already been

collected.

For a list of organizations that are part of 

the Butte Countywide Homeless 
Continuum of Care, please visit https://
www.buttehomelesscoc.com/ or ask a staff 

member for a copy. 

https://www.buttehomelesscoc.com/
http://www./
https://www.buttehomelesscoc.com/
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Butte Countywide Homeless Continuum of Care (CoC) 
Homeless Management Information System (HMIS) Privacy Notice 

PURPOSE 
This Privacy Notice applies to all Butte Countywide Homeless Continuum of Care HMIS-Participating 
Agencies (Agencies) and their employees.  This notice addresses how information about you (client) shall 
be used and disclosed by Agencies as well as rights over your information. This notice establishes minimum 
standards by which the Agencies must follow. Agencies may implement more stringent rules and 
procedures. We encourage you to read it in full.  

We may use or disclose your information to provide you with services, and to comply with legal and other 
obligations. We assume that, by requesting services from an HMIS participating agency, you agree to allow 
them to collect information and to use or disclose it as described in this notice and as otherwise required 
by law.  If you have any questions about this Privacy Notice, you may contact either your service provider, 
or the Butte Countywide Continuum of Care at; 205 Mira Loma Drive, Suite 50, Oroville, CA 95965, (530) 
552-6200, HMIShelp@buttecounty.net

CHANGES TO THIS NOTICE 
We reserve the right to revise or amend the terms of this Privacy Notice, and to retroactively apply any 
changes to our policies and procedures regarding your information. This notice is not a legal contract.  If 
this notice is amended, a copy of the revised notice will be available upon request and posted on HMIS 
Participating agency websites. 

WE ARE LEGALLY REQUIRED TO 
Keep your information confidential, upon request provide you a copy of this notice of our legal duties and 
privacy practices with respect to your information, and to comply with this notice.  

WHY WE COLLECT YOUR INFORMATION 
A Homeless Management Information System (HMIS) is a local information technology system used to 
collect data on housing and services provided to persons experiencing or at risk of homelessness. This 
information is critical to better understand the extent and nature of homelessness at a local level, evaluate 
program effectiveness, and improve future housing and service provision. We also use HMIS to provide 
and coordinate services you receive, and to carry out administrative functions related to those services, 
such as payment or reimbursement for services. We produce statistical information related to those who 
access services and report this information through various means.  

We collect information about the persons we serve in the shared HMIS (HMIS) database. The agency 
shall only collect information deemed appropriate and necessary for program operation or information 
that is required by law or by the organizations that fund this program. 

mailto:HMIShelp@buttecounty.net
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Our community uses Clarity (the local HMIS software) to keep computerized case records. The information 
we collect and share includes: basic identifying demographic data such as name, date of birth, age, gender, 
race, ethnicity, veteran status, and partial SSN (“Standard Information”); the nature of your situation, 
enrollment and assessment information, and the services and referrals you receive from this agency. This 
information is known as your Protected Personal Information (PPI).  
 
Information is shared amongst Agencies, with the exception of Protected Service Providers. These 
protected agencies serve specific client populations, such as domestic abuse, sexual abuse, HIV/AIDS, 
alcohol and/or substance abuse, and mental health, and do not share client information about those 
issues. 
 

BENEFITS OF INFORMATION COLLECTION AND SHARING 
Information provided by you plays an important role in the ability of the CoC and local homeless service 
providers to continue providing the programs, services, and referrals that are appropriate for you.   
Information shared with other agencies also helps us develop new and more efficient programs.  This 
allows us to: 
  

1. Better demonstrate the need for services and the specific types of assistance needed in our 
community. 

2. Make appropriate services available to meet community needs. 
3. Plan, improve, and deliver quality services. 
4. Keep required statistics for state and federal funders, like HUD. 

 
CONSENT 

You have the right to indicate that you do not want your Standard Information to be shared.  In general, 
services will not be denied should you choose not to share your information. Written consent to share 
your data in HMIS should be obtained at your first in-person meeting with an HMIS Participating Agency.  

Verbal consent to share your PII may only be obtained if the interaction meets the following criteria: 

• The visit is not in person or not in a place conducive to paper signature. 
• Agency staff read and complete the Informed Consent indicating the client gave verbal 

consent. 
 
Other uses and disclosures of your information not covered by this Notice or the laws that apply will be 
made only with your written authorization. If you provide us authorization to disclose your information, 
you may revoke that authorization, in writing, at any time. If you revoke your authorization, we will no 
longer use or disclose your information for the reasons covered by the authorization, except, we are 
unable to take back any disclosures we have already made when the authorization was in effect, and we 
are required to retain our records of the services that we provided to you.  
 

CONFIDENTIALITY RIGHTS 
Every person and agency that is authorized to read or enter information into HMIS has been trained on 
client confidentiality policies and has signed an agreement to maintain the security and confidentiality of 
the information. Any person or agency that is found to violate their agreement may have their access 
rights terminated and may be subject to further State and federal legal and/or criminal penalties and 
liabilities. 
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PERMITED USES AND DISCLOSURES 
HMIS is designed to protect the confidentiality of personal information while allowing for 
reasonable, responsible, and limited uses and disclosures of data, including PPI/PII once collected, 
we have obligations regarding how data may be used and disclosed (uses are internal activities for 
which providers interact with your PPI/PII; disclosures occur when providers share PPI/PII with an 
external entity). We may use and disclose your PPI/PII only for the following purposes: 

(1) To allow you to access to your information; and

(2) To provide or coordinate services to an individual or household;

(3) Disclosures for oversight of compliance with HMIS privacy and security standards.

(4) For functions related to payment or reimbursement for services;

(5) To carry out administrative functions, including but not limited to legal, audit,
personnel, oversight and management functions;

(6) For creating de-identified reporting from PII;

Service Collaboration: We understand telling your story to every agency you work with can be 
traumatizing.  Therefore, may use and disclose your information so you do not have to provide 
information (tell your story) more than once. This can also help avoid duplication of services and referrals 
that you are already receiving.   

Housing: We create a record of your information, including any housing services you receive from our 
partner agencies. Participating agencies may use or disclose your information to other personnel who are 
involved in providing services for you. For example, a housing navigator may need to know disability 
information to provide appropriate housing resources. Your service team may also share your information 
in order to coordinate the different things you need, such as referrals and services.  

Participating agencies may use and disclose your information to other participating HMIS agencies as 
allow by law. We also may use and disclose your information in order to recommend service options or 
alternatives that may be of interest to you or assist you in obtaining and maintaining housing. Additionally, 
we may use and disclose your information to tell you about, and connect you to health-related benefits 
or services that may be of assistance to you.  For example, Medi-Cal eligibility or Social Security benefits. 
You have the right to refuse this information.  

USES AND DISCLOSURES THAT DO NOT REQUIRE YOUR AUTHORIZATION 
We may use or disclose your PPI/PII for other reasons, even without your permission. Subject to applicable 
federal or state law, we are permitted to disclose your PPI/PII without your permission for the following 
purposes: 

Research: Under certain circumstances, we may use and disclose information about you for research 
purposes. For example, a research project may involve comparing local services provided to the services 
of other communities. Before the use or disclosure of information for research purposes the project, is 
subject to a special approval process. This process evaluates the proposed research project and its use of 
information, while balancing the research needs with clients’ need for privacy of their information.   
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Additionally, only aggregate or de-identified information about you may be disclosed to people 
conducting research.   

As Required by Law: We will use and disclose information when required by federal or state law or 
regulation.  
To Avert a Serious Threat to Health or Safety: We may use and disclose your information when necessary 
to prevent a serious threat to your health and safety or the health and safety of the public or another 
person.  

Public Health Activities: We may disclose your information for public health activities such as to report 
the abuse or neglect of children, elders, and dependent adults.  

Law Enforcement: We may disclose your information to law enforcement under the following 
circumstances: 

• In response to a Court order, warrant, subpoena, summons or similar legal process;
• About a death we believe may be the result of criminal conduct;
• About criminal conduct at any of our facilities;
• In emergency circumstances; or
• In cases of Abuse, Neglect, or Domestic Violence.

o If we believe you have been the victim of abuse, neglect, or domestic violence. We will
only make this disclosure if you agree or when required or authorized by law.

Oversight Activities: We may disclose your information to an oversight agency, such as the Department 
of Housing and Urban Development (HUD) or the State of California, for activities authorized by or 
required by law. These oversight activities are necessary to monitor service programs, and to comply with 
civil rights laws.  

HMIS Providers must also ensure that any use or disclosure does not violate other applicable local, 
state, or federal laws. Therefore, some HMIS Providers may have more restrictive privacy policies, 
often dependent upon funding source or the nature of a project. Specific, per-project information 
regarding data use and disclosure can be obtained upon request. This can include agencies that must 
comply with the Health Insurance Portability and Accountability Act (HIPAA), Violence Against Women 
Act (VAWA). In these instances, the more restrictive policies take precedence. 

In addition, the company that provides our local HMIS may access PPI, for the purposed of aggregating 
PPI with the data of other individuals stored in HMIS for the creation and maintenance of client records. 

When we prepare reports and statistical information or disclose information from HMIS to other parties 
for research or evaluation purposes, we de-identify the information before we disclose it. “De-identifying” 
information refers to the process in which all personal protected information (PPI) and personal 
identifying information (PII) are removed from data so information related to programs and services 
cannot be used directly or indirectly to identify you or any other individual. 

Maintaining the privacy and safety of persons accessing our services is of the utmost importance to us. 
We believe information gathered from you is personal and private. We collect information only when 
appropriate to provide services, manage our organization, or as required by law. 
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YOUR RIGHTS REGARDING INFORMATION ABOUT YOU 
The CoC recognizes every independent legal adult (person age 18 and up) as the owner of all information 
about themselves, and any parent, legal guardian, or legal power of attorney as the designated owner of 
all information about any household members under their guardianship (all minors and any 
incapacitated/disabled adults). 

By seeking assistance from this HMIS Provider and consenting to your personal information being 
shared within the HMIS, you transfer governance responsibility of your HMIS record to us.  We are 
responsible for handling your record in accordance with HMIS privacy policies and any applicable 
federal, state, or local requirements. You retain ownership of your information within your HMIS 
record, and as owner you have the following rights, in general: 

• You have the right to see your information, request to change it, and have a copy of your
information from the servicing agency by written request. You may also request assistance
from this agency in documenting your history of homelessness to qualify for certain
programs. An agency can refuse to change information but must provide you with a written 
explanation of the refusal within five (5) days of the request.

• Any information you provide related to race, color, religion, sex, national origin, disability,
familial status, and actual or perceived sexual orientation, gender identity, or marital status will 
not be used in any way that would discriminate against you or prevent you from receiving
services or housing assistance. You have the right to file a complaint if you feel that you have
been discriminated against.

• You may request that a provider mark your personal data as private (not shared) within HMIS.
• You may withdraw your consent to share at any time in writing. However, any information

already shared with another agency cannot be taken back. Your request to discontinue
sharing will have to be coordinated between sharing partners. You must inform each agency
you work with when you withdraw your consent.

• The confidentiality of your records is protected by law. This agency will never give information
about you to anyone outside the agency without your specific written consent through this
release or as required by law (The regulations are the Federal Law of Confidentiality for Alcohol
and Drug Abuse Patients, (42 CFR, Part 2) and the Health Insurance Portability and
Accountability Act of 1996 (HIPPA), 45 CRF, Parts 160 & 164) and applicable California laws.

You should expect to provide additional, prior written consent for any use or disclosure of HMIS PII not 
included in the permitted uses and disclosures above. 

Right to Inspect and Obtain Copies and to Request an Amendment: With certain exceptions, you have 
the right to review and obtain copies of your HMIS record or request your record be amended. You must 
submit a request, in writing, to the service provider where you received services.  Your request will 
become a part of your record.   We will respond to your request within five (5) business days.   

Agency’s Right to Refuse Inspection of an Individual Record: The CoC and service providers may deny 
your request to inspect, copy, or amend your PPI/PII, and must document those reasons in their response 
to your request.  Reasons can include: 
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(1) The information is compiled in reasonable anticipation of litigation or comparable
proceedings;

(2) Information about another individual, other than our staff, would be disclosed;
(3) Information was obtained under a promise of confidentiality other than a promise from

this provider and disclosure would reveal the source of the information; or
(4) The disclosure of information would be reasonably likely to endanger the life or physical

safety of any individual.
(5) Harassment. We reserve the right to reject repeated or harassing requests for access or

correction to your HMIS record.

If Your Request is Denied: You will be provided written documentation regarding your request and the 
reason for denial. A copy of all documentation related to your request will also be recorded and saved in 
your program record. You may appeal this decision and request the CoC review the denial.  Regardless of 
the outcome of the appeal, you have the right to add to your program record a statement of 
disagreement.   

Grievance: You have the right to be heard if you feel that your confidentiality rights have been violated, 
if you have been denied access to your HMIS records, or if you believe you have been put at personal risk, 
or harmed. The CoC has established a formal grievance process for you to use in such a circumstance. To 
file a complaint or grievance, contact us at: 

The Butte Countywide Continuum of Care 
205 Mira Loma Drive, Suite 50 

Oroville, CA 95965 
(530) 552-6200

HMIShelp@buttecounty.net 

Right to Request Confidential Communications: You have the right to request we communicate with you 
about appointments or other matters related to your service in a specific way or at a specific location. For 
example, you can ask that we only contact you at work, or by mail at a post office box. To request 
confidential communications, you must make your request in writing to your case manager at the agency 
providing you services or the person in charge of your services. Your request must specify how or where 
you wish to be contacted.  

OTHER RIGHTS 
Right to Refuse: In certain circumstances, the ability to provide some services depends on having certain 
PPI and therefore, we may have to decline or delay providing you with services if you do not disclose the 
information needed for those services. 

To File a Complaint with the Lead Agency: You have the right to file a complaint if you believe staff has 
not complied with the practices outlined in this Notice. All complaints must be submitted in writing. You 
will not be penalized in any way for filing a complaint.  You may file a complaint with the Butte Countywide 
Homeless Continuum of Care Coordinator. Contact the Butte Countywide Continuum of Care, 205 Mira 
Loma Drive, Suite 50, Oroville, CA 95965, in writing, or call (530) 552-6200, or email 
ButteCoC@buttecounty.net. 

mailto:HMIShelp@buttecounty.net
mailto:ButteCoC@buttecounty.net
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ACKNOWLEDGEMENT OF RECEIPT 
By signing this form, you acknowledge you have been provided with a copy of the Butte Countywide 
Homeless Continuum of Care’s Privacy Notice.   If you have any questions about our Privacy Notice, please 
contact: Butte Countywide Continuum of Care, 205 Mira Loma Drive, Suite 50, Oroville, CA 95965, in 
writing, or call (530) 552-6200, or email HMIShelp@buttecounty.net. 

I acknowledge receipt of the e Butte Countywide Homeless Continuum of Care’s Privacy Notice. 

Client Name: ____________________________________________    Client DOB: __________________ 
(Print) 

Client Signature:  ________________________________________       Date Signed: _________________ 
(Sign) 

AGENCY PROVIDING COPY OF NOTICE 
Agency Name: 

Agency Address: 
Agency Phone: 

Staff Name:_______________________________  Signature: ______________________________ 
(Print) 

INABILITY TO OBTAIN ACKNOWLEDGEMENT:  If it is not possible to obtain the client’s acknowledgement, describe the 
good faith efforts made to obtain the client’s acknowledgement, and the reasons why the acknowledgement was not 
obtained:  

TO BE COMPLETED ONLY IF NO SIGNATURE IS OBTAINED 

______________________________    ______________________________    _________________ 
Staff Member’s Signature      Staff Name and Title Printed      Date
 

mailto:HMIShelp@buttecounty.net
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Contributing HMIS Organization End User Agreement 

Butte Countywide Continuum of Care Homeless Management Information System 

Agency Name 

End User Name (Agency Employee) 

The Butte Countywide Homeless Continuum of Care (Butte CoC) Homeless Management 
Information System (HMIS), is a local information technology system used to collect client-level 
data, and data on the provision of housing and services to homeless individuals and families.  The 
system enables local homeless service providers to coordinate and streamline client services. 
HMIS data is required by many state and federal funding sources, and is used to determine funds 
related to homelessness and homeless services. 

As an End User of HMIS, you have a moral and legal obligation to ensure client data is collected, 
accessed, and used appropriately. Misuse of data can result in you being held legally and criminally 
liable under both State and federal law. End Users and the Contributing HMIS Organization (CHO) 
HMIS Administrator must ensure client data is collected, entered, accessed and used only on a 
need to know and right to know basis. 

The Butte CoC is committed to maintaining the confidentiality of client information and protecting 
clients' rights. To ensure compliance with this obligation, review, and initial each item below.  By 
initialing and signing this form you are indicating you understand and comply with the requirements 
related to being a HMIS End User: 

_____ I understand that I have an obligation to maintain client privacy and to protect and safeguard 
the confidentiality of a client's Personal Identifiable Information (PII). PII includes, but is not limited 
to, client's name, address, telephone number, social security number, date of birth, type of care 
provided, medical condition or diagnosis, veteran status, employment information, and any and all 
other information relating to the services provided to the client by this or other agencies. 

______ I will receive, complete and pass HMIS training in the HMIS training site before being 
granted access to the live HMIS program.   

_____ I understand once I have access to the live site, I will be required to re-sign this End User 
Agreement.  Additionally, every 6 (six) months, the live site will require me to re-sign this agreement.   

_____ I will participate in annual HMIS update training as long as I am an End User. 

_____ I have read and will abide by all the HMIS Policies and Procedures, including data standards 
required by the Data Quality Plan and protocols required by the Security and Privacy Plans. 

_____ I understand the HMIS Policies and Procedures, the Data Quality Plan, and the Security and 
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Privacy Plans are dynamic, meaning they can and will be modified, and I am responsible for 
complying with any changes made to these plans. 

_____ I understand that my username and password are for my use only and must not be shared 
with anyone, including but not limited to another End User, and my agency’s CHO HMIS 
Administrator. 

_____ I must take all reasonable means to keep my password secure, including but not limited to 
never selecting the option to have my browser save my password. 

_____ If I am logged into HMIS and need to leave the computer, tablet, phone or other mobile 
device or work area for any amount of time, I will log off the software, close the browser and lock 
the device before leaving. 

_____ I understand my computer, tablet, phone or other mobile device must have password 
protected screensavers set at no more than 15 minutes. 

_____ If I use a laptop computer, tablet, phone or any other mobile device to enter HMIS data, I will 
not use that for unauthorized purposes or from unauthorized locations. 

_____ I will notify my CHO HMIS Administrator if deadlines appear to be in jeopardy, if the HMIS 
Software System is not working correctly, or if I have any other questions. 

_____ I understand that only authorized End Users and agency CHO HMIS Administrators can view 
HMIS information, and not all End Users can view all information. 

_____ I will ensure HMIS data and client interactions are entering into the system within 3 days. 

_____ I will ensure that paper documentation or physical files are complete, secure, and confidential 
at all times, and when no longer needed, are properly destroyed to maintain confidentiality. 

_____ I may only view, obtain, disclose, or use database information necessary to perform my job.  
As an HMIS user, I understand I may not look up a client in HMIS to know their whereabouts, their 
history or current information for the purposes of outside inquiries or personal use. 

_____ I understand that I can be held legally liable for any unauthorized access, usage, or 
disclosure of data collected for the purpose of entering into the HMIS database and data held within 
HMIS as specified in the California Penal Code Section 502 and/or under other State and federal 
laws. 

_____ I agree I will maintain HMIS data in such a way as to protect against revealing the identity of 
clients to unauthorized agencies, individuals or entities, including but not limited to law enforcement 
agencies. 

_____ I will not discuss client’s personal or other information in a public area. 

_____ I will not electronically transmit unencrypted client data across a public network.  I understand 
that PII cannot be distributed through email. 
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_____ Discriminatory comments base on race, color, religion, national origin, ancestry, handicap, 
age, gender, orientation, are not permitted in HMIS.  Profanity and offensive language are not 
permitted in HMIS. 

_____ I will not log into HMIS during non-work hours, or on computers or any device that is not 
approved by my agency. 

_____ If I notice or suspect a security breach within HMIS or related to HMIS data, I must 
immediately notify my CHO HMIS Administrator.  Notification must occur within one (1) hour and in 
writing. 

_____ If I notice or suspect a security breach committed by the CHO HMIS Administrator, I must 
immediately notify the HMIS Lead Agency.  Notification must occur within one (1) hour and in 
writing. 

_____ I will not knowingly enter malicious or erroneous information into HMIS. 

_____ The appropriate client Informed Consent form must be completed with each client whose 
data is to be entered into HMIS and uploaded to the client profile. 

_____ I understand that my username and password will terminate should I move employment and 
will not be passed on to the staff person that replaces me. 

_____ I understand these rules apply to all HMIS Users, whatever their work role or position. 

_____ I have completed the required criminal background check through my agency.  I understand 
I am not allowed to access HMIS if I have ever had a felony or misdemeanor conviction, been found 
guilty of or entered a plea of nolo contendere (no contest) to any fraud, identity theft, stalking, human 
trafficking or related charges.   

You are required to maintain strict confidentiality of information obtained through or related to Butte 
CoC HMIS.  Data and information will be used only for legitimate client service and administration 
of the above-named agency. Any breach of confidentiality or failure to comply with the terms listed 
above will result, at a minimum, in your immediate and lifelong termination in participation in the 
Butte CoC HMIS. 

End User Signature Date 

CHO Administrator Date 
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Butte Countywide HMIS Client Informed Consent 

Ver 2.0 
Doc Date: 10/03/2024 

Client DOB: Client Name: 

PERMISSION TO SHARE PROTECTED IDENTIFYING INFORMATION (PII) TO SECURE NECESSARY SERVICES 
Please read the following notice and authorization (or ask to have it read to you) before signing. 

 (Enter your Agency’s name in the space) is a Partner Agency in the Butte Countywide 
Homeless Management Information System (HMIS). HMIS is a shared housing and homeless services database. HMIS 
operates over the Internet, and uses many security protections to keep your information private and secure. 

HOW YOU WILL BENEFIT FROM PROVIDING YOUR CONSENT TO SHARE YOUR PERSONAL INFORMATION: 
The information collected in the HMIS is for the purpose of finding out what kind of services you and your family are in 
need of. The personal information contained in the HMIS database may be shared with Partner Agencies to find and set 
up the most effective services and resources within the community for you and your family. As you receive services, 
information will be collected about you, the services provided to you, and the outcomes these services help you to 
achieve. The information shared may consist of the following Protected Identifying Information (PII): 

• Name
• Date of Birth
• Social Security Number
• Gender
• Ethnicity & Race
• Residence Prior to project entry
• Current & historical housed and unhoused status
• Family composition
• Alcohol & Drug history*
• Information about services provided by HMIS

participating agencies (including: date, duration,
type of service and other similar service
information)

• Legal history
• Domestic Violence**
• Income & Non-Cash benefit information
• VI-SPDAT
• Photo
• Veteran Status
• Employment Status
• Disabling condition (physical and/or mental

health)

*Alcohol and Drug history information will not prevent you receiving homeless services and/or housing assistance.
**Domestic Violence information is provided by you during your assessment to be on the list for available housing.

Your information will not be shared with any agencies outside of the Butte Countywide HMIS, unless we are required to 
do so by law. 

Right to Decline or Revoke: I understand that I have the right to not share my information or to stop sharing my 
information at any time by writing to: Housing and Homeless Branch, 202 Mira Loma Drive, Oroville, CA 95965 or e- 
mailing ButteCoC@buttecounty.net. May also call 530-552-6200 and select option to speak with Housing Navigator or 
you can inform the agency you are working with and they will email the Housing and Homeless Branch of Butte County 
Department of Employment and Social Services. 

Expiration/Renewal: I understand this Consent is good for 3 years from the date of my signature below OR until I 
cancel my consent. I understand that if I cancel my Consent, all information about me already in the database will 
remain, but will become invisible to all of the participating agencies. 

Other Rights: I understand that sharing my information is voluntary and I can refuse to sign this consent form. I 
understand if I refuse to sign this Consent, I will still receive services, but they may be limited or delayed. I understand I 
have the right to see the client confidentiality policies used by the HMIS Partner Agencies. 

The Continuum of Care (CoC) and its partner agencies must follow all fair housing and civil rights laws. If you feel you’ve 

mailto:ButteCoC@buttecounty.net
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Ver 2.0 
Doc Date: 10/03/2024 

Client DOB: Client Name: 

been treated unfairly or denied services due to discrimination related to fair housing or civil rights laws, you have options 
for seeking assistance. You can contact Legal Services of Northern California at 530-345-9491 during business hours, or 
reach their evening intake line at (866) 815-5990 anytime. 

Right to a Copy of My Information: I understand that I may have a copy of the information collected in HMIS by Partner 
Agencies. 

Right to a Copy of this Consent: I have right to receive a copy this Consent form. 

Authorized Participating Agencies: The current list of Butte Countywide HMIS Participating Agencies is available on 
the Butte Countywide CoC Website www.buttehomelesscoc.com 
List all Dependent children under 18 in household, if any (first and last names): 

1. 2. 

3. 4. 

5. 6. 

If you are experiencing domestic violence, dating violence, sexual assault, stalking, or human trafficking, you 
may be eligible for an Emergency Lease Transfer. Please contact Catalyst at 800.895.8476 or Legal Services of 
Northern California at 800.345.9491 

Please initial ONE of the following levels of consent: 

I give consent for my/our basic and relevant information to be entered into HMIS and shared with Partner 
Agencies in the Butte Countywide HMIS. I understand that I may have a copy of the information shared between 
Partner Agencies. 

OR 
I give consent for my/our basic and relevant information to be entered into HMIS, but not shared with Partner 

Agencies in the Butte Countywide HMIS. The information gathered and prepared by this Agency can be included in the 
HMIS database. 

Client’s Signature Date 

☐ Verbal Consent obtained by phone (Agency Staff Initials): Date: 

Agency Personnel Name (print) Agency Personnel Signature Date 

Note: A separate HIPAA-compliant authorization is required for disclosure of any patient health information, including mental health and drug and alcohol 
information protected by any State or Federal privacy law including, but not limited to, Health Insurance Portability and Accountability Act (“HIPAA”), 45 
C.F.R. parts 160 and 164, California Confidentiality of Medical Information Act (“CMIA”), Civil Codes sections 56-56.16, Welfare and Institutions Code 
section 5328, or 42 C.F.R. part 2.1 et se 

http://www.buttehomelesscoc.com/
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An Authorized Representative (AR) is someone you choose to act on your behalf and manage your information in the 
Butte Countywide Homeless Continuum of Care’s (CoC) Homeless Management Information System (HMIS). Choosing an 
AR is optional, and you decide how much control the AR has over your information in HMIS. An AR can speak with HMIS 
participating agencies on your behalf.  

You can choose to allow either; HMIS participating agencies to only provide information to your AR, or to allow your AR 
to update your HMIS information on your behalf. It is important when choosing an AR, to choose someone you trust. 
You can choose a family member, friend, or other trusted person. You cannot choose an agency or agency staff 
member.  

ARs must be at least 18 years old and must provide proof of their identity any time they speak with a HMIS participating 
agency. The person you choose as your AR will be listed in your HMIS profile, until you choose to revoke authorization. 
You may remove an AR at any time, verbally or in writing. You must provide all information required below, failure to 
provide all required information will result in the person not being listed as your AR.   

This form must be completed in the presence of an employee of an HMIS Participating Agency and all parties must be 
physically present.   

Client Information 
Client Full Name Client HMIS Unique Identifier 

Client Date of Birth 

Authorized Representative (AR) Information 
AR Full Name (Last, First) AR Password (New form must be completed to change a password) 

AR Date of Birth AR Phone Number 

AR Mailing Address 

Level of HMIS Authorization Granted to AR 

 HMIS Participating Agencies can only provide information to AR.  AR is NOT able to change or update my 
information in HMIS or CES. 

 HMIS Participating Agencies can provide information to AR, and AR IS able to change or update my 
information in HMIS or CES. 

NOTE: HIPAA restrictions prevent us from discussing the client's individual health information with the authorized 
representative unless the representative has power of attorney for the client 
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HMIS User Completing Form and Entering into HMIS 
HMIS User: By signing below, I swear under penalty of perjury that the client willingly requested and signed this form.  I 
have explained the concept of an AR and the levels of authorization the client can choose. The client has indicated 
understanding. The client understands they can withdraw consent, without informing the AR, at any time.  I will upload this 
form and update HMIS within 24 hours of completion.  I have provided a completed copy of this form to the client and the 
AR. 

HMIS User Full Name (print) HMIS User Agency/Organization 

HMIS User Signature Date 

Client Authorization 
Client: By signing below, I acknowledge I have willingly signed this form, and no one has pressured me to do so.  I 
understand the concept of an AR and the level of authorization I have granted my designated AR.  I understand I can 
withdraw consent at any time, without the AR’s knowledge or approval.  I have been given a copy of this completed form. 

Client Signature Date 

Client Phone Number   I am revoking AR authorization 
effective immediately. 
Date: ______________________ 

AR Authorization 
Authorized Representative:  By signing below, I acknowledge I understand the concept of an Authorized Representative 
and the level of authorization I have been granted by the client.  I understand the client listed in this form can withdraw 
their consent at any time, without my knowledge or approval.  I have been given a copy of this completed form. 

AR Signature Date 

AR Phone Number 

Revocation of AR Authorization (To be completed by HMIS User ONLY) 

 Revoked in Person 
 Revoked Verbally   

 Client profile updated  
 Uploaded form to HMIS 

HMIS User Name: ______________________________________ 

HMIS User Agency: _____________________________________ 

___
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Appendix G: Quarterly Compliance Checklist 

Butte County CoC HMIS 
Quarterly Compliance 
Checklist 

□ Quarter 1, due 4/30 CHO Agency Name:  

□ Quarter 2, due 7/31 CHO Administrator Name:  

□ Quarter 3, due 10/31 Date Completed:  

□ Quarter 4, due 1/31 Date Sent:  
 

Workstation Security Standards 

In partnership with the Butte Countywide Continuum of Care (CoC), Clarity Human Services Software, a division of Bitfocus, Inc., administers the County’s 
Homeless Management Information System (HMIS), a shared database software application which collects, client-level information related to 
homelessness in the County. Client information is collected in HMIS by Contributory HMIS Organizations (CHO or collectively, CHOs). Information 
collected is used by the HUD and the CoC to identify national and local patterns and trends in homelessness over time; to conduct needs assessments 
and prioritize services for certain homeless and low-income subpopulations; to enhance inter-agency coordination; and to monitor and report on the 
quality of housing and services. This Compliance Certification Checklist is to be completed and certified quarterly by every CHO Administrator according 
to the schedule outlined below. Each Agency workstation used for HMIS data collection, data entry, or reporting must be certified compliant. Any 
identified compliance issues must be resolved within thirty (30) calendar days. Upon completion, the original signed copy of this checklist should be 
retained in the records of the HMIS CHO named above for a minimum of seven (7) years. Additionally, a copy should be emailed to the HMIS Lead at 
HMIShelp@buttecounty.net with the subject line: "Quarterly compliance check for ____________(name of CHO). 

Compliance Certification Schedule: 

● Quarter 1 (due by April 30th): ALL Active HMIS Users and Workstations Q1 (Jan-Mar) 
● Quarter 2 (due by July 31st): ALL Active HMIS Users and Workstations Q2 (Apr-June) 
● Quarter 3 (due by October 31st): ALL Active HMIS Users and Workstations Q3 (July-Sep) 
● Quarter 4 (due by January 31st): ALL Active HMIS Users and Workstations Q4 (Oct-Dec) 

 
 

Workstation Security Standards 

1. The Butte CoC HMIS Privacy Notice is visibly posted at each HMIS intake desk (or comparable location). If the workstation is not in a fixed 
location HMIS Privacy Statement is being provided as a handout. 

2. Each HMIS workstation computer is in a secure location where only Authorized Persons* have access. 
3. Each HMIS workstation computer is password-protected and locked when not in use. (Changing passwords on a regular basis is recommended) 
4. Documents printed from HMIS are sent to a printer in a secure location where only Authorized Persons have access. 
5. Non-authorized persons are unable to view any HMIS workstation computer monitor. 
6. Each HMIS workstation computer has anti-virus software with current virus definitions (i.e., within the past twenty-four (24) hours), and each 

HMIS workstation computer has had a full system scan within the past week. 
7. Each HMIS workstation computer has and uses a hardware or software firewall. 
8. Unencrypted protected personal information (“PPI”) ** has not been electronically stored or transmitted in any fashion (including, without limitation, 

by hard drive, flash drive, emails, etc.) (Encrypted hard drives are recommended) 

mailto:HMIShelp@buttecounty.net
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9. Hard copies of PPI (including, without limitation, client files, intake forms, printed reports, etc.) are stored in a physically secure location. 
10. Each HMIS workstation computer password information, including each Authorized Person’s user identification information, is kept electronically 

and physically secure. 
• No passwords for HMIS have been saved on the computer, browser or server. 
• No log-in information (e.g. passwords, user names) is written down or have been shared. 

 
*An “Authorized Person” means a CHO authorized agent or representative (a HMIS End User or simply an End User) who has completed HMIS training. 
** Protected Personal Information (PPI) is defined as client-level identifying information, including, without limitation, information about names, birth dates, gender, 
race, social security number, phone number, residence address, photographic likeness, employment status, income verification, public assistance payments or allowances, 
food stamp allotments, or other similar information 

 
CHO Administrator Works station Checklist 

Instructions: For each HMIS workstation at your agency fill in the workstation location or end username. Verify checklist items 1 through 10b on the for the 
workstation and check (✓) the box to confirm the verification is complete. Fill in additional notes/comments and compliance issues as needed.  Attach 
additional pages if necessary.  Return this form to HMIShelp@buttecounty.net 

 

N
o. 

Workstation Location 
Or End User Name 

1 2 3 4 5 6 7 8 9 10 10a 10b 
Notes 

1               

2               

3               

4               

5               

6               
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N
o. 

Workstation Location 
Or End User Name 1 2 3 4 5 6 7 8 9 10 10a 10b 

Notes 

7               

8               

9               

1
0 

              

1
1 

              

1
2 

              

 
Workstation Security Compliance Issues Identified Corrective Action Taken to Resolve Security Compliance Issue 
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Workstation Security Compliance Issues Identified Corrective Action Taken to Resolve Security Compliance Issue 
  

  

  

 
CHO Administrator Works station Checklist 
 

I have verified that, (initial): 

  Each End User workstation / device used to access HMIS has completed the Workstation Security Standards review.  

   All devices used to access HMIS by CHO End Users were provided and authorized for use by CHO. 

  Each End User is completing the Butte CoC HMIS Informed Consent with clients. 

  Each End User requires access to HMIS to perform their assigned duties. 

   No unauthorized access to HMIS or confidential legally protected client data was divulged to unauthorized third parties. 

   Incident of unauthorized access has been reported to HMIS Lead Agency and impacted clients have been notified.  
    Date of Incident: ______________   Name of HMIS Lead Agency Staff Member Informed: ____________________________________ 

 
___________________________________ _________________________________________________ ____________ 
CHO Administrator Name (Print)    CHO Administrator Signature       Date 

 
 
___________________________________ _________________________________________________ ____________ 
CHO Agency Director Name (Print)    CHO Agency Director Signature      Date 
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Appendix H: Quarterly Data Quality Checklist 

□ Quarter 1, due 4/30 □ Quarter 2, due 7/31 □ Quarter 3, due 10/31 □ Quarter 4, due 1/31

Butte County CoC 
HMIS Data Quality 
Checklist 

CHO Agency Name: CHO Administrator Name: 

Date Completed: Date Sent: 

Data Quality Standards 

Client information is collected in HMIS by Contributory HMIS Organizations (CHO or collectively, CHOs). Information collected is used by the HUD and 
the CoC to identify national and local patterns and trends in homelessness over time.  A Data Quality Checklist is to be completed for EACH program 
and certified quarterly by every CHO Administrator according to the schedule outlined below.* Each HMIS End User and program must be certified 
compliant. Any identified compliance issues must be resolved within thirty (30) calendar days. Upon completion, the original signed copy of this 
checklist should be retained in the records of the HMIS CHO named above for a minimum of seven (7) years. Additionally, a copy should be emailed to 
the HMIS Lead at HMIShelp@buttecounty.net with the subject line: "Quarterly Data Quality check for ____________(name of CHO). 

Compliance Certification Schedule: 

● Quarter 1 (due by April 30th): ALL Active HMIS Programs Q1 (Jan-Mar) 
● Quarter 2 (due by July 31st): ALL Active HMIS Programs Q2 (Apr-June) 
● Quarter 3 (due by October 31st): ALL Active HMIS Programs Q3 (July-Sep)
● Quarter 4 (due by January 31st): ALL Active HMIS Programs Q4 (Oct-Dec) 

*Pages 1 and 2 should be completed once per quarter per agency, pages 3 through 6 should be completed per program. 

CHO Data Quality Stats 
(Monthly Staff Report [DQXX-103]) 

Inactive Staff with Actively Enrolled Clients 
(Monthly Staff Report [DQXX-103]) 

CHO Average Data Entry Timeliness (in days) Name # of Unique Clients # of New Clients 

CHO Refused DQ Score   % 
CHO Don't Know DQ Score % 
CHO Not Collected DQ Score % 
CHO Unique Client Count DRAFT
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Active Staff 

(Monthly Staff Report [DQXX-103]) 
Name # of 

Unique 
Clients 

# of 
New 

Clients 

AVG 
Timeliness 
(in days) 

Don't 
Know 

DQ Score 

Refused 
DQ 

score 

Not 
Collected 
DQ Score 

Last 
Log in 
Date 

Annual 
Assessments 

Completed 

Still needs HMIS Access 
(Yes/No) 

    % % %    
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          
          

 

Staff Active During the Reporting Period No Longer Requiring Access to HMIS 
Full Name Date No Longer 

Needed HMIS Access 
Date Requested HMIS 
Lead Deactivate User 

Reason Deactivation not requested within 24 hours Reason End User No Longer Requires Access to HMIS 

     

     

     

 DRAFT
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Butte County CoC 
HMIS Data 
Quality Checklist 

CHO Agency Name: 
 
 

CHO Administrator Name: 

Program Name: 

 
CHO Administrator Data Quality Checklist 

Instructions: For each HMIS Program active during the reporting quarter check (✓) the box to confirm the verification is complete. Fill in additional 
notes/comments and compliance issues as needed.  Attach additional pages if necessary.  Return this form to HMIShelp@buttecounty.net 
 

HMIS Reports to assist 
1. Monthly Staff Report [DQXX-103] 
2. Duplicate Clients [DQXX – 110] 
3. Program Data Review [DQXX – 102] 

4. User Activity Report [STFF – 101] 
5. User Active Caseload Report [103] 
6. HMIS Data Quality Report [HUD – 225] 

7. Annual Performance Report [HUD – 227] 
8. Program Participation Summary [GNRL – 105] 

 
Data Quality Type Yes No N/A Notes 

Data entry errors are being corrected on a monthly basis 
to ensure the most up‐ to‐date and complete data. 

    

Enrollment/Entry dates, services and exit dates have 
been entered into HMIS within 3 business days of 
occurrence for ALL members of the household, 
including children. 

    

A thorough search for client(s) in the system is done 
before using “Add New Client” so as to not duplicate 
clients. 

    

Household members have been reviewed and data 
corrected in HMIS for all clients. (Household 
membership is correct and up to date) 

    

All current clients participating in program have a 
current/up to date Informed Consent, with all children 
under 18 included on the form. 

    

Contact and Location information are up to date for all 
current program clients. Staff confirm contact and 
location information with each client on a monthly 
basis. 

    

 
 DRAFT
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Data Quality Type Yes No N/A Notes 

Missing/unknown data in HMIS is less than 5% per 
month for required Universal Data Elements (UDE). 

    

Missing/unknown data in HMIS is less than 5% per 
month for required Program Specific Data Elements 
(PDE). 

    

Annual Assessments are being completed no more than 
30 days before or after the anniversary of the client’s 
Project Entry Date, regardless of the date of the most 
recent “Status Update.” This creates a snapshot that 

updates income, non‐ cash benefits, and health 
insurance for clients enrolled in the program for a year 

or more. 

    

Status Assessments are completed anytime there is a 
change in a client's: 

1. Disability 3. Non-Cash Benefits 
2. Income 4. Health Insurance 

    

Clients who meet the HUD definition of homeless are 
entered into the Coordinated Entry System 

    

There is at least 1 service transaction per month per 
client. 

    

Usage of “Data Not Collected,” “Client Refused,” or 
“Client Doesn’t Know” is infrequent and rare. (<= 5%) 

    

Emergency Shelters Only 

A "Homeless Verification Form" has been completed for 
each client and is saved in their program: 

1. Night-by-Night, client allowed in during the day - 
one per enrollment. 

2. Night-by-Night, client must leave during the day - 
one per night. 

3. Entry/Exit - one per enrollment. 

    

Night-by-Night -A bed night was tracked for each client 
the night prior to their exit from the shelter. 

    

A "Current Living Situation Assessment" has been 
completed the same date as Project Entry Date 

    DRAFT
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Outreach Programs Only 

Data Quality Type Yes No N/A Notes 

A "Current Living Situation Assessment" has been 
completed the same date as Project Entry Date. 

    

A "Current Living Situation Assessment" is being 
completed at every client contact. 

    

 
Data Quality Issues Identified Corrective Action Taken to Resolve Data Quality Issue 

  

  

  

 
CHO Administrator Data Quality Checklist 
 

I have verified that, (initial): 

  Each End User accessing HMIS has read a the HMIS Manual.  

                       Each End User understands the Data Entry requirements of their program and is in compliance. 

 

 

___________________________________ _________________________________________________ ____________ 
CHO Administrator Name (Print)    CHO Administrator Signature       Date 

 
___________________________________ _________________________________________________ ____________ 
CHO Agency Director Name (Print)    CHO Agency Director Signature      Date DRAFT



 

 

  
 
 
Continuum of Care All Member Meeting 
In-Person Meeting 
November 18, 2024 1:00 p.m. – 3:00 p.m. 
 

 
CoC Agenda Item #6: 
 
2025 Point in Time Methodology 
 
 

Butte Countywide Homeless Continuum of Care 
 



 

 http://www.buttehomelesscoc.com 

  
 

  
 

DATE:    November 13, 2024 
 
MEMORANDUM FOR: CoC Council, Members and participating Agencies 
 
FROM:   Erin Murray 

Program Manager, Housing and Homeless 
    Butte County Department of Employment and Social Services 
 
SUBJECT:   2025 Point in Time (PIT) Methodology 
 
Under section 578.7 of the CoC Program interim rule, CoCs must plan and conduct, at least biennially, a PIT 
count of homeless persons within the geographic area. Section 578.3 of the CoC Program interim rule states that 
PIT counts are “carried out on one night in the last 10 calendar days of January or at such other time as required 
by HUD.” CoCs will submit their count data via HUD’s Homelessness Data Exchange (HDX) in the spring 
following the count. 
 
HUD requires CoCs to collect reliable data on the total number and characteristics of all people (i.e., sheltered 
and unsheltered) residing in the CoCs’ geographic area who are homeless on a single night and report the data 
to HUD. 
 
The PIT Committee for the Butte Countywide Homeless Continuum of Care intends to proceed with a 2025 
sheltered and unsheltered count as encouraged by HUD and recommends the following methodology: 
 
Date and Time 
 
The unsheltered count is to be conducted beginning at sunrise Wednesday, January 29, 2025, and continuing 
throughout the day.  The count will capture the characteristics of homeless persons for the prior night. 
 
Methodology 
 
Consistent with previous years, a census count method, or an enumeration of all homeless people, is 
recommended by the PIT Committee.  The proposed method would include the entire CoCs’ geography and 
provide a direct and complete count of all people and their characteristics. 
 
The committee intends for volunteers to conduct complete coverage by canvassing the geographical area.  
Locations, called HUBs, will be identified throughout the Continuum to provide known areas for people who 
are experiencing homelessness a place to drop in and be included in the count.  These HUBs also serve to assist 
volunteers as a meeting place throughout the day.  The identified HUB’s will be noted on flyers and shared with 
the community in the coming weeks. 
 
Counting Us Application 
 
To ensure reliable and accurate data quality, the Counting Us application, as provided through software 
company Simtech will be used.  This is the same software that was used to complete the 2023 PIT and will 
allow volunteers to download a convenient application to their mobile or electronic devices. 

Butte Countywide Homeless Continuum of Care 
 



 

 http://www.buttehomelesscoc.com 

 
Note: Registration and Known Location demonstration to be presented during December meeting. 
 
Sheltered PIT and HIC Count 
 
The PIT count and Housing Inventory Count (HIC) are integrally related. The sum total number of persons 
reported in emergency shelter, Safe Haven, and transitional housing projects in the PIT count fields of the HIC 
must match the sum total of sheltered persons reported in the PIT count. Since the PIT and HIC data must 
match, it is critical that CoCs conduct their PIT count and HIC at the same time.  The Counting Us application 
will contain a Sheltered Survey in order to obtain the demographics and collect responses to the community 
questions contain within the Unsheltered Survey. 
 
Survey 
 
Please find attached, the survey that will be uploaded to the Counting Us application in preparation for the 2025 
count.  This survey includes a combination of HUD required questions and local community questions as 
recommended by the PIT Committee. 
 



2025 Unsheltered PIT Survey 
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All questions in red are HUD required questions. 
All questions in black are local questions. 

 
1. What is your name?  

 First Name: ______________________________________ 
 Last Name: ______________________________________ 
 If hesitant, ask “What are your initials or the name you prefer to be used?” 

________________________ 
 Person prefers not to answer 

 
2. Have you already been interviewed for the 2025 PIT Count? (If yes, STOP) 

 Yes 
 No 

 
3. What area did you stay in last night? 

 Biggs 
 Chico 
 Gridley 
 Oroville 
 Paradise 
 Magalia  
 Other location in Butte County: ______________________________________ 
 Outside Butte County: _____________________________________________ 

 
4. Where did you sleep the night before the Count?  

(If option in bold/highlight is selected, continue with the survey)  
 Abandoned building 
 Under bridge/ overpass 
 Bus/ train station 
 Vehicle/ boat/ RV 
 Outdoor encampment 
 Park 
 Street or sidewalk 
 Emergency shelter (Torres, Sabbath House, Safe Space, ORM, Genesis Shelter, 
Catalyst Shelter, Jesus Center/Renewal Center, Etc.) 

 Transitional housing  
 Hospital 
 Treatment program 
 Jail 
 Hotel/Motel paid for with own money 
 Hotel/Motel paid for by an agency 
 Temporarily with friends or family (couch surfing) 
 House or apartment-rent/own 
 In a place being evicted from 
 Other location: ____________________________________________________ 

 



2025 Unsheltered PIT Survey 
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5. What is your gender? (Choose all that apply)  
 Man 
 Woman  
 Culturally Specific Identity (e.g., Two-Spirit) 
 Transgender 
 Non-Binary 
 Questioning 
 Different Identity (please specify)________________________ 
 Person doesn’t know 
 Person prefers not to answer 

 
6. How do you identify your sexual orientation? (choose all that apply) 

 Straight or heterosexual 
 Lesbian, gay, homosexual, or same gender loving  
 Bisexual or pansexual 
 I identify as: __________________________________________ 
 Person doesn’t know 
 Person prefers not to answer 

 
7. What is your date of birth?  

 _____ / ____ / ______ 
 Person doesn’t know 
 Person prefers not to answer 

    If refused to answer date of birth, ask “How old are you?”________________ 

If refused to answer age, ask “What age range do you fall into?” 
 Under 18 
 18-24 
 25-34 
 35-44 
 45-54 
 55-64 
 65+ 

 
8. What is your race?  

 American Indian, Alaska native, or Indigenous 
 Asian or Asian American 
 Black, African American, or African 
 Middle Eastern or North African 
 Native Hawaiian or Pacific Islander 
 White 
 Other: __________________________________ 
 Person doesn’t know 
 Person prefers not to answer 

 



2025 Unsheltered PIT Survey 
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9. Are you Hispanic/Latino?  
 Yes 
 No 
 Person doesn’t know 
 Person prefers not to answer 

 
10. Is this the first time you have been homeless? 

 Yes 
 No 
 Person doesn’t know 
 Person prefers not to answer 

 
11. How long have you been homeless this time?  

(Only include time in shelters and/or streets) 
 0 to 3 months 
 4 to 6 months 
 7 to 11 months 
 1 to 2 years 
 2 to 3 years 
 3 years or more 

 
12. How many months did you stay in shelters or on the streets over the past 3 years? 

 0 to 3 months 
 4 to 6 months 
 7 to 11 months 
 1 to 2 years 
 2 to 3 years 
 3 years or more 

 
13. How many separate times have you stayed in shelters or on the streets in the past 3 

years? 
 

 Fewer than 4 times 
 4 or more times 
 Person doesn’t know 
 Person prefers not to answer 

 
 
 
 
 
 
 
 
 



2025 Unsheltered PIT Survey 
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14. Do you have a Substance Use Disorder?  
 No 
 Alcohol use disorder 
 Drug use disorder 
 Both Alcohol and Drug use disorders 

(If “yes”) is this a long-term disability that impairs your ability to hold a job 
or live independently? 

 Yes 
 No   

 Person doesn’t know 
 Person prefers not to answer 

 
15. Do you have a Chronic Health Condition?  

 Yes 
(If “yes”) is this a long-term disability that impairs your ability to hold a job 
or live independently? 

 Yes 
 No   

 No   
 Person doesn’t know  
 Person prefers not to answer 

 
16.  Do you have a Mental Health Disorder?   

 Yes 
(If “yes”) is this a long-term disability that impairs your ability to hold a job 
or live independently? 

 Yes 
 No   

 No   
 Person doesn’t know  
 Person prefers not to answer 
 

17.  Do you have a Physical Disability?   
 Yes 

(If “yes”) is this a long-term disability that impairs your ability to hold a job 
or live independently? 

 Yes 
 No   

 No   
 Person doesn’t know  
 Person prefers not to answer 

 
 
 
 



2025 Unsheltered PIT Survey 
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18.  Do you have a Developmental Disability? 
 Yes 
 No   
 Person doesn’t know  
 Person prefers not to answer 

 
19.  Do you have AIDS or an HIV related illness?   

 Yes 
 No   
 Person doesn’t know  
 Person prefers not to answer 

 
20.  Are you experiencing homelessness because you are fleeing Domestic Violence, 

Sexual Assault, or Stalking? 
 

 Yes 
 No 
 Person doesn’t know 
 Person prefers not to answer 

 
21.  Are you a victim/survivor of Domestic Violence? 

 Yes 
 No 
 Person doesn’t know 
 Person prefers not to answer 

 
22.  Are you a veteran? (Have you served in the US Armed Forces OR been called into duty as a 

member of the National Guard or as a Reservist) 
 

 Yes 
 No 
 Person doesn’t know 
 Person prefers not to answer 

 
      23. What was the last grade level you completed in school? 

 Less than 8th grade 
 Less than 12th grade 
 High School Graduate or GED 
 AA Degree 
 Some College 
 College Degree or More 
 Currently in school 

 Person doesn’t know 

 Person prefers not to answer 
 



2025 Unsheltered PIT Survey 
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24. Were you ever in foster care or stayed in a group home? 

 Yes  
(If “yes”) Were you exited from foster care or group home into homelessness? 

 Yes 
 No 

 No  
 Person doesn’t know 
 Person prefers not to answer 
 

25. Are you currently on probation and/or parole? (Only ask if client is over 18 yrs old)  
 Yes  

(If “yes”) Were you released from custody into homelessness? 
 Yes 
 No 

 No  
 Person doesn’t know 
 Person prefers not to answer 

 
26. Were you living in Butte County when you became homeless? 

 Yes 
 No  
 Person doesn’t know 
 Person prefers not to answer 

 
27. How long have you been in Butte County? If in and out, what is the TOTAL amount of 

time? 
 

 More than a month but less than 1 year 
 1-2 years 
 3-5 years 
 6-9 years 
 10-19 years 
 20+ years 
 Person doesn’t know 
 Person prefers not to answer 

 
 
 
 
 
 
 
 
 
 
 
 



2025 Unsheltered PIT Survey 
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28. What housing and/or sheltering options would you be interested in? (Check all that 
apply)  
 

 A parking lot with security where you can safely sleep in your car or RV 
 Large shelter with individual rooms for each person 
 Outside space that is legal to camp 
 Sharing a room in a house or apartment 
 Shelter with large shared sleeping space with pets allowed  
 Shelter with large shared sleeping space without pets 
 Tiny house 
 Your own room in a shared house or apartment 
 Your own house or apartment  
 Medical Respite or Hospice  
 Person doesn’t know  
 Person prefers not to answer 

 
29. What do you think led to your homelessness? (Choose all that apply) 

 Age out of foster or group home 
 Alcohol or substance use or abuse 
 Domestic violence or partner abuse 
 Direct result of COVID-19 
 Employment or financial reasons 
 Family crisis such as a death or serious illness in the family, divorce, family conflict, or 
another family problem 

 Forced to relocate from home or evicted 
 Incarceration 
 Leaving your house due to intolerance of your sexual orientation or gender identity 
 Medical or disability problems 
 Mental illness 
 Natural or other disasters 

 Are you survivor of the 2017 Wall Fire? 
 Are you a survivor of the 2018 Camp Fire? 
 Are you a survivor of the 2020 Bear/North Complex Fire? 
 Are you a survivor of the 2024 Park Fire? 
 Are you a survivor of the 2024 Thompson Fire? 

 
 Are you a survivor of another disaster? Please state: _______________________ 

 Parent or foster parent abuse 
 Personal choice to be homeless 
 PRCS (Post Release Controlled Supervision) 
 Recent immigration 
 Substandard housing 
 Other: _________________________________ 
 Person Doesn’t Know 
 Person prefers not to answer 

 
 
 
 



2025 Unsheltered PIT Survey 

8 | P a g e  o f  1 0  

 
 
 
 

30. What barriers prevent you from accessing permanent housing (choose all that 
apply)? 
 

 Criminal History 
 (If criminal history is checked) Were you convicted of 290 offense? 

 Finding affordable housing 
 Finding a job 
 Finding services to help me 
 I don’t like the housing options available to me 
 Lack of an ID card 
 Lack of local services 
 Managing my mental health 
 No money for rent or deposit 
 Pets 
 Poor/no credit 
 Rental History 
 Substance Use 
 Transportation to services 
 Unable to use Section 8 Housing Choice Voucher or other subsidy. 
 Nothing, I prefer to be homeless 
 Other: __________________________________ 
 Person Doesn’t Know 
 Person prefers not to answer 

 
31. How do you support yourself financially? (Choose all that apply) 

 Child support or alimony  
 Food Stamps (CalFresh) 
 Friends or family 
 General Assistance (GA) 
 Job or paid internship 
 Odd jobs 
 Panhandling or busking (street performance) 
 Pension or retirement  
 Recycling 
 Supplemental Security Income (SSI) 
 Social Security Disability Insurance (SSDI) 
 Student aid or grants 
 Temporary Assistance for Needy Families (TANF or CalWORKs) 
 Temporary or seasonal (harvest) employment   
 Unemployment benefits 
 Veteran’s benefits 
 Other: __________________________________ 
 Person Doesn’t Know 
 Person prefers not to answer 

 



2025 Unsheltered PIT Survey 
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32. What is your household’s approximate monthly income? (Choose one) 
 No income 
 $1-$150 
 $151-$250 
 $251-$500 
 $501-$1,000 
 $1,001-$1,500 
 $1,501-$2,000 
 Over $2,000 
 Person Doesn’t Know 
 Person prefers not to answer 

 
33. Which of these services would you use? (Choose all that apply) 

 Access to electricity 
 Court transportation and support 
 Detox center 
 Drop in center for clothes, computer use, food, mail, and support 
 Free laundry service 
 Life coach/case manager/mentor 
 Mobile shower  
 Needle exchange program 
 Phone charging stations 
 Safe kennel provided for pets 
 Safe medicine storage 
 Safe personal property storage 
 Temporary housing when sick 
 Transportation to appointments 
 Warming/cooling centers 
 Other: ________________________________ 
 Person doesn’t know 
 Person prefers not to answer 
 

34. If you don’t use Emergency Shelters, why not? 

  __________________________________________ 
 

35. Additional information: 
 

 
 

 
 

 



 

 

  
 
 
Continuum of Care All Member Meeting 
In-Person Meeting 
November 18, 2024 1:00 p.m. – 3:00 p.m. 
 

 
CoC Agenda Item #7: 
 
2025 CoC Meeting Calendar 
 

Butte Countywide Homeless Continuum of Care 
 



        

      Butte Countywide Homeless Continuum of Care 
 

2025 Council Meeting Schedule 

Proposed Date Conflicts Changes/Notes Location Time 

January 13, 2025 Holiday Change from January 20 TBD 1:00pm to 3:00pm 

February 10, 2025 Holiday Change from February 17 TBD 1:00pm to 3:00pm 

March 17, 2025 None  TBD 1:00pm to 3:00pm 

April 21, 2025 None  TBD 1:00pm to 3:00pm 

May 19, 2025 None All Member Meeting In Person - TBD 1:00pm to 3:00pm 

June 16, 2025 None  TBD 1:00pm to 3:00pm 

July 21, 2025 None  TBD 1:00pm to 3:00pm 

August 18, 2025 None  TBD 1:00pm to 3:00pm 

September 15, 2025 None  TBD 1:00pm to 3:00pm 

October 20, 2025 None  TBD 1:00pm to 3:00pm 

November 17, 2025 None All Member Meeting In Person - TBD 1:00pm to 3:00pm 

December 15, 2025 None  TBD 1:00pm to 3:00pm 

 
Note: All meeting times and locations are subject to change, invites sent monthly. CoC Executive Council reserves 
the right to cancel meetings if needed. 
 
Locations: 
Virtual - hosted by Butte County Department of Employment and Social Services (DESS) via Zoom or Teams. 
 
In Person – 
Oroville: 78 Table Mountain Blvd. Andes Room 
Chico: 765 East Ave. Condor Room 
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