Butte Countywide Homeless Continuum of Care (CA-519) HMIS User Access Packet

End User: Agency: Request Date:

HMIS USER ACCESS PACKET

New User - Reactivation - Deactivation - Access Change Request

How to use this packet: Complete every section and route to agency CHO Administrator, who will send to the HMIS
Lead Agency. All four sections (Request, Background Check, End User Agreement, and Privacy & Security
Acknowledgment) must be completed. Sections 1-4 are completed by the requesting agency and End User. The last
section is completed by the Lead Agency.

SECTION 1 User Access Request

Name of Person Completing Form

Title of Person Completing Form

Reason for Form 0 New User [0 Change Access Level [0 Deactivate User [ other
Submission

If “Other,” describe:

New / Existing HMIS End User Information
End User Name Job Title

Email Address Phone Number

Supervisor Name

Will the End User need access to additional agencies (e.g., Coordinated Entry)?

O Yes O No

If “Yes,” list agency(ies)

Will the End User need special access?

[ Reports (generally supervisors) [ Referral (only if done in HMIS) [ outreach Module

Program type(s) the End User will work in (choose all that apply)

O calAim [J Coordinated Entry (CE) [0 Emergency Shelter (Entry/Exit) (ES EE)
[0 Emergency Shelter (Night-by- [ Permanent Housing (no disability [0 Permanent Supportive Housing
Night) (ES NbN) req.) (PH) (disability req.) (PSH)

O Rapid Re-Housing (RRH) [ Street Outreach (SO) O Supportive Services Only (S50)

O Transitional Housing (TH)

CHO Administrator / Supervisor Signature Date
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SECTION 2 Background Check Certification

To be completed by the requesting agency for every new End User, and retained per your agency’s background check policy.

Agency Name

End User Name

In accordance with the terms of the Contributing HMIS Organization (CHO) Participation Agreement between the above
Agency and Butte County Department of Employment and Social Services (HMIS Lead Agency), the HMIS Policies &
Procedures, and the End User Agreement, | hereby certify and attest that a criminal background check for the above-named
HMIS End User was completed on the date below, and that this End User has no criminal history that precludes them from
accessing the Butte Countywide Continuum of Care’s HMIS.

| additionally certify that the Agency will retain the results of this background check in the End User’s personnel file.

Date Background Check Completed

Verified By — Name, Title Date

Signature
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SECTION 3 Contributing HMIS Organization End User Agreement

Review and check each item below. By checking each box and signing, you certify that you understand and will comply with each
requirement of being an HMIS End User.

Agency Name

End User Name

A. Client Confidentiality & Authorized Use

O ! understand that | have an obligation to maintain client privacy and to protect and safeguard the confidentiality of
a client’s Personal Identifiable Information (Pll). PIl includes, but is not limited to, client’s name, address,
telephone number, social security number, date of birth, type of care provided, medical condition or diagnosis,
veteran status, employment information, and any and all other information relating to the services provided to the
client by this or other agencies.

I may only view, obtain, disclose, or use database information necessary to perform my job. As an HMIS user, |
understand | may not look up a client in HMIS to know their whereabouts, their history or current information for
the purposes of outside inquiries or personal use.

O

I will not discuss client’s personal or other information in a public area.

| will not electronically transmit unencrypted client data across a public network. | understand that PIl cannot be
distributed through email.

| agree | will maintain HMIS data in such a way as to protect against revealing the identity of clients to
unauthorized agencies, individuals or entities, including but not limited to law enforcement agencies.

o O 0O 0O

Discriminatory comments base on race, color, religion, national origin, ancestry, handicap, age, gender,
orientation, are not permitted in HMIS. Profanity and offensive language are not permitted in HMIS.

B. Training, Access & Policy Compliance

O ! will receive, complete and pass HMIS training in the HMIS training site before being granted access to the live
HMIS program.

I understand once | have access to the live site, | will be required to re-sign this End User Agreement. Additionally,
every 6 (six) months, the live site will require me to re-sign this agreement.

| will participate in annual HMIS update training as long as | am an End User.

I have read and will abide by all the HMIS Policies and Procedures, including data standards required by the Data
Quality Plan and protocols required by the Security and Privacy Plans.

o O 0O 0O

| understand the HMIS Policies and Procedures, the Data Quality Plan, and the Security and Privacy Plans are
dynamic, meaning they can and will be modified, and | am responsible for complying with any changes made to
these plans.

0 ! understand that only authorized End Users and agency CHO HMIS Administrators can view HMIS information, and
not all End Users can view all information.

C. Account, Device & Workstation Security

O ! understand that my username and password are for my use only and must not be shared with anyone, including
but not limited to another End User, and my agency’s CHO HMIS Administrator.

I must take all reasonable means to keep my password secure, including but not limited to never selecting the
option to have my browser save my password.

O

O If  am logged into HMIS and need to leave the computer, tablet, phone or other mobile device or work area for
any amount of time, | will log off the software, close the browser and lock the device before leaving.

O

| understand my computer, tablet, phone or other mobile device must have password protected screensavers set
at no more than 15 minutes.
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If | use a laptop computer, tablet, phone or any other mobile device to enter HMIS data, | will not use that for
unauthorized purposes or from unauthorized locations.

0 ! will not log into HMIS during non-work hours, or on computers or any device that is not approved by my agency.

D. Data Entry, Quality & Client Consent

0 ! will ensure HMIS data and client interactions are entering into the system within 3 days.

0 ! will ensure that paper documentation or physical files are complete, secure, and confidential at all times, and
when no longer needed, are properly destroyed to maintain confidentiality.

0 ! will not knowingly enter malicious or erroneous information into HMIS.

U

The appropriate client Informed Consent form must be completed with each client whose data is to be entered
into HMIS and uploaded to the client profile.

E. Incident Reporting, Liability & Termination of Access

O ! will notify my CHO HMIS Administrator if deadlines appear to be in jeopardy, if the HMIS Software System is not
working correctly, or if | have any other questions.

0 ! understand that | can be held legally liable for any unauthorized access, usage, or disclosure of data collected for
the purpose of entering into the HMIS database and data held within HMIS as specified in the California Penal
Code Section 502 and/or under other State and federal laws.

If I notice or suspect a security breach within HMIS or related to HMIS data, | must immediately notify my CHO
HMIS Administrator. Notification must occur within one (1) hour and in writing.

If I notice or suspect a security breach committed by the CHO HMIS Administrator, | must immediately notify the
HMIS Lead Agency. Notification must occur within one (1) hour and in writing.

| understand that my username and password will terminate should | move employment and will not be passed on
to the staff person that replaces me.

I understand these rules apply to all HMIS Users, whatever their work role or position.
| have completed the required criminal background check through my agency. | understand | am not allowed to

access HMIS if | have ever had a felony or misdemeanor conviction, been found guilty of or entered a plea of nolo
contendere (no contest) to any fraud, identity theft, stalking, human trafficking or related charges.

oo o o O

You are required to maintain strict confidentiality of information obtained through or related to Butte CoC HMIS. Data and
information will be used only for legitimate client service and administration of the above-named agency. Any breach of
confidentiality or failure to comply with the terms listed above will result, at a minimum, in your immediate and lifelong
termination in participation in the Butte CoC HMIS.

End User Signature Date
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SECTION 4 Privacy & Security Plan — Verification of Receipt

The Butte Countywide Continuum of Care HMIS Privacy and Security Plan contains important information regarding the

expectations of Contributing HMIS Organizations (CHOs) and HMIS End Users. All HMIS Users must read, check, and sign
below.

0 ! acknowledge that | have received a copy of the Butte Countywide Continuum of Care’s HMIS Privacy and Security
Plan. I understand it is my responsibility to read and comply with policies contained in this plan as well as any
revisions made to it. | also understand if | need additional information, or if there is anything that | do not
understand in the Plan, | should contact my agency’s CHO Administrator.

0 ! understand that this Plan reflects policies, practices, and procedures in effect on the date of publication and that
it supersedes any prior plan. | further understand that rules, policies, expectations referred to in the Plan are
evaluated and may be modified at any time, with or without notice. | acknowledge that the Plan will be updated by

the CoC’s HMIS/CES Committee and it is my responsibility to be aware of and to adhere to the changes in the Plan
as they occur.

End User Name (print)

End User Signature Date
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SECTION 5 HMIS Lead Agency Use Only

This page is completed by the Butte CoC HMIS Lead Agency (Butte County DESS) after all preceding sections are received and reviewed.
Documents Received & Saved to End User File

[ Background Check Certification

O End User Agreement

[ Privacy & Security Acknowledgment
Training Completed (Date)

Training Type Completed O Basic HMIS [0 Privacy & Security [0 CHO  [J Report

(Choose all that apply)
Access Role Assigned

Date Live Site Access Granted

Approved By — HMIS
Lead Agency Name, Title Date

Once client has been granted access to the live site, please save the grading sheet with this
form
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